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Abstract – Decision-aids based on data fusion
technologies may be applied to support decision-
making in a variety of environments, ranging from
military command and control situations to intelligent
transportation applications.  In any situation, the
ultimate performance of human decision-
maker/decision-aid system depends not only on the
quality of the aid, but on the human decision-maker’s
utilization of the information provided by the aid.
This utilization can be affected by many factors,
including the degree of trust the decision-maker has in
the aid, and the form in which information is presented
to the decision-maker.  This paper describes a
framework for investigating trust in data-fusion based
decision aids, and results from a pilot experiment in
which distorted and blended graphical forms were
used to represent uncertain information.
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1. Introduction

1.1 Data Fusion Based Decision-Aids

Decision-aids based on data fusion technologies may
be applied to support decision-making in complex,
dynamic environments such as military command and
control, non-destructive testing and maintenance, and
intelligent transportation.  These aids provide
operators with situational estimates which can aid in
the decision-making process. For instance, in a
military environment, data fusion based decision-aids
may provide commanders with estimates of an entity’s
identity or threat potential. Regardless of environment,
such aids provide decision-makers with information
that has an associated level of confidence or
uncertainty, through the application of automated
algorithms and processes. The ultimate performance of
such systems, consisting of both the human decision-
maker and the automated decision-aid, depends on the

human decision-makers’ utilization of the information
provided by the aid.  Such utilization can be impacted
by many factors, including the level of risk, time
pressure, nature of the information display, and level
of trust the decision-maker has in the automated aid.

This paper describes a research approach addressing
the latter two factors in the context of a military
environment. In a military context, data fusion has
been identified as a means to perform assessments of
identities, situations, and threat potential based on
information derived from multiple electronic and
intelligence sources.  In these situations, the inherent
risks, time pressure and large volume of data have led
to the need for  computerized aids performing
automated data fusion (Walts and Llinas, 1990).

The process of data fusion in a military context
includes multiple levels, each of which provides
information at a different level of abstraction.  For
instance, different levels would address the detection
and identification of potential targets, the association
of targets into organized groups with certain
behaviors, and the estimation of the threat potential of
those groups. Thus, the results of data fusion
processing can provide input to the situation
assessment activities of battlefield commanders
(Llinas, Drury, Bialas, and Chen, in press).
Ultimately, information resulting from the data fusion
process is presented to the human decision-maker
through a computer interface.

1.2.  Decision Aiding in an Adversarial
Environment

Aided-adversarial decision-making (AADM) refers to
military command and control decision making in
environments in which computerized aids are
available, and in which there is a potential for
adversarial forces to tamper with and disrupt such
aids. Hostile forces may attempt to compromise
tactical decision-making through offensive activities
conducted to attack or interfere with an adversary’s
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information systems.  Information warfare can impact
an adversary’s operations through information
disruption, denial, and distortion (Llinas, Drury,
Bialas, and Chen, in press).  For instance, disrupting or
denying access to sources of information may make it
difficult for decision-makers to assess situations and
take appropriate actions.  Distorted information,
through manipulation and addition of incorrect
information,  may fool adversaries into taking actions
desirable from a friendly perspective.

1.3 Human Trust in Automated Aids

Given the potential for information operations to
disrupt and corrupt information provided by data-
fusion based aids, it is necessary to understand the
extent to which decision-makers rely on or use these
aids, and factors affecting that reliance.  A possible
source of information regarding these issues is
research that has been performed in the area of human
trust in automated systems (e.g., Lee and Moray,
1992; Muir and Moray, 1996; Parasuraman, Molloy,
and Singh, 1993; Sheridan, 1988).  Researchers have
suggested that trust can affect how much people
accept and rely on increasingly automated systems
(Sheridan, 1988).

Generally, research from both social science and
engineering perspectives agree that trust is a multi-
dimensional, dynamic concept capturing many
different notions. For example, Rempel et al. (1985)
concluded that trust would progress in three stages
over time from predictability, to dependability to faith.
Muir and Moray (1996) extended these three factors,
and developed an additive trust model that contained
six components: predictability, dependability, faith,
competence, responsibility, and reliability.  Sheridan
(1988) also suggested possible factors in trust,
including reliability, robustness, familiarity,
understandability, explication of intention, usefulness,
and dependence.

 Empirical results have shown that people’s strategies
with respect to the utilization of  an automated system
may be affected by their trust in that system. For
example,  Muir and Moray (1996) and Lee and Moray
(1994) studied issues of human trust in simulated,
semi-automated pasteurization plants.  These studies
showed, among other results, that operators’ decisions
to utilize either automated or manual control depended
on their trust in the automation and their self
confidence in their own abilities to control the system.
Additionally, results showed that trust depended on
current and prior levels of system performance, the
presence of faults, and prior levels of trust.   For
example, trust declined, but then began to recover,

after faults were introduced (Lee and Moray, 1992).
Lerch and Prietula (1989) found a similar pattern in
participants’ confidence in a system for giving
financial management advice: confidence declined
after poor advice was given, then recovered, but not to
the initial level of confidence.

In the context of AADM, there exists the potential for
several circumstances in which trust in data-fusion
based decision aids could be affected. For instance,
information warfare techniques could be used by an
adversary to distort the information provided by
decision aiding systems, disrupting (appropriately)
commanders’ trust in, and utilization of, such systems.
Alternatively, an adversary might act deceptively,
fooling a commander into trusting and acting based on
information in a way favorable to the adversary.
Finally, an adversary might disrupt a commander’s
trust in an aid that is providing good (“trustworthy”)
information. For these reasons, it is necessary to
investigate human trust in AADM situations, in order
to better understand how data-fusion based decision
aids will impact the decision-making process under
different circumstances.

2.0 Investigations of Decision Aiding in
Adversarial Environments

2.1 Theoretical Framework

To structure the investigation of aspects of human
trust in data fusion-based decision aids, a multi-
dimensional framework was developed (Llinas,
Bisantz, Drury, Seong, and Jian, 1998). The
framework integrates and systematically varies a set of
dimensions which may affect trust in decision aids.
The following dimensions are included in the
framework:

1. Locus of Attack. One potential factor is the location
at which the potential for corruption exists.  Two
potential dimensions can contribute to this factor: the
component dimension, and the surface-depth
dimension.
a) Component Dimension.  Information could be
corrupted at a variety of components, or levels, in the
AADM environment.  Information could be corrupted
at the level of the tactical situation (by interfering with
sensors), within the information processing and data
fusion algorithms that comprise the decision aids, or at
the level of the human-computer interface.
b) Surface-Depth Dimension. A second related
dimension along which investigations of performance
in AADM systems can vary is a surface-depth
dimension. The surface level corresponds to the
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information available about the environment (as
formalized in Brunswik’s Lens Model; Cooksey,
1996; Hammond, Stewart, Brehmer, and Steinman,
1975), whereas the depth level corresponds to the
actual state of the environment.  In an AADM
environment, surface level features would be the
observable outputs from sensors, or data fusion
processes.  Depth level features would be the actual
operations of the sensors or algorithms themselves.
2. Malfunction Level. Information aids for AADM can
fail or be corrupted in qualitatively different ways,
either failing completely, or being partially degraded,
resulting in two malfunction levels:

• Element failure. System components can fail
completely resulting in a loss of data.

• Element degradation. The quality of information
provided by the system component can be
degraded, resulting in partial information loss,
or increased ambiguity and uncertainty.

3. Causes of Failure or Corruption. Information can be
corrupted through different causes or intentions,
ranging from naturally occurring system failures (e.g.,
hardware malfunctions), to deliberate attacks on the
information systems, to deliberate attacks which are
disguised by the adversary.
4. Time Patterns of Failure.  A final dimension reflects
the dynamic or time-dependent characteristics of the
degradation.  Failures, sabotage, and subterfuge can
occur not only as failures or degradations at a
particular point in time, but also in a continuing
fashion. Additionally, failures can occur with patterns
that are either predictable or unpredictable.

2.2 Framework-based Experiments

This framework is being used to develop experiments
in the area of human trust in data fusion-based
decision aids. At present, experiments are planned to
investigate changes in trust in, and reliance on, a data-
fusion aid when the situation is framed as either one in
which the aid may be unreliable due to hardware
failures, or one in which the aid may be subject to
deliberate tampering by an adversary.  Participants
will perform a simulated military command and
control task in which they will identify unknown
aircraft moving on a radar screen.

During the task, participants will be able to access
both non-aid information (e.g., altitude, radar
emission, and speed information) about unknown
aircraft, as well as an identity estimate from a simulate
data-fusion aid. The identity estimate will be in the
form of a probabilistic range (e.g., that an aircraft is
friendly or hostile). Participants will request access to
either type of information, and will be limited in the

number of requests, forcing a tradeoff between
information sources.

Participants will perform the experiment over six
scenarios, during which time the speed and altitude of
the aircraft will vary within pre-defined, overlapping
ranges.  Prior to the experiment, participants will be
given conditional probability information about the
chance that an aircraft is hostile, given that it is flying
at a particular speed altitude, or has a particular radar
signature.

After several three normal scenarios, a fault (either a
constant shift in the probabilistic range, or a gradually
increasing range) will be introduced into range
provided by the data-fusion aid. Participant’s reliance
on either form of information (either the decision aid,
or the other available information) will be measured
before and after the insertion of the error to assess the
potential loss of trust in the aid subsequent to the error.

3.0 Investigations of Data Presentation

As noted above, one factor which may influence the
utility of data fusion based decision aids, and the
influence of these aids on the decision making process,
is the form in which the uncertain information
determined by these aids is presented to decision-
makers. Uncertain or probabilistic Information can be
shown in a variety of  formats ranging from simply
text to graphical representations to text/graphical
hybrids. Past research has focused on representing
position, direction and identity uncertainty in a format
that reveals the true probabilistic nature behind the
data (Andre and Cutler, 1998; Banbury, Selcon,
Endsley, Gorton, and Tatlock, 1998; Kirschenbaum
and Arruda, 1994).

Position uncertainty deals with how to represent the
possible places an object may inhabit.  Environments
in which this type of uncertainty plays an important
role include commercial aviation and military
sonar/radar. Andre and Cutler(1998) investigated this
form of uncertainty with the use of a task in which a
pilot would have to play “Chicken” with a circular
object, they called a meteor.  The pilot’s goal was to
come as close as possible to the meteor without
collision.  To represent the position uncertainty a
circular ring surrounded the meteor. The ring varied in
size dependent upon uncertainty level.  Collision
frequency was found to be far less when the ring was
displayed: without the ring, participants  appeared to
dismiss the fact that uncertainty was present in the
system.  Kirschenbaum and Arruda (1994) conducted
a similar experiment which investigated the effect of
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different displays of position uncertainty on a
decision-making task as to when and where to fire at a
target.  Participants were shown either a graphical
representation of position uncertainty in the form of an
ellipse around the target or a verbal indicator that
ranged from poor to fair to good.  The elliptical aid
was found to be superior to the verbal in cases of
moderate to high difficulty scenarios. Overall it
appears that the use of a visual position uncertainty aid
helped the performance of the user.

Aids which present heading uncertainty attempt to
display all the possible future directions an object may
move.  Andre and Cutler (1998) tested three different
types of heading uncertainty aids in a simulated anti-
aircraft task: a textual description and two graphical
representations that utilized either arcs or rings. The
three aids improved user performance when compared
with a no aid condition.  The arc-based aid, which
represented the uncertainty in direction by utilizing an
arc that covered the entire angle of possible movement
heading, provided a slight advantage over the other
two aids.

Finally, identity aids strive to give the user an idea of
how accurate the identification of an object is.
Currently most aids display this information in the
form of probabilities.  Banbury et al. (1998)
investigated how the context in which information is
displayed affects a decision-making task.  Participants
were asked to make a shoot/no-shoot decision based
on a probabilistic estimate of an aircraft’s identity,
presented as a numeric percentage. Results showed an
impact of estimate uncertainty - participants were
found to have a reluctance to shoot when uncertainty
was greater than 9%. Additionally, presenting a
secondary target identification (e.g., not just the
chance that is a hostile fighter, but also the chance that
it is a friendly aircraft) also impacted decisions to
shoot. Participants were more hesitant when a
secondary, friendly, target identification estimate was
given.

Another way in which the graphical form of
information presentation could be used to represent
uncertainty is through the use of degraded or distorted
images. Lind, Dershowitz, Chandra, and Bussolari
(1995) provide evidence that the form of displayed
information may affect the use of uncertain data.  In a
study to investigate the extent to which the graphic
depiction of weather systems could be degraded (due
to technical limitations) and still be acceptable to
general aviation pilots, Lind et al. found that pilots’
estimates of weather hazards increased as the

graphical distortion increased.  In this case, the
distortion took the form of larger polygon/ellipse
shaped depictions of weather patterns, in contrast to
the non-distorted continuous, fine-grained
representation.  This increase in perceived risk might
indicate a decrease in subjects’ confidence of their
understanding of the current specific weather patterns.

Thus, there is some indication that iconic
representations based on degraded or distorted images
may be used to convey the uncertainty associated with
a decision aid estimate.  In the following pilot study,
we investigated properties of distorted and blended
icon sets intended to convey uncertain information
about an object’s identity as either potentially hostile
or friendly.  Future experiments will investigate the
impact of a subset of these icons, selected based on the
pilot study results,  on a decision-making task.

3.1 Pilot Study Method

3.1.1 Participants

Twenty participants, all undergraduate students, were
paid $6.00 per hour for their participation in the pilot
study.

3.1.2. Experimental Design

Five sets of pictures were chosen to represent the
identity of an object as either hostile or friendly. These
picture sets were classified as either abstract (without
an obvious associated meaning), iconic (with an
associated meaning), or both.  Picture pairs were
chosen in order to allow for the entire spectrum from
friendly to hostile to be represented.  Figure 1 shows
the pictures used in the experiment.

In order to represent the probabilistic nature of the
information graphically, a series of thirteen icons were
created to represent a range of probabilities (i.e., from
p(Hostile) – 0.0 to p(Hostile) = 1.0). The iconic and
abstract picture pairs were distorted and blended using
a pixelizing function found in Adobe PhotoShop 4.0.
For example, the 50% friendly/50% hostile picture
blended both of the pictures in a pair together.  For the
colored icons, the series of icons was created by
coloring each pixel in the icon as either green or red
based upon the probability desired.  To illustrate how
the pixelizing function works, the series of the
distorted and blended pictures for picture pair (1) are
shown in Figure 2.
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Each participant performed a series of tasks involving
all five sets of icons.  Ten participants performed the
tasks under a “friendly” framing condition, and ten
participants performed the tasks under a “hostile”
framing condition. In the friendly framing condition,
participants were given task instructions which
described the icons as more or less friendly.  In the
hostile framing condition, icons were described as
more or less hostile.

3.1.3 Procedure

The three experimental tasks were designed to
measure whether the icons could be correctly sorted
and assigned a probability rating according to the
expected probabilities that the icons represented.
Participants performed each of the tasks five times:
once for each icon pair (see Figure 1).

In the first task, a timed sorting task, participants were
asked to sort cards into piles according to the icon
printed on the card. Participants were asked to create
piles containing the same icon. There were five
instances each of the 13 possible icons in a set, for a
total of 65 cards. The time to sort the cards, and
sorting errors, were collected.

In the second task, participants were asked to order the
set of thirteen pictures from most to least friendly (or

hostile), depending on the framing condition. They
were not told which icons corresponded to the hostile
or friendly ends of the scale (e.g., they were not told
that a circle represented a most friendly, and an “x”,
least friendly). Participants performed this task using a
Visual Basic computer program, through which they
could drag and drop the icons into the desired order.
The ordering of the icons was recorded automatically
by the computer.

For the third task, participants were asked to rate each
icon on continuous scale, with end points of least and
most friendly (or hostile).  Participants marked their
rating along a line connecting the endpoints; this
distance was later measured and scaled based on the
length of the line, and used to identify their rating.

3.2 Pilot Study Results

3.2.1 Card Sorting

The times to sort cards based on the icon printed on
the card did not differ significantly across picture
pairs. Thus, the relative difficulty of identifying and
sorting the thirteen icons did not appear to differ
across sets.

Iconic Pairs Abstract Pairs Both Iconic and Abstract

(Green)

(Red)

(1) (2) (3) (4) (5)

Friendly

Hostile

Figure 1. Five pairs of icons representing object identities as either hostile or friendly.

Figure 2. Series of 13 icons representing a range of probabilities that an object is hostile or
friendly: from a probability of 100% friendly to 100% hostile.
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3.2.2. Ordering

The order of the thirteen icons in each icon pair set
was determined for each participant, for the hostile
and friendly framing conditions, resulting in ten orders
per icon pair for each framing condition.  These orders
were used to compute an average ranking for each
icons for the five pairs, for both framing conditions.
Ordering these average rankings resulted in an average
order for each set, for both framing conditions (a total
of 10 average orders).  These average orders were
correlated with the expected order (based on the way
the icons were created), and a Spearman correlation
coefficient was computed.  These coefficients are
shown in Table 1. All correlations were significant at
the .01 level of significance, indicating that overall,
participants were able to correctly order the sets of
icons according to the intended levels of uncertainty.

Table 1. Spearman Correlation Coefficients
comparing average rank orders to expected order
for 5 Icon Pairs.

Framing
Icon Pair Friendly Hostile
Mask(1) 1.000 0.929
Dove(2) 1.000 0.984

Inverted V-U (3) 0.934 0.984
Circle-X(4) 1.000 0.951

Color(5) 1.000 0.890

Individual participant data was also examined:
Spearman correlation coefficients were computed
comparing each participant’s order to the expected
order, for both framing conditions.  These correlations
are indicated in Tables 2 and 3, corresponding to the
Friendly and Hostile framing conditions, respectively.
Correlations in bold are insignificant at the .05 level of
significance.  Inspection of Tables 2 and 3 shows that
on a participant-by-participant basis, ordering was
more consistent and correct in the friendly framing
condition than the hostile framing condition. Note that
negative correlations simply indicate that the
participant reversed the hostile and friendly ends of
the scale (they were not told which icons corresponded
to which endpoints before the experiment). It is
interesting to note that even for the two “abstract”
icons, reversals happened at a rate less than chance,
indicating that perhaps there was some meaning
intrinsic to the abstract icons.

Table 2. Individual Correlation Coefficients for
each participant (Friendly framing condition;
bold correlations are insignificant).
P’s Mask

(1)
Dove
(2)

V-U
(3)

Circle
(4)

Color
(5)

2 0.995 1.000 -1.000 1.000 0.995
4 0.989 0.995 1.000 1.000 1.000
6 1.000 1.000 0.995 1.000 1.000
8 1.000 1.000 -1.000 1,000 0.995
10 1.000 1.000 1.000 1.000 1.000
12 1.000 -1.000 -1.000 -1.000 -1.000
14 0.984 1.000 1.000 1.000 0.995
16 0.962 1.000 1.000 1.000 1.000
18 0.995 0.995 1.000 1.000 1.000
20 0.978 1.000 -0.440 0.374 1.000

Table 3. Individual Correlation Coefficients for
each participant (Hostile framing condition; bold
correlations are insignificant).
P’
s

Mask
(1)

Dove
(2)

V-U
(3)

Circle
(4)

Color
(5)

1 0.126 0.115 0.115 0.115 0.115
3 1.000 1.000 1.000 1.000 0.995
5 0.566 -0.038 0.544 -0.297 0.665
7 0.412 0.093 0.115 0.148 0.088
9 0.005 0.714 0.099 0.044 0.181
11 0.978 1.000 1.000 1.000 0.434
13 0.148 1.000 1.000 0.995 0.456
15 0.978 1.000 0.978 0.995 0.989
17 0.995 0.995 1.000 1.000 1.000
19 -0.165 0.516 0.280 0.440 0.835

3.2.3 Rating

From the data collected on individual picture ratings
an average rating was calculated for each picture
within a picture pair category.  These averages
provided a range of estimates of the friendliness or
hostility of each picture pair (Tables 4 and 5).

Table 4. Rating Spread for 5 icon pairs (Friendly
Framing)

Mask
(1)

Dove
(2)

V-U
(3)

Circle
(4)

Color
(5)

High
Rating

88.67 97.93 96.64 97.73 98.59

Low
Rating

4.22 4.06 3.67 8.52 11.33

Note: Ratings for Dove, V_U, and Circle were corrected to
account for obvious and consistent reversals between hostile
and friendly endpoints.
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Table 5. Rating Spread for 5 icon pairs (Hostile
Framing)

Mask
(1)

Dove
(2)

V-U
(3)

Circle
(4)

Color
(5)

High
Rating

66.56 72.27 62.11 74.06 63.69

Low
Rating

24.22 17.97 38.20 21.48 14.30

3.2 Future Experiments

Future experiments will test  the effect a subset of
these icon pairs on decision-making in a dynamic
identification task. Participants will be asked to
identify objects as either friendly or not friendly, given
a graphical icon of the object which depicts a decision-
aid’s probabilistic estimate of the object’s identity.
This icon will be based on either end-point icons with
associated numeric probabilities, the full range of 13
icons, or the full range of 13 icons with associated
numeric probabilities. Over time, estimates will tend
(with some randomness) to become more certain;
however, participants will be penalized for
identification delays. The experiments will investigate
the impact of information presentation on the point at
which participants choose to identify objects.  If
graphical depictions (i.e., distorted icons) convey more
information about the probabilistic nature of the
identity estimate than numeric probabilities, then
participants seeing the graphical depictions should
choose to wait to make an identification until they are
more certain.

4.0 Conclusions

Data fusion-based decision-aids can be implemented
to provide support in a variety of situations. In order
for those aids to provide effective support, the must
provide information in a format that conveys
important aspects of that information (e.g., its
uncertain nature) and be trusted by the decision-
maker.  A framework for investigating trust in
decision –aids, in adversarial decision-making
situations, along with on-going experiments based on
that framework, was discussed.  Additionally, results
from a pilot study investigating the utility of degraded
and distorted images to convey levels of uncertainty
were presented.  Preliminary results indicated that sets
of distorted icons could be appropriately ordered, and
span a range of descriptive level, under particular
framing conditions. Future experiments to investigate
the effect of these representations on decision-making
were described.
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