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 Abstract – Command and control can be characterised as a dynamic human decision making process. A technological
perspective of command and control has led system designers to propose solutions such as data fusion to overcome many of the
domain problems. This and the lack of knowledge in cognitive engineering have in the past jeopardised the design of helpful
computerised aids aimed at complementing and supporting human cognitive tasks. Moreover, this lack of knowledge has most of
the time created new trust problems in designed tools, and human in the loop concerns. Solving the command and control
problem requires balancing the human factor perspective with the one of the system designer and coordinating the efforts in
designing a cognitively fitted system to support the decision-makers. This paper presents a triad model establishing the
relationship between the three elements required for the design of a system that support dynamic human decision making: the
task, the human and the technology.
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1.0 Introduction
 Command and control (C2) is defined, by the

military community, as the process by which a
commanding officer can plan, direct, control and
monitor any operation for which he is responsible in
order to fulfil his mission [Ref. 1]. Recently, a new
definition has been proposed [Ref. 2] describing C2 as
a dynamic human decision making process that
establish the common intent and transform that
common intent into a co-ordinated action.

 From a human factor perspective, the complexity
of military operations highlight the critical role of
human leadership in C2. To resolve adversity, C2
systems (CCSs) require qualities inherent to humans
such as decision-making abilities, initiative, creativity
and the notion of responsibility and accountability.
Although these qualities are essential, characteristics
inherent to the environment in which C2 occurs,
combined with the advancement in threat technology,
significantly challenge the accomplishment of this
process and therefore require the support of
technology to complement human capabilities and
limitations.

 A technological perspective of C2 has led system
designers to propose solutions such as data fusion to
overcome many of the domain problems by fitting
warships with an efficient combat system featuring a
real-time decision support system (DSS). The main
role of such a DSS is to aid the operators to achieve
the appropriate situation awareness (SA) state for their
tactical decision-making activities, and to support the
execution of the resulting actions. The lack of
knowledge in cognitive engineering has in the past
jeopardised the design of helpful computerised aids
aimed at complementing and supporting human
cognitive tasks. Moreover, this lack of knowledge has
most of the time created new trust problems in
designed tools, and human in the loop concerns.

Solving the C2 problem thus requires balancing the

human factor perspective with the one of the system
designer and coordinating the efforts in designing a
cognitively fitted system to support the decision-
makers. This paper presents a triad model establishing
the relationship between the three elements required
for the design of a system that support humans: the
task, the human and the technology. The concepts
lying behind this model are currently being used for
the design of a DSS that complement and support the
human during his cognitive activities. The model
allows the design of systems taking into account the
human role in a dynamic decision making process
such as C2.
2.0 The command and control task

 C2 is the process by which commanders can plan,
direct, control and monitor any operation for which
they are responsible [Ref. 1]. C2 requires that the
commander is aware of the tactical situation in order
to make a timely decision about the best course of
action to be implemented. In a naval context afloat,
most tactical decisions taken within the ship’s
operations room are made after completing a number
of perceptual, procedural and cognitive activities
linked to the C2 process. The C2 process is indeed a
suite of cyclic activities which mainly involves the
perception of the environment and an assessment of
the tactical situation, from which the decision making
about a course of action and the implementation of the
chosen plan will be based.

 The C2 activities are performed by either humans,
machines (i.e., hardware and software computer
systems), or a combination of both. Characteristics of
this suite of activities are described in Ref. 3 and were
captured through the Boyd’s Observe-Orient-Decide-
Act (OODA) loop illustrated in Figure 1.

 Although the OODA loop might give the
impression that C2 activities are executed in a
sequential way, in reality, the activities are concurrent



and hierarchically structured. The military community
typically states that the dominant requirement to
counter the threat and ensure the survivability of the
ship is the ability to perform the C2 activities (i.e., the
OODA loop) quicker and better than the adversary.
Therefore, the speed of execution of the OODA loop
and the degree of efficiency of its execution are the
keys to success for shipboard tactical operations.

Figure 1 - Boyd’s OODA Loop

 C2 is characterised by ill-structured problems,
changing and stressful conditions, technological
advances in threat technology, the increasing tempo
and diversity of open-ocean and littoral (i.e., near
land) scenarios, the volume, rate, imperfect nature and
complexity of the information. Most likely, the latter
will be processed under time-critical conditions and,
as a consequence, the risk of saturation in building the
tactical picture and of making the wrong decision
increases.

 These characteristics inherent of the C2 domain
pose significant challenges to the C2 process, to the
design of future shipboard CCSs and to the combat
system operators responsible to conduct this process
using these systems to defend their ship and fulfil their
mission.
3.0 Human factor perspective of C2

 The C2 process is seen as an instantiation or an
example of a dynamic human decision making process
that establishes the common intent and transforms that
common intent into a co-ordinated action [Ref. 2]. The
first half of Boyd’s loop (Observe-Orient) gathers a
number of processes that mainly perceives, interprets
and projects the status of the entities included in the
C2 environment. Yielding from these processes is the
situation awareness required to complete the decision-
making process. The latter process corresponds to the
second half (Decide-Act) of the OODA loop. Given
the tactical situation and the available onboard
resources, it decides on the best course of action with
respect to own ship mission and support its
implementation.

 Figure 2 illustrates a theoretical model derived by
Endsley of situation awareness (SA) based on its role
in dynamic human decision making. SA is defined
[Ref. 4] as the perception of the elements in the
environment, within a volume of time and space, the
comprehension of their meaning, and the projection of
their status in the near future.

 The first level of SA yields in the perception of the
status, attributes and dynamics of relevant elements in
the environment. If we look at our problem domain,
maritime C2, the basic element relevant for the
command team is any object in the environment (e.g.,
air, surface or subsurface targets).

 Endsley describes the comprehension process as
follows: "Comprehension of the situation is based on a
synthesis of disjoint level 1 elements". Level 2 of SA
goes beyond simply being aware of the elements that
are present, to include an understanding of the
significance of those elements in light of pertinent
operator goals. Based on knowledge of Level 1
elements, particularly when some elements are put
together to form patterns with other elements, the
decision-maker forms a holistic picture of the
environment, comprehending the significance of
objects and events.

 The third and last step in achieving situation
awareness is the projection of the future actions of the
elements in the environment. This is achieved through
knowledge of the status and dynamics of the perceived
and comprehended situation elements.

 The situation awareness processes described by
Endsley are initiated by the presence of an object in
the perceiver’s environment. However, processes
related to situation awareness can also be triggered by
a priori knowledge, feelings or intuitions. In these
situations, the picture is understandable, and
projections in the future are possible, if any event,
which have not been perceived at this time, can be
found in the environment. Hence, hypotheses related
to the possible presence of an object are formulated.
The perceiver then initiates search processes in the
environment that confirm or invalidate these
hypotheses. Note that this type of SA is possible only
if mental models related to the possible objects are
available.

 If one compares the OODA loop with the SA
model of Endsley, one sees a close resemblance. In
both models one finds a decision-making part and an
action part. In Endsley's model, SA is one of the main
inputs for decision-making. In the OODA loop, the
processes Observe and Orient provide inputs for the
decision making process. One should recall, however,
that situation awareness in Endsley's model is a state
of knowledge and not a process.
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 In her theory of SA, Endsley clearly presumes
patterns and higher level elements to be present
according to which the situation can be structured and
expressed. SA can be interpreted as the operator’s
mental model of all pertinent aspects of the
environment (processes, states, and relationships).

There is a  tight link between this mental model
used to structure and express situation elements and
the cognitive processes involved in achieving the
levels of awareness. This link is known as the
cognitive fit and requires an understanding of how the
human perceives a task, what processes are involved,
what are the human needs and what part of the task
can be automated or supported. This understanding is
crucial and only achieved via a number of specialised
human factor investigations known as cognitive
engineering analyses.

Cognitive engineering analyses are generally
conducted by the human factor engineering
community. Human factor engineering can be seen as
the US counterpart of the ergonomics. According to
Preece [Ref. 5], the cognitive ergonomics is a
discipline that focuses particularly on human
information processing and computer systems. By
definition, it aims to develop knowledge about the
interaction between human information processing
capacities and limitations, and technological
information processing systems.

The usefulness of a system is closely related to its
compatibility with the human information processing.
Thus, such a system must be developed according to
the human information processing and human needs.
A first step is the identification of the cognitive
processes involved in the execution of the task. Many
procedures have been developed to identify those

processes. Jonassen, Hannum and Tessmer [Ref. 6]
describe the task analysis as a process that is
performed in many ways, in a variety of situations,
and for multiple purposes. This analysis determines
what the performers do, how they perform the task,
how they think or how they apply a skill.

Among the procedures developed to identify
cognitive processes, there are the Cognitive Task
Analysis (CTA) and the Cognitive Work Analysis
(CWA). There are only subtle and ambiguous
differences between these two procedures. Moreover,
their labels are frequently used in an interchangeable
manner in the literature. However, the CWA can be
seen as a broader analysis than the CTA. According to
Vicente [Ref. 7], traditional task analysis methods
typically result in a single temporal sequence of overt
behaviour. This description represents the normative
way to perform the task. However, traditional methods
cannot account for factors like changes in initial
conditions, unpredictable disturbances and the use of
multiple strategies. The use of the traditional task
analysis brings an artefact that will only support one
way to perform the task.

Vicente proposes an ecological approach in which
the three factors above are considered. The ecological
approach, which can be seen as a CWA, takes its roots
in psychological theories that were first advanced by
Brunswick [Ref. 8] and Gibson [Refs.9-10]. These
researchers raised the importance to study the
interaction between the human organism and its
environment. The perception of an object in the
environment is a direct process, in which information
is simply detected rather than being constructed [Ref.
10]. The human and the environment are coupled and
cannot be studied in isolation. A central concept of
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this approach is the notion of affordance. The
affordance is an aspect of an object that makes it
obvious how the object is to be used. Examples are a
panel on a door to indicate “push”, and a vertical
handle to indicate “pull” [Ref. 5]. When the
affordance of an object is obvious, it is easy to know
how to interact with it. The environment in which a
task is performed has a direct influence in the overt
behaviour. Hence, the ecological approach begins by
studying the constraints in the environment that are
relevant to the operator. These constraints influence
the observed behaviour. Ref. 11].

The ecological approach is comparable to and
compatible with Rasmussen’s abstraction hierarchy
framework. Rasmussen’s framework is used for
describing the functional landscape in which
behaviour takes place in a goal-relevant manner. This
abstraction hierarchy is represented by means-ends
relations and is structured in several levels of
abstraction that represent functional relationships
between the work domain elements and their purposes.
With the ecological approach, Rasmussen has
developed a comprehensive methodology for CWA
that overcomes the limitations of traditional CTA by
taking into account the variability of performance in
real-life, complex work domains. For these reasons,
the CWA seems to be the best choice to answer
questions related to understanding the C2 task.

Within the design process of a system, the
technological development has raised new issues and
challenges. The type of issues and challenges has
shifted from identifying the technological possibilities
and limitations through determining how these
systems must be designed to fit with the human
information processing. This situation has brought the
emergence of the human factor community and the
development of CTA and CWA methods.
4.0 Technology perspective of C2

Command and control has been, and still is, a
challenging problem to address from a technological
perspective. The complexity of the C2 task opens the
door to a broad range of technological solutions.
Bearing in mind the scope of this paper, only the
technological aspects of C2 related to the
transformation and the fusion of data are addressed.

 According to the Joint Directors of Laboratories
(JDL) [Refs. 12-13], a complete DF system can
typically be decomposed into five levels:
• Level 0 - Signal Data Refinement (source pre-

processing);
• Level 1 - Object Refinement (Multi-Source Data

Fusion (MSDF));
• Level 2 - Situation Assessment (SA);
• Level 3 - Threat Assessment (TA); and,

• Level 4 - Process Refinement through Resource
Management (RM).

 Each subsequent level of DF processing deals with
a higher level of abstraction. Level 1 DF uses mostly
numerical, statistical analysis methods, while levels 2,
3, and 4 of DF use mostly symbolic or Artificial
Intelligence methods. Note that RM in the context of
level 4 fusion is mainly concerned with the refinement
of the information gathering process (e.g., sensor
management).

 For several years, research and development
activities in DF concepts and algorithms have been
conducted at the Defence Research Establishment
Valcartier, leveraging from the JDL model. Lately, a
number of R&D activities have been undertaken
focusing on the application of DF to the design of a
DSS for maritime C2 [Ref. 14]. All these efforts
yielded in the derivation of two generic systems.

 First, a generic MSDF system (level 1 fusion) has
been derived presenting the functionalities required for
the fusion of data from dissimilar sources to
accomplish the tracking and the identification of the
objects sensed in the environment [Ref. 15]. Figure 3
depicts the generic MSDF system.

 A first cut at another generic system, illustrated in
Figure 4, has also been produced. It provides the high-
level functional decomposition of a multilevel
Situation and Threat Assessment process (levels 2-3
fusion). This latter generic system has been derived
taking into consideration some cognitive engineering
and SA concepts. A detailed description of this generic
system is given in [Ref. 16].

Figure 3 – Generic MSDF System
Ongoing efforts are now aiming at deriving an

integrated version of these two generic systems while
applying some cognitive engineering principles [Refs
17-18]. Figure 5 illustrates a framework used to
investigate issues related to the integration of all DF
levels [Refs. 19-20].
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 Figure 4 – Generic STA System
The JDL model, with its process refinement

capability, implicitly supposes that all levels of
fusion are integrated within the same framework.
The levels of fusion are linked together and
cannot be considered independently, in an opened
loop fashion, without missing functionalities
and/or reducing the quality of their results. The
functional decomposition of the DF process and
the quality of its results are also different whether
the process is implemented as an opened or a
closed loop.

Figure 5 – Integrated Data Fusion Framework
The closed loop implementation inherently uses

the notion of process refinement. This means, for
instance, that the level 1 fusion process will be refined
and enhanced leveraging from the results of higher
levels of DF. As a result, the level 1 fusion process
then benefits indirectly of contextual information. This
is a major difference from the opened loop
implementation where the results of the level 1 fusion
process are context-free.

 Clearly, the tight integration of all DF levels is
essential to gain the maximum benefits from this
process. Unfortunately, the R&D effort in the data
fusion domain has generally been done in a
fragmented way. Most of the time, the functionalities
of one level of fusion have been studied independently
from the other levels and, consequently, they have also

been implemented on independent and opened loop
test beds.

The resulting framework, illustrated in Figure 5,
provides the appropriate environment to any DF sub-
process and therefore allows the integration of all DF
levels, and the achievement of all states of SA. The
framework, from now on referred to as the integrated
DF framework, is composed of a number of
interconnected DF sub-processes or agents within a
closed loop environment. All DF agents within the
framework are required to comply with the notions of
process refinement.
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can be defined as an agent according to Figure 6. A set
of dynamic inputs is presented to the agent along with
a priori knowledge. These inputs can originate from
the results of prior stovepipe processes, the results of
higher level processes, the results of additional or
complementary processing or, from the environment
sensing process. The agent can be managed, via a
process control flow, for the tuning of the parameters
of its current algorithms or for the selection of
alternate algorithms.

 Figure 7 – Data Fusion & OODA Loop
Mapping

 In addition to the actual results of the process, the
DF agent can output a request for additional
information that would eventually be used to refine
itself. Finally, a Process Status flow indicates the
current status of the Data Fusion agent. This status
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may indicate, for example, how much time remains
before a result is expected to be available at the output.

Given the description of data fusion presented
above, one can now appreciate its usefulness in
support of the C2 process. Figure 7 presents the
mapping of the DF process onto the OODA loop. This
mapping can be seen as a system designers perspective
of the C2 task.

5.0 Meeting the C2 requirements

5.1 Task-human interaction
As mentioned earlier, it is crucial, for anyone who

takes part of the design process of a system, to
understand what the performers do, how they perform
the task, how they think or how they apply a skill.
Hence, a good understanding of human resources,
skills and limitations is required within the context of
the task. It is necessary to understand the interaction
between the human and the task. A CWA can provides
this understanding. The analysis is made in isolation of
any system available and considers the constraints
related to the task, such as the human resources, skills
and limitations. From this analysis, shortfalls and
needs are identified. Obviously, these needs are
closely related to human limitations.

Physical factors like stress and fatigue must also be
considered when assessing human skills and
limitations to perform a task. According to Proctor and
Van Zandt [Ref. 21], stress refers to a physiological
response to unpleasant or unusual conditions. These
conditions may be imposed by the physical
environment, the task performed, one’s personality
and social interactions. Stress situations are defined by
a substantial imbalance between the demands imposed
by the environment and the human’s capability to
successfully handle those demands. Stressful
situations are created by overload and also by
underload [Ref. 22]. The influence of physical factors
on decision-making abilities have been investigated in
the Tactical Decision Making Under Stress project
(TADMUS) following the Vincennes incident [Ref.
23].

The human has limited resources and these
resources are generally related to the capacity of
attention. It seems that the attention is divided in
limited pools of resources. There is some multiplicity
of non-overlapping reservoirs (see Wickens [Ref. 24]).
The pools would be related to each specific sensory
modality (for a review, see Pashler, [Ref. 25]). Hence,
two different tasks can be performed simultaneously if
they are referring to different pools. For instance, it is
possible to drive a car and talk with someone at the
same moment. However, it is impossible to sing and
talk simultaneously. This affirmation brings the
concept of serial and parallel processing. Two

different tasks that refer to different pools can be
processed in parallel. However, they must be
processed serially if they refer to the same pool. In the
latter situation, the workload related to the two
different tasks determines the complexity of the
situation. The workload can be defined by the demand
required by the execution of a task in function of the
resources available in the pools. The workload cannot
be solely defined in terms of attentional resources.

The working memory is also involved in any
attentive activity. The working memory is the
cognitive center responsible for problem solving,
retrieval of information, language comprehension, and
many other cognitive operations [Ref. 26]. To encode
words in the long-term memory, the human must be
attentive to these words, and the flow of presentation
of the words cannot exceed the capacity of the
working memory. Unfortunately, the storage and
processing capacity of the working memory is limited.
However, these limited resources can be expanded
through practice.

The workload related to a task is thus defined by
the demands imposed by the task in terms of
attentional and working memory resources needed.
Moreover, the human performance is closely related
the workload of the task. Tasks with high workload
can be seen as more complexes than task with low
workload. However, strategies, practice and training
can reduce the workload to a level at which enough
resources are available. The idea that mental events
operate automatically after a certain amount of
practice is a well-entrenched doctrine of folk
psychology, and it has a long history in academic
psychology [Ref. 25]. According to Schneider and
Shiffrin [Ref. 27], mental operations that are trained
sufficiently are performed more quickly and
accurately. They also undergo qualitative changes.
Trained operations impose less capacity demands,
providing more resources for concurrent mental
activities. Trained operations also are not subject to
voluntary control or conscious awareness and require
little or no mental effort.

Rasmussen [Ref. 28] proposes a skill-rule-
knowledge (SRK) framework including three different
levels of performance in which the automation is
different (see Fig. 8). At the skill-based level, human
performance is governed by stored patterns of
knowledge. This knowledge is acquired with practice.
With a specific stimulation from the environment, a
specific response is given. The link between the
stimulation and the response can be seen as a reflex
that requires no effort or conscious awareness. The
second level is the rule-based level that is applicable to
tackling familiar problems in which solutions are
governed by rules (if-then-else). Processes related to
this level are mainly automatics. With new situations,



the third level described by Rasmussen is involved.
The knowledge-based level deals with unfamiliar
situations for which actions must be planned on-line,
using conscious analytical processes and stored
knowledge. These processes are controlled and impose
high mental workload. However, with practice and
training, unfamiliar situations become familiar and can
thus be solved at the rule-based level. Moreover, with
extended practice, these knowledge can even become
a reflex to the specific situations (skill-based level).

Figure 8 – Rasmussen SRK Framework
The SRK framework is compatible with the

notions of bottom-up and top-down processing. The
bottom-up stresses the importance of the stimulus in
the environment. Data arrive from the sensory
receptors and influence directly the perception of the
information. The top-down processing stresses the
importance of a person’s knowledge and concepts in
the perception process. The human knowledge about
how the world is organised helps the human to
perceive and understand the environment. Even if
these two approaches of processing are opposite, they
are not incompatible. In fact, it is probable that in any
perceptual process of the environment, both are
implicated. Since the top-down processing lays on the
person’s concepts and knowledge, this approach is
compatible with the Rasmussen’s theory of human
performance. This processing approach is also related
to the training and practice. The top-down processing
happens if concepts and knowledge have been
previously stored in the long-term memory.

Dreyfus [Ref. 29] proposes 5 different stages to
become and expert (novice, advanced beginner,
competence, proficient and expertise). However with

extended practice and the use of strategies, the human
may require the support of systems.

It is crucial that these systems be designed
according to the human information processing. The
CWA provides an understanding of how the human
perceives the task and defines constraints of
environment. From this analysis, it is important to
identify which part of the task can be, and must be,
automated, and which part of the task can and must be
supported. Human shortfalls are translated as
requirements for the technology community.
5.2 Task-technology interaction

As mentioned previously, C2 is a very complex
and ill-defined problem within an uncooperative
environment. With technological developments, it is
appealing to tackle the C2 problem by providing
humans with computer-based systems.

Evidently, human and machines have different
capabilities for performing various tasks [Ref. 30]. On
one hand, in addition to number crunching
capabilities, computer-based systems have great
deductive capacities. However, they can hardly make
inductive reasoning. On the other hand, the human can
hardly deal with several hypotheses at the same time,
but has the capacity to make inductive reasoning.
According to Ballas [Ref. 31], inducing hypotheses is
better accomplished by humans and the validation of
these hypotheses is efficiently done by computer-
based aids.

According to Bainbridge [Ref. 32], the automation
of processes may expand rather than eliminate
problems with the human operator. Such
developments may increase the complexity of the
environment thereby imposing higher processing
demands to the human. In such circumstances, the role
of the human would shift from a controlling role
toward a monitoring one. Hence, it seems that the
technological development redefines the human
contribution. In fact, Bainbridge suggests that the
more advanced a system is, the more crucial may be
the contribution of the human.

Bainbridge also raises an important point with
automated systems. One can only expect the operator
to monitor the computer’s decisions at some meta-
level, to decide whether the computer’s decisions are
acceptable. If the computer is being used to make
decisions because the human judgement and intuitive
reasoning are not adequate in the context, then, which
of the decisions are to be accepted? The human in a
monitoring role cannot handle the information
processing and decision loop anymore. Much likely
the human will not cope with the system and,
consequently, won’t use it due to a lack of proper
understanding and/or trust.

Therefore, system designers are confronted to new
challenges. The nature of the limitations to be
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considered within the design process of a system is
different. Limitations are more and more related to the
human information processing. It is thus crucial to
understand how the human perceive a task, which
processes are involved, what are the human needs and
which part of the task can be automated or supported.

These issues do not mean that decision support
systems or automated systems are not useful.
However, the way they are designed, their purposes
and their interaction with the human are critical.
Moreover, given the nature of the unpredictable
events, it is crucial that the design process starts with a
complete understanding of the environmental
constraints and the human information processing. The
technological perspective must be seen as the solution
to human shortfalls. Hence, the design process must
involve systems designers and human factors
specialists.
6.0 Task/human/technology triad model

A triad approach has been proposed by Breton,
Rousseau and Price [Ref. 33] to represent the
collaboration between the systems designers and the
human factors specialists. As illustrated in Figure 9,
three elements compose the triad: the task, the
technology and the human. In the C2 context, the
OODA loop represents the task to be accomplished.
The design process must start with the identification of
the environmental constraints and possibilities by
subject-matter experts within the context of a CWA.

Systems designers are introduced via the
technology element. Their main axis of interest is the
link between the technology and the task. The general
question related to this link is: “What systems must be
designed to accomplish the task?” Systems designers
are also considering the human. Their secondary axis
of interest is thus the link between the technology and
the human. The main question of this link is: “ How
must the system be designed to fit with the human”?
However, systems designers have a hidden axis. The
axis between the human and the task is usually not
covered by their expertise. From their analyses,
technological possibilities and limitations are
identified. However, all environmental constraints
may not be covered by the technological possibilities.
These uncovered constraints, named thereafter
deficiencies, are then addressed as statements of
requirements to the human factor community (see Fig.
10). These requirements lead to better training
program, the reorganisation of work and the need for
leadership, team communication, etc.

Human Factor specialists are introduced via the
human element of the triad. Their main axis is the link
between the human and the task, which is the hidden
axis of systems designers. With a CWA, they identify
how the humans perceive the task, what they have to
do to accomplish the task, what strategies and

resources are involved and what are the shortfalls and
human limitations. Their secondary axis of interest is
the same as the one for the system designers (i.e.,
human-technology), and their hidden axis is the link
between the technology and the task, which is the
main axis of the system designers. From their
analyses, human possibilities and limitations are
identified. However, all environmental constraints
may not be covered by the human possibilities and
resources. The uncovered deficiencies are then
addressed as statements of requirements to the
technological community (see Fig. 11). These
statements become the specification of which part of
the task needs support or must be automated, what the
system must do, in which conditions, and how the
system must interact with the operator.

Figure 9- Task/Human/Technology Triad Model

Figure 10 - Human Factor Requirements
In this context, everyone involved in the design

process has its own field of intervention. The
weakness of one is the strength of the other. The sets
of statements of requirements produced by the systems
designers and the human factor specialists are
analysed within a multi-disciplinary team involving
both communities. This analysis leads to one set of
consolidated requirements that determines the nature
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of the solution (see Fig. 12). It is very important that
both types of specialists work in a close collaboration.
Working in isolation would bring unrealisable
requirements formulated by one part to the other.

Figure 11 - Technological Requirements

Figure 12 - Requirements Tradeoff Spectrum
Within the context of a war or tactical operations,

unpredictable events are expected more frequently and
are caused mainly by intelligent sources. The
inductive capacity of human is then required to deal
with these events. Some part of the system can be
automated, but the system must be mostly design to
support the human in its activities. Hence, the solution
cannot be found from a complete technological
perspective or a complete human perspective. It must
rather be amixture of both.

Automation has changed the nature of the
implication of the human. With automated systems,
the human role is mainly related to the supervision of
the situation. As mentioned earlier, this new role
brings new problems and issues to be considerated. In
particular, this situation raises the question about
which part has the authority. There is no general
answer to this question. A proposed approach is to
delegate authority according to the situation. Chalmers
[Ref. 34] proposes five modes of operator-system
delegation. The human selects the mode, which
applies until mode transition is triggered by a new
selection. It is obvious that a good understanding of
the situation is crucial to select the required mode.

Each mode implies a fixed delegation of authority for
all the various sub-processes for which automated
support is available. Figure 13 presents these modes
along with the variations in the level of work
distribution and the synergy between the automation
and the operator in these various modes.

Figure 13 - Operator-System Modes of Operation

7.0 CONCLUSION
This paper described command and control as a

very complex and ill-defined dynamic human decision
making process within a non-cooperative
environment. Data fusion is seen as a promising
technological solution to tackle the C2 problem, but it
can’t assure that it will support adequately the human
cognitive requirements usually obtained through
cognitive engineering analyses. The lack of knowledge
in cognitive engineering can jeopardised the design of
computerised aids and, most of the time, introduce
new problems such as human in the loop concerns and
trust.

 The paper presented a triad model establishing the
relationship between the three elements required for
the design of a system that supports dynamic human
decision making: the task, the human and the
technology. Solving the command and control
problem requires balancing the human factor
perspective with the one of the system designer and
coordinating the efforts in designing a cognitively
fitted system to support the decision-makers.
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