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Abstract-A bird’s view of modern command and control
(C2) systems is presented.  The concept, functions and
structures of the C2 systems are discussed, with an attempt to
clarify some confusions existing in the community.  Special
emphases are on two fundamental subsystems, data fusion
and target tracking, and their interrelationships with the
modern C2 systems.
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1.  Introduction

For a modern command and control (C2) system, its
two basic responsibilities are combat command (or
auxiliary command decision-making, or decision sup-
port) and fire control (or weapon control).  The quality
of command and control, however, relies directly on
data fusion and target tracking, two information refin-
eries and/or converters in a C2 system.  Fusion, track-
ing, command and control are so important and so
closely interrelated that they constitute the backbone
of the whole combat system.

Of these four, data fusion is, relatively speaking, a
newcomer, but it is one of the systems under most
active development over the past few years.  Although
older, target tracking also has made great advances in
resent years.  In fact, it is the combination of fusion
and tracking that makes most of these advances possi-
ble.  Fusion and tracking are so tightly coupled that it
is sometimes difficult to separate them.  The juncture
of fusion and tracking has formed a very active re-
search arena and their development enforces each
other.  This combination has also strengthened the
capability of modern C2 systems remarkably.

Apart from fusion and tracking, advances in many
other aspects, such as computer, network and infor-
mation processing technologies, have also contributed
to the fast development of C2 systems.  As a result, C2

systems have greatly changed over the years.  These

changes are reflected in almost every facet of a C2

system, including its basic features such as the con-
cept, functions and structures.  These developments
and changes, however, have not been systematically
examined and studied.  Confusion and chaos have
emerged in many aspects.  They have hindered aca-
demic exchanges in these areas.  In the end they will
in turn impede the development of C2 systems per se.

This paper studies the aforementioned changes and
their impact on the development of C2 systems.  Spe-
cial emphases will be on those changes brought about
by the advances in data fusion and target tracking.

2.  C2 System—Its Concept

In recent years, some technical terms of military sys-
tems are so widely abused that they often cause confu-
sion and chaos, and may even mislead people.  Great
diversity and the fast development pace of military
systems should take more blame for this chaos than
those less careful users.  For the sake of the system
development itself as well as for convenience of aca-
demic exchange, clarification should be in order now.

It is impossible to describe a C2 system without men-
tioning combat systems first because they are so
closely connected.  For a modern military system with
the responsibility of a combat, three basic components
are necessary.  First, it must have necessary sensors
and other intelligence channels that can provide in-
formation about the enemy force, own force and the
combat environment.  Secondly, it should have neces-
sary weapons, both hard and soft, to attack or anti-
attack the enemy force.  Thirdly, for the purpose of
converting the sensor information into weapon
launching control information, a processing unit is
also necessary.  Roughly, such a military system can
be called a combat system.  Some may argue that cor-
responding military personnel to operate and com-



mand the military system should also be part of the
combat system.  But more often by a combat system
we mean the “machine” part.

Modern combat systems are evolved from older fire
control systems.  Before and during World War II, the
concept of a combat system had not formed yet.  At
that time, there was no direct information channel
between sensors and weapons.  Weapon firing was
controlled by a system that later was called fire control
system or weapon control system.  Fire control sys-
tems at that time were very simple.  They usually can
control only one piece of weapon to attack one enemy
target.  The computational devices in these systems
were mechanical, or mechanical and electrical, and
therefore the computational ability was quite limited.
Information from sensors was orally reported and then
entered manually into the computational device of the
fire control system.

Great changes took place only after computers were
introduced into military systems.  On one hand, com-
puters facilitated the processing and conversion of
sensor information for the fire control system.  Conse-
quently, real combat systems began to emerge.  On the
other hand, with the ever-growing power of comput-
ers, more and more functions had become necessary
functions of the system.  For example, sensor infor-
mation processing, tactical situation evaluation and
display, threat evaluation, attack or evade decision-
making are some of the functions that were impossible
in those early systems.  Now they are very typical
functions of combat command or auxiliary command
decision-making.  Of course, fire control functions
were maintained and enforced in these newer systems.
Therefore, for the central processing part between sen-
sors and weapons, its responsibilities lie in roughly
two aspects: combat command and fire control.  That
is why it is widely called command and control (C2)
system.  According to this definition, a combat system
consists of three parts: sensors, C2 system and weap-
ons.  So a C2 system is a subsystem of a combat sys-
tem and obviously it is the core subsystem.

However, in reality there exist many other names for
C2 systems.  Some of them are even quite popular.  C2I
(command, control and intelligence) system, C3

(command, control and communication) system, C3I
system, C4   (with the last C for computers) system,
and C4I system are some of them.  These names may
be defined clearly in military encyclopaedias, though
different countries may have different definitions. Dif-
ferent names for the C2 systems are used with an em-
phasis on certain part of the systems.  For example, the
names with an “I” usually emphasize the importance
of information or intelligence gathering and process-

ing.  C3 emphasizes the importance of communica-
tions and C4 emphasizes computers.  Other less popu-
lar names - e.g., tactical data processing and fire con-
trol system, combat information and weapon control
system - can also be found occasionally.  There are
various reasons for this chaos.  System diversity is one
reason.  Different countries and different system de-
velopers have their own naming systems.  Technology
progress is another reason.  System developers keep
on upgrading their products, and they often tend to
emphasize their innovation by changing their names.
This may be justifiable in some senses but so many
names for a basically the same system is really an-
noying.

Nowadays, the combat system has been highly devel-
oped in almost every aspect.  The number of sensors
and weapons has greatly increased.  The computers
and the network are much more powerful and effec-
tive.  The man-machine-interface (MMI) is friendlier.
They can handle more and more targets and weapons
simultaneously.  New technologies such as data fusion
and advanced target tracking techniques have great
impact on almost every aspect of the entire system.
The basic functions of the command and control sys-
tem, however, remain virtually unchanged.  They are
still combat command and fire control.  So the name
of command and control system is not out of date yet.

3.  C2 System—Its Functions
It is important in many ways to understand the func-
tions of the C2 system.  One of the reasons resulting in
the naming chaos is the difference in system function
designation.  To define the functions exactly, however,
is not so easy.  The difficulty is that the functions of
C2 systems keep changing, and they may be quite dif-
ferent for different systems.  Nevertheless, the basic
lines can be drawn.

As stated before, the fundamental functions of a C2

system can be roughly divided into two major parts:
combat command and fire (or weapon) control.  Com-
bat command includes functions involving command-
ing information processing and display.  On the other
hand, fire control includes functions dealing with
weapon launching information processing and display.

Combat command provides necessary information and
means to assist associated commanders in decision-
making.  That is why it is sometimes called auxiliary
command decision-making or decision support.  Listed
below are some basic command functions of a typical
C2 system.



1) Information gathering and processing: collect all
possible information and convert it into a battle
field situation picture as complete, accurate, and
reliable as possible within system constraints.

2) Threat evaluation: evaluate the potential threat of
every enemy target to own forces according to the
situation picture and other necessary information
like data base information.

3) Attack feasibility analysis: evaluate possible out-
comes of attacking each target.

4) Choice making: attack or defense: the results of
threat evaluation and attack feasibility analysis,
among many other considerations, are used to
make this choice.

5) Target indication and fire channel creation and
management: once the decision to attack or de-
fense is made, select targets to be attacked or
evaded from; notify other related systems, e.g.,
the fire control channels; and choose weapons and
corresponding launching devices.

6) Attack aid: if attack is chosen, provide necessary
decision-making information for attack needed by
the commander and the operators.

7) Defense aid: if defense is chosen, provide neces-
sary decision-making information for defense.

Basically, fire control subsystem accepts instructions
and necessary information from the command sub-
system to fulfill the weapon launching and other re-
lated tasks.  The following are some important fire
control functions of a C2 system.

1) Command and target acceptance:  accept the tar-
get indication from the combat command subsys-
tem and the related measurement sequences for
each target.

2) Target motion analysis (TMA) or target tracking:
estimate the kinematic states or parameters of the
targets, such as position, velocity, heading and ac-
celeration, with a significantly better accuracy
than what is done in the command system.

3) Setting firing parameters:  with target state esti-
mates and property parameters of the selected
weapon, it is possible to calculate the firing pa-
rameters like lead angle, turn angle, firing order
and timing, etc.  These parameters then should be
preset into related weapons and launching de-
vices.

4) Weapon launching control:  the system can con-
trol the weapon launching procedure according to
the preset time chain.

5) Weapon guidance and control:  sometimes multi-
ple firing waves are needed.  The system should
evaluate former waves to adjust upcoming waves.
In other cases, system can control the weapons
even after their launch.  Wired torpedoes and

wired anti-tank rockets are such examples.  In
these cases, the system should finish the guidance
and control of the weapons at their targets.

It can be seen that the basic functions of both com-
mand and control remain almost unchanged.  The
contents of each function, however, have been re-
markably enriched or strengthened.  For example, in-
formation gathering and processing in early days may
simply mean getting the measurement information
from a single sensor and passing it over to the target
tracking unit.  It is definitely not comparable to the
modern multisensor system with powerful information
fusion abilities.  Similarly for TMA - those primitive
approaches with deterministic parameters are in no
way comparable to advanced filters now widely em-
ployed in modern C2 systems.

Apart from these basic functions, many systems have
their own special capabilities.  For example, naviga-
tion is so important to strategic ballistic missile sub-
marines (SSBN) that accurate navigation ability is
considered one of the necessary functions of their C2

systems.  This is not necessary the case for surface
warships and attack submarines, although navigation
is also very important for them.  In addition, some
other more technological than military functions are
also very important.  For example, modern systems are
usually featured with user friendly interfaces in order
to be more flexible and effective.

The automation of control functions is much earlier
than that of command functions.  Before their automa-
tion, command functions are human responsibilities -
the commander and his subordinators made all as-
sessments and decisions with the aid of primitive tools
e.g., sand table and plot board.

4.  C2 System—Its Structures

The structure of C2 systems is another complicated
topic, primarily due to the great diversity of the sys-
tems.  Roughly, three basic structures have been
widely adopted.  They are centralized, separated and
distributed structures, respectively.  The structure
evolves naturally out of the advances in technology.

Computers were very expensive and clumsy when
they were in their babyhood.  One computer for one
system was a natural choice.  With all command and
control functions centralized on such a primitive com-
puter, they can not be expected to be powerful.  That is
why centralized C2 systems usually can handle only
single-target single-weapon situations.  When better
and less expensive computers became available, what



made the elimination of such systems inevitable are
the more fatal defects, such as poor survivability, in-
convenience of maintenance and lack of flexibility for
system extension or redesign.

Separated C2 systems are the consequence of less ex-
pensive yet more reliable computers, as well as the
great advance in computer communication techniques.
A few computers are used in a separated C2 system.  A
typical example is a two-computer system, with one
for command and the other for control.  One notable
feature of such separated systems is the overlapping in
the responsibilities of the computers.  The command
computer can support some basic fire control functions
as a back up.  In case of failure of the fire control
computer, the back up fire control functions in the
command computer will be activated.  So the system
will not collapse, though some functions may be lost.
For the same reason, the fire control computer has the
potential of part of the command capability.  This is
the key to its superiority in survivability to the cen-
tralized systems.  Of course, many other functions are
also significantly enhanced, because of the more pow-
erful computers and other innovations.  For example,
multitarget processing is a common task for the sepa-
rated C2 systems.

Some separated systems evolved naturally from their
predecessors: fire control systems.  During the transi-
tion from the fire control systems to the C2 systems,
some fire control systems had been inherited by their
C2 systems with little modification.  Only a command
subsystem was designed and added on the top of an
already existing fire control system.  A typical sepa-
rated C2 system then is formed.

In spite of its advantages over the centralized systems,
a separated system is still relatively too “centralized.”
Its functions are “centralized” on a few computers.
Although it is better than centralized on one computer,
the improvement is limited.  It is not difficult to
imagine having a much better system if the system
functions are more finely divided and implemented by
more computers, and if the communication among
these computers is sufficiently effective.  This is the
idea underlying a distributed C2 system.  The advances
of microprocessors and network techniques in the late
80s provided a wonderful basis for the development of
distributed C2 systems.  Now the newly developed C2

systems are dominantly distributed in structure.

Although the computers used in the centralized and
separated systems in the early days were called mini-
sized or medium-sized, they were not as powerful as
today’s microcomputers.  In modern distributed C2

systems, more and more such powerful microproces-

sors are used, along with faster and faster local area
networks.  For the submarine C2 systems example,
some newly developed systems contain more than 100
powerful 32-bit microprocessors like Intel 80486 for
general-purpose processing.  Parallel computers are
also used for special tasks, such as sonar and radar
signal processing.  In addition, optical fiber local area
networks with transmission rate above 100M bps are
widely used.  With such a tremendous processing ca-
pability, many new devices, ideas and functions can be
added into the system.  Multisensor fusion and ad-
vanced tracking techniques are two important exam-
ples.  Furthermore, this also makes it possible to have
a high-degree functional redundancy, which is a
prominent merit.

Another important feature of such distributed systems
is that the traditional lines in a combat system to sepa-
rate sensor, weapon and C2 system blur now.  With the
high-speed data bus or information network as the
center of a combat system, its component units are
equally connected and treated.  To the common data
bus or network, each device is simply a node whether
it is a sensor, a piece of weapon or a command and
control module.  A C2 system is becoming more and
more inseparable from a combat system and a combat
system of this kind tends to be called a comprehensive
combat system.  In the meantime, the information flow
within the system has also changed significantly with
the structure development.  Information in a central-
ized system flows predominately in one direction:
from the sensor end to the weapon end.  Information
feedback from the weapon end to the sensor end is
greatly enhanced in a separated system but the main
stream is still sensor to weapon.  Information in a dis-
tributed system flows in both directions with virtually
equal opportunities.  From this point of view, the line
between command and control has also blurred.

5.  Fusion and C2 System

Obviously the realization of the command and control
functions is based on information available, including
information about the battlefield environment, own
forces and enemy forces, etc.  Information gathered
during military operations is not only inaccurate, am-
biguous and incomplete, but also with high false alarm
rate and is very possibly deceptive [1-3].  That is why
more and more sophisticated sensors are developed
and introduced into the combat systems.  Multisensor
system is expected to draw a clearer and more accurate
battlefield situation picture because at least sensors
can cross check with each other.



However, multisensor information processing is not so
easy.  With more and more modern processors in each
sensor, the processing ability of each sensor grows
tremendously.  Almost every modern target detection
sensor can detect and process multiple targets simulta-
neously.  This multisensor multitarget information will
explode if it is not coped with effectively [4].  In addi-
tion, information from different sensors often conflicts
with each other in a military environment.  To face
these challenges, there comes the important technique,
fusion.

Basically, fusion answers a number of questions, in-
cluding:
1) How many targets exist in the battlefield envi-

ronment?
2) What are they?
3) What are their identities? Are they friend, foe or

neutral?
4) What are the most probable measurement se-

quences (or if possible, the motion states) of each
target?

Such basic information is needed to have a clear pic-
ture of the battlefield situation and for command and
control.  While each sensor may have their own an-
swers to these questions, fusion provides answers that
should be more comprehensive and reliable to some
degree, because they synthesizes single-sensor an-
swers.  The unit that performs fusion in a C2 system is
often known as the fusion center.

The aforementioned questions include two types of
target information, positional (or kinematic) and char-
acteristic [3].  The former is about target position and
motion, such as bearing, distance, course and velocity.
Characteristic information includes target type and
identity.  To split the target information in this way is
mainly for the convenience of processing because the
techniques to handle these two types of information
are usually quite different [3].  Positional information
fusion is often conducted along with tracking, a topic
to be discussed later, where the main approaches are
based on estimation and filtering [5-7].  Techniques
used to deal with characteristic information include
reasoning with uncertain information [4,8,9] and arti-
ficial intelligence [10].

Fusion can greatly enhance command and control
ability of a C2 system.  If a multisensor system could
provide the potential of such enhancement, it would be
fusion that makes this potential reality.  Traditionally,
a C2 system uses single-sensor information for com-
mand and control directly, even if there are many sen-
sors serving as information providers.  The valuable
potential of information enhancement among the sen-
sors is pitifully wasted.  Furthermore, with sensor in-

formation not well refined and condensed, the system,
not to mention its operator and commander, can be
easily flooded by redundant information.

Fusion has also physically changed the C2 systems and
combat systems.  There is no special processing unit
between sensors and the C2 system.  Data fusion cen-
ter serves as a bridge and adapter between the mul-
tisensor system and the traditional C2 system.  This
physical change raises the question of where to best
locate the fusion center.  Should it be considered as a
newly added part of the C2 system to maintain the tra-
ditional definition that a combat system is composed
of sensors, C2 system and weapons?  Or, should it be
treated as an entity outside the C2 system so that a
combat system is redefined as a combination of a sen-
sor system, fusion center, C2 system and weapons?
The former seems a more reasonable choice.  First, the
responsibility of the fusion center virtually is informa-
tion processing, which is a basic function of a C2 sys-
tem.  Secondly, this choice reserves the traditional
definitions of the combat systems and C2 systems.

Since fusion center is such a key junction, it is very
possible to become an information “bottleneck.” That
is why its design is so important.   It should be effec-
tive, reliable and flexible.  It should also be well-
coordinated with sensors, the rest of the C2 system and
other related units.

6.  Tracking and C2 System

Tracking is a much older concept than fusion because
it is not confined to multisensor multitarget problems.
Simply put, target tracking tries to find out where the
target is and how it moves, by using measurements
from sensors.  More technically, tracking is estimating
the target motion states by using estimators or filters,
which really are algorithms.  Typical target motion
parameters or states include bearing, distance, speed
and acceleration.  In the old C2 systems with single-
target ability, the measurements are usually directly
from sensors.  Fusion is not necessary.  The only pos-
sible incoming information processing is measurement
preprocessing such as smoothing and outlier removal.
The corresponding tracking techniques used are also
primitive, based mostly on approaches with determi-
nistic parameters.

In modern multisensor multitarget cases, fusion is a
necessity.  Sensor measurements are processed at first
in the fusion center.  The condensed and refined in-
formation then is used as input for tracking algorithms.
This relationship between fusion and tracking, how-
ever, does not necessarily mean that tracking is proce-



durally behind fusion.  This was the case in the early
days of developing multisensor multitarget techniques.
Nowadays, fusion and tracking are more and more
integrated [7].  They are processed simultaneously.
That is why in many cases fusion and tracking are
inseparable.

Tracking sometimes may be time consuming.  This
surely depends on many factors, such as the measure-
ments available, the measurement error type and size,
and the algorithm used.  Another important factor that
is often overlooked is the requirement for the tracking
solution.  Obviously, it will take a longer time to get a
more accurate solution.  In practice, the accuracy re-
quirement changes greatly for different tactical con-
siderations.  For example, for decision-making pur-
poses, quite often, it cannot be afforded to wait until
the solution is very accurate to make a decision. The
solution may be needed at any time, no matter what
accuracy the solution reaches.  For fire control pur-
poses, the accuracy requirement is relatively more
stringent.  But different weapons may still have differ-
ent requirements.  For example, a guided weapon usu-
ally does not need as stringent an accuracy require-
ment as straight run weapons.  For this reason, there
are usually several tracking algorithms in a C2 system
for the same tracking problem.  For example, one is
for decision making purposes and the other for fire
control purposes.  The former may be fast and com-
putationally efficient.  The latter should be accurate
because accuracy is important in this case.  Sometimes
in both cases, there are more than one algorithm im-
plemented for different considerations.  Tracking is
not necessarily simply a problem of algorithm.   For
example, it should assume some responsibilities of
sensor management in some cases.  In some other
cases, the tracking result has a very close relationship
with the maneuver pattern of the platform [11,12] and
thus maneuver strategies should be recommended by
the tracking algorithm.

As stated earlier, target tracking depends on the infor-
mation from sensors as well as the fusion center.  This
means that tracking is interrelated closely with sensors
and the fusion center.  At the same time, the result of
tracking is the basis for command and control.  So
tracking also has a tight connection with command
and control.  From these relationships tracking can be
seen as the center of a C2 system.  This shows partly
why advanced tracking techniques are key to a supe-
rior C2 system.  As a matter of fact, the primary goals
of tracking are higher tracking accuracy and shorter
tracking time.  Tactically these goals are very critical
to the result of a battle.  From the viewpoint of system
design, to reach these goals is not easy.  Apart from
the requirement of having advanced tracking tech-

niques, the coordination of tracking with fusion, com-
mand and control should also be treated well.

Listed below are examples of research hot spots in
target tracking in recent years:
1) Maneuvering target tracking
2) Tracking with multiple sensors
3) Tracking with uncertain measurements
4) Tracking with passive sensors.
Most tracking problems have not yet been solved well.
For this reason, some alternatives for command and
control in real applications have been successfully
developed.  For example, the emergence of smart
weapons with self-homing and anti-jamming abilities
has profoundly lowered the requirements for target
tracking.  This trend will continue in the future.

7.  Conclusion

Command and control are two basic functions of a
modern military combat system. Fusion and tracking
are fundamental components of a command and con-
trol system.  Their interrelationships are studied in this
paper.  Some considerations for system development
are given.  It should be recognized that their research
and development involves not only theoretical studies,
but also engineering practices.  Further work is needed
to keep pace with new developments.
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