
Anomalies Recognition in a Context Aware Architecture 

based on TBM Approach 
 

V. Ricquebourg
1
, L. Delahoche

1
, B. Marhic

1
, M. Delafosse

1
, A.M. Jolly-Desodt

2
, D. Menga

3
 

1 : LTI – Avenue des Facultés le Bailly – 80000 Amiens Cedex 1 - {vincent.ricquebourg, laurent.delahoche, 
melanie.delafosse, bruno.marhic}@u-picardie.fr 

2 : GEMTEX - anne-marie.jolly-desodt@ensait.fr , 3 : EDF R&D - david.menga@edf.fr 
 

Abstract — In the sensor-based applications context, 

sensor reliability is not always taken into account. Due to 

the uncertain nature of sensors, we must integrate to the 

problem of belief attached to the sensors data. This paper 

deals with the dysfunction detection based on a two-level 

approach. The first level extracts conflict information of 

the combination of multiple data sources. The second 

level is based on a prediction-observation mechanism 

based on symbolic data provided by the first level. With 

this level we analyse the conflict resulting from a fusion 

process. It gives information about a sensor failure and 

the paradigm is based on the Smets' Transferable Belief 

Model (TBM). The second level uses a Markov Chain 

Model to describe the normal behaviour of a sensor and 

thus can detect the abnormal one. Furthermore, the two 

levels association enables characterising the cause of a 

failure. Then, we report a case study to show the 

efficiency of this method when faults appear in highly 

heterogeneous context. 
Keywords: Data fusion, TBM, conflict analysis, 
anomalies recognition, sensors diagnostic, reliability. 

1 Introduction 

This research deals with the pervasive monitoring of the 
impaired person‟s activities in a smart home. The goal of 
the smart home is to provide context-aware service to the 
inhabitant. Our previous works [3] presented our software 
architecture based on an ontology that handles a symbolic 
representation to infer. In this paper, we focus on one kind 
of service dedicated to the person‟s Activities of Daily 
Living (ADL) and more especially on abnormal activities 
in the impaired people framework.  
Sensors data are the base of all context-aware services 
provided to the inhabitants. However, sensors can fail and 
the system can provide nope or wrong services to the 
inhabitants. A solution to avoid this problem is the 
detection and identification of failing sensors i.e. sensor 
diagnostic. In this case, we deal with sensors reliability. 
Indeed, a sensor can provide a data but is it completely 
reliable? Various sources can introduce unreliability to 
these sensors data. For example, an external noise, a pre-
processing problem, a bad modelling of the sensor,… can 
generate unreliable data. In sensor networks, sensors are 
often considered as reliable and the data resulting from 
these sensors are processed without considering their 
unreliable natures. 

We consider the problem of sensors reliability in order to 
not provide wrong data to our high level inference system 
which is in charge to decide the best services to provide. 
The sensor diagnostic problem is a classical one, it is dealt 
with in many of works [13]. In this way, the deployed 
approaches are also classical: probabilistic, neural 
networks, fuzzy logic and evidential. This work is in 
connection with this last approach. 
No matter the used formalism, the methods for detection 
of sensor dysfunction always come back to following three 
hypotheses: 
 The data source is perfectly known and the provided 

values are limited. If the values exceed the limits, then 
the system can deduce a dysfunction [4], 

 Several data sources produce redundant data on the same 
variable [6]. 

 A prediction-checking phase is used and enables to 
detect an abnormal behaviour of only one data source[5].  

 
This work is based on the Dempster Shafer Theory (DST). 
The DST theory [1] offers a very powerful framework for 
fusion of heterogeneous data. Numerous works integrate 
the evidential solution [11]. In particular an extension of 
this theory, called Transferable Belief Model (TBM) 
proposed by Smets [2], offers an even more flexible 
framework [12] and is well adapted in order to isolate the 
resulting conflict in data fusion. It offers a formalism to 
take into account the uncertainty and ignorance. Our 
approach is based on the information extraction of the 
conflict measurement. Our contribution lies in the analysis 
and the discrimination of the increase of the conflict value 
in two instances: 
1. The sensor failure detection by analysing the source 

linked to the conflict increase on the combination step. 
2. A change of state on the “person activity model”, which 

increases the conflict when the observed state is 
different than the predicted state (based on a stochastic 
model). 

 
The first instance is in charge to analyse the conflict by 
combining a sensor with the others available sensors in the 
network. If a sensor failure is detected, its influence is 
pondering in the final fusion process by introducing a 
reliability coefficient.  
The second instance is in charge to analyse the behaviour 
of the person based on the multisensor fusion process. We 
will suppose the a priori knowledge of the normal 
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behaviour and we will compare the stochastic computing 
prediction with the multisensor observed behaviour. 
This article is organised as follows. First, we present our 
behaviour-monitoring paradigm. In the second part, we 
deal with the combination of redundant sensors in order to 
detect the different kind of dysfunctions. The third part 
presents the impact of failing sources in connection with 
the monitored activities. In the last part, we discuss 
experimental results where a conflict analysis is achieved 
to observe the impact of sensor failure in activities 
monitoring.  

2 Preliminary notions  

In multisensor system, the classical architecture for 
sensors combination is shown on Figure 1, part 1.This 
architecture is a global one for an N-sensor Network. In 
the Dempster-Shafer theory framework, the fusion of 
sensors is done according to the Dempster‟s orthogonal 
rule. Suppose m1 and m2 are two mass functions based on 
information obtained from two different sensor S1 and S2 
in the same Frame Of Discernment (FOD) Θ, according to 
Dempster‟s rule [1], we have: 
m12 = m1  m2 = 
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k represents the mass associated with conflicts among the 
sources of evidence. The larger the value of k is, the more 
conflicting the sensors are, and the less informative their 
combinations are. In case of high conflict, the 
normalization can provide aberrant results [15]. In this 
paper, the TBM framework is used to merge data from 
multiple heterogeneous sources. The TBM is a variant of 
the Dempster Shafer theory of Evidence. This model is 
particularly well adapted in order to isolate the resulting 
conflict k in data fusion (no normalization like the 
Dempster‟s rule). In the TBM framework, the fusion is 
achieved using the Smets operator ∩ [2] : 
m12 = m1 ∩ m2 = 
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With the same conflict k estimation from formula (2). 

When the final fusion is done, the system has to take a 
decision about the mass function m resulting from the 
fusion process to decide about the most probable 
hypothesis. In the TBM framework, the decision-making 
is done by using the pignistic decision. With the pignistic 
transformation, it is possible to carry out a decision by 
choosing the singleton hypothesis that has the highest 
probability. The pignistic probability for each hypothesis 
is computed following the next formula: 
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And the rule to define the chosen hypothesis is: 
[P(Hi)]

i
max   (5) 

To increase or decrease the reliability of a final decision 
about a singleton hypothesis, it is possible to weigh the 
influence of this failing sensor in the final fusion process 
without completely removing it. Shafer [1] proposed the 
discounting technique which associates a reliability index 
αi   [0,1], i=1 to N (N=number of sensor), for each 
sensor. The αi coefficients are added to the final fusion 
process (see Figure 1). The new mass functions become 
the following ones:  
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3 Activity monitoring  

3.1 Introduction 

Our method to monitor activities is based on [14] coupled 
with a Dempster-Shafer approach. Human activities are 
defined as a sequence of actions through time series. An 
activity progresses through a sequence of actions with 
equal time intervals. Based on this presentation, an activity 
is a discrete-time stochastic process and more particularly 
a Markov Chain Model (MCM) [8] which is a special type 
of discrete-time stochastic process. The MCM, employed 
in this paper, provides a powerful tool for analysing the 
system evolution through time series, and it has been 
applied in many fields of research [9]. 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

Figure 1 : The two-level architecture for anomalies recognition in a context aware architecture 
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MCM describes the evolution of a process through a 
sequence of states H with equal time intervals. A  MCM 
moves  from  one  state  to  the  next  controlled  by  the 
transition  matrix T. The whole possible values are called 
the space of states where Hn is the state of the process at 
time n. If the conditional probability distribution of Hn+1 
on the last states is related to Hn alone, then: 

) HxP(H),Η,,Η,Η ΗxP(H nnnn   12101   
where H is an unspecified state of the process.  
 
In case of activity recognition, a state is representing an 
action. The normal activity of a person will be related to 
an actual state and a previous state. Indeed, if the person 
correctly follows the evolution of the MCM, i.e. a 
transition probability exists for the passage of a state to 
another, her activity will be defined as normal. However, 
when the person goes through a state to another whereas 
the transition probability is null, then the behaviour is 
abnormal. Thanks to this property and to the predictivity 
concept of the person activity, the detection of abnormal 
activity is possible. The applicability of MCM to represent 
and predict has been discussed by previous paper [10]. 
In this paper, our method to detect abnormal behaviour is 
based on a prediction/observation matching process within 
the Dempster-Shafer framework.  

3.2 Activity anomaly detection by fusion of 

predicted/observed mass functions 

We define a method for anomaly detection divided into 
four stages summarized Figure 1 part 2: 
1. The observation part comes from the part 1 of our 

architecture, which is a mass function mobservation at the t 
moment (stage 1).  

2. The prediction part provides an estimation of the state of 
the source at the t+1 moment (stage 2). 

3. The fusion part merges the observed and the predicted 
values (stage 3). 

4. The checking part checks the result from the fusion part 
and detects the disagreement between the observed and 
the predicted values. This checking part is carried out on 
the conflict mfusion (Ø) resulting from the fusion part 
(stage 4). 

 
The observation comes from the sensor network. Data 
fusion is achieved to provide a mass function mobservation. 
Thus, it is possible to build a predicted mass function 
mprediction calculated with an MCM evolution model. In the 
Markovian prediction framework, a probabilistic vector of 
observation Vobservation is in input of the prediction part, 
corresponding to the current state of the data source. The 
estimation of the Markovian vector of prediction Vprediction 
based on the transition matrix T, is obtained by: 

*TVV nObservatioediction Pr    (7) 
 

The Markovian prediction needs a set of probabilities in 
input and provides a set of probabilities in output, i.e. a 
predicted set of probabilities. However in the input of our 
system, the sensor provides an observed set of masses.  

The pignistic probability is used to convert the set of 
masses mobservation into a set of probability Vobservation. It is 
then possible to compute the Markovian prediction with a 
set of pignistic probabilities.  
Inversely, the predicted set of probabilities must be 
converted into a predicted set of masses in order to be able 
to carry out an evidential fusion between predicted and 
observed set of masses. As the set of probabilities is 
complete (∑ PPrediction (Hi) = 1), it is then possible to 
directly convert this set of probabilities into a mass 
function. The probabilities on the singleton hypothesis are 
directly placed on the sets of masses on the corresponding 
singleton hypothesis: 

)(HP)(Hm iedictioniediction PrPr     (8) 
 

The fusion of the predicted mass function mprediction and the 
observed mass function mobservation, is achieved through the 
Smets operator ∩ to isolate the conflict resulting from the 
fusion: 

nObservatioedictionFusion mmm Pr       (9) 
and 
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To detect an abnormal behaviour, our method is based on 
the conflict analysis between the predicted and observed 
mass functions. To detect an anomaly, the conflict kFusion(t) 
has to be analysed.  
If conflict appears, it can be due to two causes. The first 
one is a false prediction (due to a bad MCM) and the 
second one is conflict due to an abnormal activity. In this 
first part of the paper, we assume the second hypothesis 
and a right MCM. Experimentally, we observe that, even 
if the person follows its normal behaviour, conflict is 
appearing. This redundant conflict is due to the imprecise 
Markovian prediction that can not choose between 
probable states but just provides a tendency. This 
redundant conflict is continuous and is not significant to 
express an abnormal behaviour. 
When an abnormal behaviour occurs, the conflict 
increases quickly to decrease to the redundant conflict due 
to the adaptability of the Markov prediction. We define 
three experts based on the temporal conflict signal kFusion(t) 
that exploits this particular behaviour of the conflict: 
 Expert 1 discusses about the direction between two 

consecutive points. 
 Expert 2 discusses about the difference value between 

two consecutive points. 
 Expert 3 discusses about the variation value between 

N consecutive points. 
 
The main goal of those three experts is to merge them to 
detect a high increase of the conflict for a short duration 
that characterise an abnormal behaviour.  
The Frame Of Discernment ΘBehav of those three expert is 
the same one and is composed of the two hypothesis 
„YES‟ and „NO‟, with „YES‟ meaning „the behaviour is 
normal‟ and „NO‟ meaning „the behaviour is abnormal‟ : 
ΘBehav = {YES, NO}. 
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For each of those experts, a Basic Belief Assignment 
(BBA) is defined. The first BBA provides a mass function 
mexpert1 about the direction between two consecutive 
points. The second BBA provides a mass function mexpert2 
about the amplitude between two consecutive points. The 
third BBA provides a mass function mexpert3 about the 
variation value between N consecutive points.  
The fusion of those three experts allows isolating the 
impossible transition phases. The fusion of those three 
experts is done using the Smets operator and provides a 
mass function mfailure = mexpert1 ∩ mexpert2 ∩ mexpert3 with 
mexpert12 = mexpert1 ∩ mexpert2 and mfailure = mexpert12 ∩ mexpert23. 
The conflict coming from the fusion of the three experts is 
analysed in this way: 
 When conflict appears during fusion of mexpert1 and 

mexpert2, it comes from: a negative high peak of conflict 
or a positive low peak. In those two cases, this conflict 
represents the hypothesis „YES‟. So we report the 
conflict value on mexpert12(YES).  

 When conflict appears during fusion of mexpert12 and 
mexpert3, it comes from: a small peak of conflict, a 
decrease or an increase of the conflict for a long 
duration. In those two cases, this conflict represents the 
hypothesis „YES‟. So we report the conflict value on 
mexpert123(YES). 

 
The final decision aims at estimate if the person follows a 
normal or abnormal behaviour. The decision is achieved 
using the maximal pignistic probability. The pignistic 
probability for each hypothesis is computed following the 
next formula: 

(A)m
A

(Hi)PΘHi Failure
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A
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And the rule to define the chosen hypothesis is: 
 (Hi)][PBehav Behavi

max   (12) 
Behav provides estimation about the behaviour of the 
person based on the FOD ΘBehav. 

4 Temporal conflict analysis of 

sensors fusion  

4.1 Introduction 

Activity recognition is based on sensor network which 
enable to define the current action by combining several 
sensors data. However, sensors can fail and the activity 
recognition can be interfered. In this part, we present a 
method to detect and identify of failing sensor in a sensor 
network. The sensor diagnostic is achieved using the 
conflict information resulting from the combination of a 
sensor with the others available sensors in the network.  
To explicitly explain the problem of conflict in sensors 
fusion, we take a three-sensor network example. Suppose 
S1, S2, S3 are three distinct sensors providing three mass 
functions on the same FOD. The fusion of the three 
sensors is obtained according to the Dempster‟s rule: m123 
= m1  m2  m3 where m1, m2 and m3 are mass functions 

based on information respectively provided by S1, S2 and 
S3. m123 is the mass function resulting from the fusion 
process of the three mass functions.  
To detect the failing sensor, our method is based on the 
conflict analysis between sensors. To detect a problem 
between two sensors, we have to analyse the conflict 
between these two sensors. If conflict appears, it can be 
due to two hypotheses. The first one is a bad mass 
distribution and the second one is conflict between sensors 
due to a sensor failure. We assume the second hypothesis.  
S1 and S2 have the FOD composed of the two hypothesis 
„YES‟ and „NO‟: Θ = {YES, NO}. m1 and m2 are mass 
functions based on information obtained from S1 and S2: 
m1(YES) = 0.8, m1(NO) = 0, m1(YESNO) = 0.2 
m2(YES) = 0, m2(NO) = 0.75, m2(YESNO) = 0.25 

 
The fusion between S1 and S2 based on the Smets‟ operator 
m12(A)  = ( m1 ∩ m2 ) (A) provides the next results: 
 m12(YES) =  0.2 
 m12(NO) = 0.15 
 m12 (YESNO) = 0.05 
 k12 =  0.6 

 
The conflict k12 is high, implying that there is a 
disagreement between the two sensors. With only two 
sensors, it is impossible to define which sensor is giving 
wrong data. To precisely define which sensor is failing, 
the system needs three or more sensors. Then, it is 
possible to combine the sensors with a pair-wise process 
and to observe the conflict k resulting from fusion process. 
The next example presents the method with three sensors: 
 If the conflict k12 between S1 and S2 is high and if the 

conflict k13 between S1 and S3 is also high, then there 
is a strong probability that S1 is failing.  

 If the conflict k12 between S1 and S2 is high and if the 
conflict k23 between S2 and S3 is also high, then there 
is a strong probability that S2 is failing.  

 If the conflict k13 between S1 and S3 is high and if the 
conflict k23 between S2 and S3 is also high, then there 
is a strong probability that S3 is failing.  

4.2 General method for sensors failure 

detection  

To automatically analyse and extract the conflict, we 
achieve a seven steps algorithm: 
1. Pair-wise fusion of the N sensors (N>2). 
2. Applying two experts on the C2

N  obtained conflicts. 
3. Fusion of the two experts‟ opinions about the C2

N  
obtained conflicts. 

4. Fusion of the N-1 merged experts‟ opinion in which 
the concerned sensor appears. 

5. Failing duration estimation ti (with i=1 to N) for all 
sensor. 

6. Reliability index estimation αi (with i=1 to N) for all 
sensors. 

7. Fusion making of the N sensors taking into account 
their respective reliability index αi. 
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Step 1 : The pair-wise fusion of the N sensors (N>2) is 
achieved using the Smets operator ∩ to isolate the 
resulting conflict: 

Niwith(B)(A).mmK
iN;jj

BA
SjSiij 
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1

 




 
(13) 

Where Kij expresses the conflict between sensors Si and Sj. 
 
Step 2 : Two experts are in charge to analyse the C2

N 
conflicts resulting from the pair-wise fusions of the 
sensors.  The first expert is in charge to give an opinion 
about the duration of conflict peaks. Indeed, a failing 
sensor for a short duration can be neglected if the sensor 
comes back in a normal behaviour after a short duration. 
To take into account the duration of the conflict peaks, we 
apply a 2D low-pass filter on the C2

N resulting signals in 
order to delete short conflicts. This filter is designed to 
neglect short conflicts (cutoff frequency fc=0.5Hz, 
corresponding to a conflict for one or two acquisitions). 
This kind of conflict is often due to synchronisation 
problems between data sources and can be neglected.  
The second expert is in charge to analyse the intensity of 
conflict peaks. This expert is applied on the C2

N raw 
conflicts. 
The FOD Θ

State
 of those two experts is the same one and is 

composed of the two hypothesis ‘YES’ and ‘NO’, with 
‘YES’ meaning ‘The sensor works well’ and ‘NO’ 
meaning ‘the sensor has failure’ : Θ

State
 = {YES, NO}.For 

each one of those two experts, a BBA is defined. The first 
BBA provides a set of masses m

E1ij
 about the duration of 

the K
ij
 conflict and the second one a set of masses m

E2ij
 

about the intensity of the conflict. For each point of the 
conflict, we obtain two set of masses m

E1ij
 (t) and m

E2ij
 (t). 

These mass functions are experimentally determined.  
 
Step 3 : The fusion of the two mass functions m

E1ij
 and m

E2ij
 

is done according to Demspter’s orthogonal rule:  

mEij = mE1ij  mE2ij with i,j=1…N and ij. 
mEij provides an estimation on the FOD ΘState about the 
conflict between sensors Si and Sj.  
 
Step 4 : To estimate the state of a sensor, we realise a 
fusion of the whole mass functions in which the concerned 
sensor appears. The fusion is based on the same FOD seen 
previously and the Demspter‟s orthogonal rule. For each 
sensor, we obtain a mass function mStateSi (i=1 to N) 
corresponding to the estimation state of Sensor Si: 

mStateSi = mEi1  mEi2  mEi3  …  mEiN  
with i=1…N 
 
The final decision, StateSi, is the hypothesis which has the 
maximal pignistic probability. StateSi provides estimation 
about the working state of the sensor Si.  
 
Step 5 : Knowing the state of a sensor, it is possible to 
define the significance of a sensor at the final fusion level. 
The more the sensor is failing, the lower its significance is. 

The calculation of the discounting coefficients is based on 
the state StateSi of the corresponding sensor Si and on the 
two assumptions: 
 αi = 0, when a sensor is fully failing (StateSi(NO) = 1), 
 αi = 1, when the sensor is not failing (StateSi(YES) = 1, 

i.e. fully reliable). 
The discounting coefficients are based on the duration of 
the failing period and on its intensity provided by 
StateSi(NO). According to a maximum duration TMaxi, 
statistically estimated and representing the maximum 
duration during which a sensor Si can be failing before 
being fully broken down, we consider that the discounting 
coefficients are estimated by the following function: 
 αi

t = 0 when a sensor is fully failing (StateSi(NO)= 1) 
during  TMaxi 

 αi
t = 1 when a sensor is fully failing (StateSi(YES)= 1) 

during TMaxi 

And: 






iTMax

tk
i

t
i

i

t
iit

i (NO)(k)StateSDwith
TMax

DTMaxα    (7) 

The αi
t coefficients are added to the final fusion process. 

The final fusion process is achieved using the Dempster‟s 
rule (Formulas (1) and (2)): 
mObservation (t) = α1

t . mS1 (t)  α2
t . mS2 (t)  α3

t . mS3 (t)  
…  αN

t . mSN (t)  
 
The final decision about the current posture aims at 
estimate if the person follows a normal or abnormal 
behaviour. The decision is achieved using the maximal 
pignistic probability (Formulas (5) and (6)). 

5 Impact of the first level on the 

second level 

In this part, we analyse the impact of a sensor failure on 
the activity monitoring. The two levels of our architecture 
are coupled. The first level is a multisensor fusion which is 
in charge to provide estimation about the posture of 
impaired person in a smart home. This level has the charge 
to analyse the conflict by combining a sensor with the 
others available sensors in the network. If a sensor failure 
is detected, its influence is pondering in the final fusion 
process by introducing a reliability coefficient. The 
pondering process aims at neglecting a part of the failing 
sensor data to provide a more reliable decision in the final 
fusion process. The second level is in charge to analyse the 
behaviour of the person based on the multisensor fusion 
process (level 1). The reliability coefficient from level 1 
has big impact on level 2. Indeed when a sensor failing, 
we saw on formula (2) that the k=1 and the normalization 
is impossible. In this case, we report the conflict on the 
doubt mass. However, when k is reported on the doubt 
mass, the pignistic decision process is not able to choose 
one of the singleton hypotheses and to decide the posture 
of the person. In this case, we arbitrary decide of the 
hypothesis which was chosen at t-1 decision process. We 
observe that it is possible to omit posture of the person 
when a sensor is failing. So if postures are omitted in the 

67



activity monitoring, it is impossible to detect anomalies in 
the activity. It can generate important consequences on the 
monitoring of the impaired person.  

6 Case study 

In this section, we present a case study to explain the 
proposed architecture. The experiment is based on a three 
heterogeneous sensors network that enables to define the 
posture of a person (part 1 of the Figure 1). In this 
experiment we present the effect of a failing sensor on the 
activity monitoring and especially on the anomaly 
detection in the activity. 

6.1 Presentation of the Experimentation 

6.1.1 Frame of discernment 
We base our method on a concrete experiment about the 
detection of the posture of a person. The goal of this 
experiment is to detect if a person is in danger by 
analysing her activity. We suppose that the person is 
monitored by a heterogeneous sensor network set out over 
the smart home. Thus, we use three sensors on the same 
FOD made up of three hypotheses: Sitting, Standing, 
Laying; corresponding to the three assertions ` the person 
is sitting down‟, „the person is standing‟ and „the person is 
laying down‟. Thus the FOD is defined by:  Θ = {Sitting, 
Standing, Laying}.  

6.1.2 The first sensor 
The first sensor is a pressure sensor placed under the seat 
of a chair. This sensor provides proportional pressure 
information about the weight applied to the seat. Thus, 
when this sensor provides a value higher than 250 
(numeric value of about 22Kg, value gauged by the 
manufacturer), the certainty about a person on the chair is 
higher. When the value is lower than 250, it is sure that 
there is nobody on the chair but we can‟t say that the 
person is standing or laying down. So we model this doubt 
with the disjunction of hypothesis Standing  Laying. The 
BBA for this sensor provides a mass distribution m1 which 
is created from the mass function shown on Figure 2. 

 
Figure 2 : BBA of the pressure sensor 

Our prior knowledge about this BBA (and the next ones 
too) is obtained with experimental tests. We realise 
statistical classification with the acquired experimental 
data to determine the threshold for each hypothesis.  

6.1.3 The second sensor 
The second sensor is an omnidirectional vision sensor 
composed of a Microsoft VX-6000 Webcam and a 
hyperbolic mirror. This sensor is fixed to the ceiling of the 
room and enables a 360° view of the room with only one 

frame grabbing. We use this sensor to define the posture of 
the person. Indeed, it is possible to detect the posture of a 
person by observing its direction compared to the focal 
length of the camera. We base our method on the MHI 
algorithm [7] to detect the person and to estimate his 
direction. It provides straight line passing through or not 
the focal point of the camera. The greater the distance (in 
pixels) between the line and the focal point is, the higher 
the probability that the person is laying down. The mass 
distribution m2 of this sensor is obtained from the mass 
function shown on Figure 3. 

 
Figure 3 : BBA of the omnidirectional vision sensor 

6.1.4 The third sensor 
The third sensor is an accelerometer that is placed on the 
waistband of the person. Using the two axis of the 
accelerometer, we can estimate the posture of the person. 
This sensor can detect the laying down posture but cannot 
distinguish the standing and sitting postures. To detect one 
of the postures (Laying or Standing  Sitting), we use the 
Y-axis of the accelerometer with the gravitational force 
which is not the same according to the posture. We obtain 
the mass distribution m3 shown on Figure 4. 

 
Figure 4 : BBA of the accelerometer 

6.2 Experimental results 

Based on the three previous sensors, we obtained an 
experimental data set for each one of the sensors. 
However, we add a dysfunction on one of the sensors data. 
The used experimental signals are presented Figure 5. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 5 : Experimental data sets (Stan = Standing , Sitt = Sitting) 
 
The normal behaviour of the person is defined by the 
following intervals: 

Stan 

F 

Sitt Laying Sitt Stan Laying 
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 [0, 9]: The person is standing, 
 [10, 19]: The person is sitting down, 
 [20, 46]: The person is laying down, 
 [47, 60]: The person is sitting down, 
 [61, 87]: The person is standing. 
 [88, 110]: The person is laying down. 

The dysfunction is added to the first sensor (the pressure 
sensor) from the measurement 60 to the end of the 
acquisition (noted F). 
The chosen MCM describes the normal behaviour of the 
person. It is presented Figure 6. 

T= 

 X0 X1 X2 

X0 1/2 1/2 0 
X1 1/3 1/3 1/3 

X2 0 1/2 1/2 
 

 

 
Figure 6 :  Transition matrix T and its corresponding directed graph 

 
The state 1 represents the „Standing‟ action, the state 2 
represents the „Sitting down‟ action and the state 3 
represents the „Laying down‟ action (P(X2|X0) = 0). This 
MCM defines that a person can not go to the “laying 
down” posture from the “standing” posture. Indeed, if this 
case is achieved, there is strong probability that the 
impaired person is falling down. This case appears at the 
measurement 88. 
Our TBM approach for sensors failure detection is applied 
on the experimental data sets from Figure 5. We 
distinguish two parts. The first part is the estimation of the 
posture of the person and anomalies estimation in the 
behaviour of the person without sensor failure recognition 
(Figure 7). The second part is the estimation of the posture 
of the person and anomalies estimation in the behaviour of 
the person taking into account sensor failure recognition 
(Figure 8). 

 
Figure 7 : Variation of pignistic probability decision without estimating 
the state of each sensor. Anomalies estimation of the behaviour of the 

person 

Figure 7 presents the variation of pignistic decisions about 
the posture of the person. The first part presents the 
pignistic probabilities from the fusion between S1, S2 and 
S3 with experimental data sets from Figure 5. In this case, 
no estimation of the state of sensors is done 
(1=2=3=1).  We can note that when conflict k123 
appears, the pignistic decision is unable to decide which 
singleton hypothesis is the most probable. In this case and 
as we said in §5, we decide to choose the singleton 
hypothesis at t-1. Note that some postures are missed 
when the sensor S1 is failing.  
The anomalies estimation about the behaviour of the 
person is unable to detect the problem at the measurement 
88 because the “laying down” posture is hidden by the 
conflict measurement. 

 

 
Figure 8 : Variation of pignistic probability decision with estimation of 
the state of each sensor. Anomalies estimation of the behaviour of the 

person 

Figure 8 presents the variation of pignistic decisions about 
the posture of the person. This second case presents the 
pignistic probabilities from the fusion between S1, S2 and 
S3. In this case, an estimation of the state of each sensor is 
done. We can note that a failing period is well detected 
and the discounting coefficient 1 for S1 has a variation 
during this period. The impact of this discounting 
coefficient is visible on the pignistic probabilities and 
more on the pignistic decision. Indeed, the pignistic 
decision is able to choose a singleton hypothesis during 
the failing period. Note that during this period, the conflict 
k123 is reduced. The reduction of the conflict enables to 
detect all postures. The anomalies estimation about the 
behaviour of the person is now able to detect the problem 
at the measurement 88 because the “laying down” posture 
is not hidden by the conflict measurement. 
With this case study, we can conclude that the influence of 
the failing sensor is pondered. Indeed, the pignistic is able 
to decide which hypothesis is the most probable without 
influencing the others. We can see the impact of the 
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conflict coming from a failing sensor: the conflict hides 
some postures and unable the anomalies estimation of 
behaviour. When conflict is reduced, missed postures are 
detected and the anomalies estimation is able to detect 
abnormal behaviour by using our prediction/observation 
checking method. 
We studied our method on several data sets with different 
kinds of dysfunction. The mean percentage of well-
detected failure is 68%. We observed that this experiment 
represents the worst case because the chosen sensors 
provide mass function on only one singleton hypothesis. 
So even if conflict exists, it is hidden by the disjunction of 
hypothesis (the doubt) and it is impossible to detect this 
conflict. 

7 Conclusion 

In this paper, we have presented a monitoring paradigm 
dedicated to the impaired people. This paradigm integrates 
a normal behaviour model of person activities, supported 
with a Markovian stochastic process. It allows estimating a 
divergence of an observation and a “normal behaviour 
prediction” through the conflict measurement. This 
quantity is linked to the TBM framework used for the 
global multisensor fusion architecture. With this strategy, 
we have solved the important problem of conflict source 
differentiation. Indeed, if we want to consider that the 
conflict increase is linked only at a prediction/observation 
difference, it‟s necessary to eliminate the other possible 
cause of conflict increase, and particularly the sensor 
failure one. To achieve that, we have deployed a 
preliminary conflict extraction algorithm dedicated to the 
sensor failure source. It consists in analysing the sensor 
which produces an important conflict in the pair-wise 
combination of all sensors. By redundancy i.e. by 
multiplying apparition of a same sensor in conflict couple, 
we can identify the failure sensor. We managed to isolate 
the faulty sensor and to precisely determine the 
dysfunctions phases, allowing us to ponder the conflicting 
sensor before the final fusion process. This moderation is 
expressed using a reliability index αj applied to each 
source Sj. After this stage the apparition of the conflict is 
only assigned at abnormal person behaviour. In our global 
context aware architecture, it permits to reduce the false 
alarm rate. It„s a crucial problem in the non supervised 
assistance system. 
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