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Abstract – It has been shown that sensor networks and 
data fusion are effective in providing an accurate 
operational picture, even in jammed environments. 
However, a weakness with methods based on data from 
several sensors is that there is not always data available 
from all the sensors all the time. In such cases fusion 
can not be performed with good results, leading to 
difficulties in detecting true objects in jammed 
environments. The paper presents a method that can 
handle time periods when only one sensor in the 
network can observe. The method is based on a 
combination of track association, with data from two 
sensors, and motion recognition, with data from a single 
sensor. The method is applied to civil air-traffic 
monitoring. The motion recognition considers various 
motion patterns of the aircraft. Track association is 
based on statistical distance. Motion recognition is 
based on Hidden Markov Models (HMM). Simulation 
results are presented. 
 
Keywords: Situational awareness, sensor network, data 
fusion, statistical distance, Hidden Markov Models. 

1 Introduction 
When two or more sensors are combined into a network, 
the network will generally be more robust than the sensors 
themselves. The network will be more jammer resistant 
because each sensor views the objects from a different 
angle. In a sensor network few natural objects will give 
false alarms simultaneously in all sensors. The 
commensurate information is fused to obtain better 
position and classification estimates. 

Data fusion in sensor networks can be applied for 
achieving resistance against jamming. However, a 
weakness with sensor networks is the requirement of 
observations from two or more sensors to be able to 
perform data fusion. One can not expect to have access to 
two or more sensors all the time. There is a need of 
methods that can handle situations when only one sensor 
can observe the objects (true and false). Otherwise there is 
a risk that important information on true objects in 
severely jammed environments is lost.  

The paper suggests an approach based on HMM that 
can maintain a good situational awareness during time 

periods with only one observing sensor. This is a general 
approach which can be applied to various types of jammed 
sensor networks, military sensor networks (e.g. air defence 
applications) as well as civil sensor networks. In this paper 
we have applied the approach to civil air-traffic 
monitoring. 

Section 2 presents a model for suppression of false 
objects that is based on a sensor network and statistical 
distance. The model is applied to civil air-traffic 
monitoring. The sensor network therefore consists of 
secondary surveillance radars (SSR). Section 3 describes 
how HMM can be used for suppression of false objects 
when only one SSR can observe. HMM complement the 
network when only one SSR can supply data. Sections 4 
and 5 present conclusions and further work. 

2 Track association 
It has been shown that sensor networks are effective in 
providing an accurate operational picture even in severely 
jammed environments [1-2]. The statistical distance is 
used to evaluate whether an object observed from two 
sensors is likely to represent one true object. Below a 
procedure for suppression of false objects using central 
processing of data from two sensors is presented. 

2.1 Statistical distance for identification of 
true objects 

To be able to compare data from different sensors, the 
sensor data first have to be presented in a common 
coordinate system. The first step is therefore to transfer 
the data from the local sensor coordinate systems to a 
common coordinate system, representing the network. 

In the next step track association is performed using 
the statistical distance Eq. (1): 
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directions. Only tracks that have been updated 
within a certain time period are compared with 
each other. 

• zyx σσσ ,, = standard deviations of positions 
for track 1 and track 2 in x, y and z directions. 
 

The results of Eq. (1) are used for comparing different 
alternatives of object combinations from the two sensors. 
A true object will have almost the same position in more 
than one sensor, from the network point of view. Though, 
a certain difference in positions has to be accepted because 
of data uncertainties. A false object, on the other hand, 
will not have the same positions in different sensors.  

When the true object has been identified the third step 
is to present the data of the true object to the operator. In 
this case the data that is presented is the average value of 
the two sensor data. However, this approach will be 
replaced later by a more accurate method. Alternative 
approaches are e.g.: 

• The data with the best accuracy is presented 
to the operator. 

• The data is calculated using covariance 
intersection, which considers the covariance 
matrices of the two sensor data [3]. 

2.2 Identification of false objects for air-
traffic monitoring 

An important information source for civil air-traffic 
monitoring is the secondary surveillance radar (SSR). The 
SSR gives information on aircraft position and requests 
information from the aircraft on identify and altitude. 
Larger airports have often also primary radar (Figure 1). 
The primary radar can be used as backup if the SSR can 
not give information on aircraft identity and position. 
Jamming against SSR could cause large problems to civil 
air traffic from an economically point of view as well as 
increase the risk for serious accidents.  
 

 
Fig. 1: Sensors for air-traffic monitoring. The SSR is at 

the top and the primary radar is below. 
 

Suppression of false objects in an air-traffic monitoring 
system has been simulated. In the scenario two aircraft 
approach an airport (Figure 2). Two SSR monitor the area. 
A jammer is placed in a position so that it can generate 
false objects that will surround the two aircraft as they 
approach the airport. The jammer is assumed to be a 
repeater jammer that can create false objects that will not 
easily be revealed by the tracking models. 

The simulation model uses separate models for sensors, 
jamming and data fusion. These models cooperate via 
HLA (High Level Architecture) [2]. Object tracks are 
formed by the sensors and an association value is 
calculated using Eq. (1). 
 

 
Fig. 2. Two aircraft approach an airport. Two SSR 

monitor the area and a jammer generates false objects to 
hide the real positions of the aircraft to the air-traffic 

controller. 
 

Without using Eq. (1) the common operational picture will 
be as in Figure 3, i. e. a large number of object tracks 
including the flight numbers (in this case the same flight 
numbers). It will most certainly be difficult for the air-
traffic controller to sort out where the real aircraft are.  
 

 
Fig 3: Two SSR are exposed to false objects. Both false 
and true object tracks will be presented to the air-traffic 

controller. 

Aircraft 

Jammer

SSR 
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If Eq. (1) is used, the true objects will be detected. In this 
case the two aircraft as well as the jammer are detected 
(red points and red text in Figure 4). The jammer is 
detected because of a limitation in the simulation model. 
The jammer had to be elevated a few meters to be able to 
influence on the SSR. 
 

 
Fig 4: Object tracks from the two SSR are fused. The 

fused tracks that represent the real objects are shown by 
red plots and red text. 

2.3 Demand on simultaneous observations 
in the sensor network 

However, one can not expect to have access to sensor data 
from both sensors all the time. If only one SSR is 
available Eq. (1) can not be used. If that happens the two 
aircraft are no longer clearly visible to the air-traffic 
controller. How can the correct operational picture be 
maintained during time periods when only one SSR is 
observing? If the correct operational picture is not 
maintained during these periods the knowledge on the 
positions of the true objects will disappear and the 
situational awareness will be severely reduced.  

3 Motion recognition 
Suppression of false objects using data from one sensor 
could be done by simply accepting the next-coming object 
as a true object if it is within a certain possible range 
concerning e.g. position and speed. In this paper we want 
to investigate if it can be more advantages to the 
suppression of false objects to also accept different motion 
patterns of a true object. Different motion patterns are 
likely to be present close to airports, where the motion 
patterns can be expected to include (sharp) turns, changes 
in altitude and changes in speed.  

In an earlier work [4] aircraft motion patterns were 
used to classify aircraft to different classes, e.g. military 
aircraft, transport aircraft, small aircraft etc. The 
characteristic motion patterns of the different classes are 
described using a combination of altitude, speed and 
direction. The aircraft classes are estimated using HMM. 
For example, passenger aircraft fly mainly in straight 
lines. The turns are relatively wide. The cruising speed can 

be expected to be within a certain interval. The cruising 
level can be expected to be within a certain interval. 
Closer to the airport the state of the aircraft is changing, 
i.e. the altitude as well as the speed is reduced and the 
direction may also change. Consequently there is a 
specific motion pattern that can be associated to the 
passenger aircraft.  

A false object, on the other hand, is often characterized 
by a more random behavior. An observation sequence 
indicating a more random behavior is more likely to 
represent a false object than a true object.  

Object recognition based on kinematic data has also 
been studied in [5-7]. 

The idea is to use HMM for motion recognition to also 
allow for changes in motions patterns during the 
suppression of false objects. 

3.1 Hidden Markov Models (HMM) for 
identification of true objects 

The HMM is based on probabilities of observations bj(k), 
states Si and changes of states aij. The state is hidden and 
can not be observed directly. Instead different 
observations, Ot, are used to describe the states. The 
HMM [8] is described by: 

• A = state transition probability distribution, Eq. 
(3), where qt is the current state. 

• B = observation symbol probability distribution 
in each state, Eq. (4). 

• vk = specific observation, Eq. (4). 
• π = initial state distribution, Eq. (5). 
• N = number of states in the model, Eq. (6).  
• M = number of distinct observation symbols per 

state, Eq. (7). 
 
 
 ),,( πλ BA=  (2) 

 { } { }]|[ 1 itjtij SqSqPaA ==== +  (3) 

 { } { }]|[)( jtkj SqvOtPkbB ====  (4) 

 { } { }][ 1 ii SqP === ππ  (5) 

 Nji ≤≤ ,1  (6) 

 Mk ≤≤1  (7) 

In a recognition problem the likelihood Ln, Eq. (8), for a 
certain observation sequence O, Eq. (9), is calculated for 
all n models λn,. The λn that has the highest value is 
assumed to be the model that best represents O.  
 
 )|( nn OPL λ=  (8) 
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To calculate Ln the forward algorithm is used [8]: 
 
 )|,...21()( nitt SqOtOOPi λα ==  (10) 

The forward variable αt(i) describes the probability of 
observing the partial observation sequence O1O2…OT in 
state Si at time t, given the model λn. For the first 
observation O1, α1(i) is calculated as: 

 )1()(1 Obt iiπα =  (11) 

For the following observations αt+1(j) is calculated as: 
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Eq. 12 is iterated for t = 1, 2,…, T-1. The final result is 
given by the sum of the forward variables for the different 
states, at time T, i. e. 
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To be able to handle very small numbers (close to 0) in the 
computer calculations the scaling factor ct is introduced as 
[8]: 
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The final equation usable for the problem is: 
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3.2 HMM representing false and true 
objects 

The observation symbol probability distributions for the 
motion of false and true objects bj(k), Eq. (4), are based on 
expected motion patterns as described in Section 3. The 
expected motion patterns are translated to observation 
symbols by using the so-called observation diagram in 
Figure 5. 

In the diagram each observation symbol bj(k) is a 
combination of the three parameters altitude, speed and 
direction (obtained from the object tracking). For example 
a speed of 600 km/h, an altitude of 900 m and a motion in 
a straight direction yields the observation symbol O = 1. If 

the direction is instead changing, while speed and altitude 
are the same, O = 2.  

 
Fig. 5: Observation diagram for aircraft. 

 
The motion pattern is represented by the two states S1 and 
S2. S1 represents a motion in mostly straight lines. There 
may also be some wide turns. S2 represents a motion that 
includes more turns, and also sharp turns.  

bj(k) for true aircraft is based on the results of HMM 
learning in [4]. bj(k) that has been used in this study is 
illustrated in Fig. 6 (red line for S1 and blue line for S2).  
 

 
Fig. 6: Observation symbol diagram for true and false 

objects, for the two states S1 and S2. 
 

Also πtrue and Atrue are based on the HMM learning in [4], 
Eqs. (17-18). The values of the parameters indicate that 
true objects tend to remain mostly in S1. 
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The corresponding values for the false objects describe a 
random behavior, Eqs. (20-21). The values therefore 
indicate that false objects, unlike true objects, tend to 
remain mostly in S2. 
 
 ),,( falsefalsefalsefalse BA πλ =  (19) 
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3.3 Simulation of motion recognition for 
identification of true objects 

To illustrate the use of HMM some simulations have been 
performed for a specific scenario. A passenger aircraft is 
moving in a straight direction at the altitude of 8100 m and 
at the speed of 680 km/h. Two SSR that observe the 
aircraft are also exposed to jamming. The aircraft are 
detected by track association according to Eq. (1). 
Consequently the aircraft can be monitored despite the 
jamming.  

At a certain point of time one of the SSR can no longer 
observe the objects and Eq. (1) can not be used to 
suppress the false objects. Instead HMM is used in the 
other sensor to suppress the false objects. The latest 
information from the centralized fusion yields the initial 
observation symbol (at t1) to the HMM, which is O1=13 
(Figure 5).  

At t2 four object tracks are updated in the sensor. The 
four objects represent O2 = 1, O2 = 7, O2 = 14, O2 = 8. 
Which of the objects are false and which are true? Four 
candidates of true observation sequences are formed for 
the time period t1 to t2, Eqs. (22–25). 
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3.3.1 Likelihood of O1 – O4 representing 
true objects 

To estimate which observation sequence that is most likely 
to represent the true object, the forward algorithm 
according to Eqs. (10-15) are used. Table 1 presents the 
results for λtrue and λfalse. As can be seen O3 is the 
observation sequence that is most likely to describe the 
true object, since [P(O3|λtrue)] > [P(O3|λfalse)]. The other 
observation sequences are most likely to be false since 
[P(O|λtrue)] < [P(O|λfalse)]. 
 
Table 1: Log likelihood of observation sequences O1-O4. 
 Log 

[P(O1|λn) 
Log 
[P(O2|λn)] 

Log 
[P(O3|λn)] 

Log 
[P(O4|λn)] 

λtrue -6.6267 -9.5011 -3.6161 -9.5011 
λfalse - 5.3185 -5.3185 -5.3185 -5.3185 
 
The probability of a false observation sequence is constant 
since bj(k) is evenly distributed for both states. The 
probability of a true observation sequence is varying since 
bj(k) is not evenly distributed. The results in Table 1 are 
also presented in Figure 7. In this case the value of Log 
[P(O|λfalse) can be seen as a threshold value for true and 
false objects. 
 

 
Fig 7: The likelihood of true (red line) and false (blue line) 

observation sequences of Table 1, where each sequence 
consists of two observation symbols. 
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3.3.2 Likelihood of O1 – O12 representing 
true objects 

At t3 three object tracks are updated in the sensor. The 
three objects represent O3 = 13, O3 = 4 and O3 = O7. 
With longer observation sequences the estimates of true 
and false objects will include less uncertainty. For t3 there 
are twelve new observation sequences that can be formed 
which represent possible true objects (Table 2). 
 
Table 2: Possible observation sequences at t3. Eq. No. 
indicates what equation the new sequence is based on. 
Obs. 
sequence 

Obs. 
symbol 
O1 

Obs. 
symbol 
O2 

Obs.  
symbol 
O3 

Eq. 
No. 

O1 13 1 13 22 
O2 13 1 4 22 
O3 13 1 7 22 
O4 13 7 13 23 
O5 13 7 4 23 
O6 13 7 7 23 
O7 13 14 13 24 
O8 13 14 4 24 
O9 13 14 7 24 
O10 13 8 13 25 
O11 13 8 4 25 
O12 13 8 7 25 
 
The results of the calculations, Eqs. (10-15), are presented 
in Tables 3 – 6. The figures in bold text indicate when 
[P(O|λtrue)] > [P(O|λfalse)]. 
 
Table 3: Log likelihood of observation sequences O1-O3. 
 Log 

[P(O1|λn) 
Log 
[P(O2|λn) 

Log 
[P(O3|λn) 

λtrue -6.7620 -9.8762 -15.8086 
λfalse -7.3624 -7.3624 -7.3624 
 
Table 4: Log likelihood of observation sequences O4-O6. 
 Log 

[P(O4|λn) 
Log 
[P(O5|λn) 

Log 
[P(O6|λn) 

λtrue -9.6522 -12.8277 -18.7089 
λfalse -7.3624 -7.3624 -7.3624 
 
Table 5: Log likelihood of observation sequences O7-O9. 
 Log 

[P(O7|λn) 
Log 
[P(O8|λn) 

Log 
[P(O9|λn) 

λtrue -3.7598 -6.9013 -12.8117 
λfalse -7.3624 -7.3624 -7.3624 
 
Table 6: Log likelihood of observation sequences O10-O12. 
 Log 

[P(O10|λn) 
Log 
[P(O11|λn) 

Log 
[P(O12|λn) 

λtrue -9.6522 -12.8722 -18.7089 
λfalse -7.3624 -7.3624 -7.3624 

3.3.3 Summary of simulation results 
The simulation results are summarized in Figure 8. As can 
be seen O1, O7 and O8 are likely to represent a true object, 
since the log likelihood values of O1, O7 and O8 exceed 
the log likelihood value of false objects. 
 

 
Fig 8: The likelihood of true (red curve) and false (blue 

line) observation sequences, where each sequence consists 
of three observation symbols. 

 
In this scenario, and with the formulation of the HMM, 
there are three observation sequences that are likely to be 
true objects. They all include changes in the motions of 
the aircraft. The most likely observation sequence, O7, 
includes only smaller changes in the motion pattern. In t1 
the object moves in a straight line, in t2 it changes 
direction and in t3 it movies in a straight line again.  

The observation sequence O8 is also likely to represent 
a true object despite more extensive changes in the motion 
pattern. In t1 the object moves in a straight line, in t2 it 
changes direction and in t3 it changes direction and at the 
same time reduces its altitude. This could be a typical 
motion pattern close to an airport. Such a motion pattern 
should be able to be considered as a true object in the area 
close to an airport, also in a jammed environment. 

4 Conclusions  
A combination of statistical distance and HMM are 
suggested for obtaining an accurate operational picture, 
even in jammed environments.  

HMM complements the statistical distance when data 
are available from only one sensor. The ability of the 
HMM to represent motion patterns is advantageous in the 
application of air-traffic monitoring. Specific motion 
patterns appear e.g. when the aircraft approach airports. 
Close to airports there may be a large number of activities 
with different kinds of motion patterns, associated to e.g. 
commercial, private and military aircraft.  

False objects will show specific motion patterns that 
differ from the motion pattern of an aircraft. Motion 
patterns of false objects are likely to be related to the type 
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of jammer. Statistical distance will probably give a more 
accurate operational picture, compared to HMM with data 
from a single sensor. A network is more jammer resistant 
because each sensor views the objects from a different 
angle, which is advantageous to the fusion processes. 
When data from only one sensor is used the suppression 
of false objects is dependent on the conditions of that 
specific sensor, concerning e.g. data uncertainty. 

The simulations indicate that the methods are an 
accessible approach. Statistical distance is useful when 
data are available from more than one sensor, and HMM is 
useful when data are available from only one sensor. 

5 Further work 
The HMM will be refined to be able to handle more 
sophisticated jamming situations. Better performance 
could also be obtained if the observation diagram is 
adaptable to the current states of the true objects, instead 
of the static diagram that is used in this paper. The HMM 
approach will also be evaluated for measured data. 
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