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Today’s military and humanitarian operations involve 

multiple partners and agencies and rely on information 

culled from a variety of different sources, including 

humans, sensors, robots, etc. Efficient, timely exchange 

and evaluation of information is required for effective 

operations. However, the sheer volume of information 

prohibits integration of incoming information for the 

situation awareness necessary to effective operations. 

Automatic processing of information can be 

accomplished by using a standardized formal language 

(in our case Battle Management Language) in reports 

concerning activities and conditions in the theater of 

operation. This standardized language supports 

automatic fusion of individual pieces of information 

into more complex patterns of behavior. However, 

sources of information are seldom completely reliable 

hence any synthesis of data requires determination of 

the amount of uncertainty inherent in this evaluation. In 

this paper we examine issues involved in the evaluation 

of the uncertainty in the fusion of information from 

diverse sources. 

Keywords: information fusion, uncertainty, automatic 

fusion, multiple diverse sources, situation awareness. 

1 Introduction 

“Information is of great value when a deduction of some 

sort can be drawn from it. This may occur as a result of 

its association with some other information already 

received”[1]                               

Situation awareness, according to Dominguez et al., is  

“the continuous extraction of environmental information, 

the integration of this information with previous 

knowledge to form a coherent mental picture, and the use 

of that picture in directing further perception and 

anticipating future events.”[2] The more quickly and more 

accurately information can be gathered, analyzed, and 

synthesized and the results made available for further 

decision-making and/or distributed back to the field, the 

more knowledgably the troops on the ground can react to 

the current situation. 

This capability is becoming increasingly important for 

the asymmetric battlefield of today, where lines of battle 

are not clearly drawn and finding the enemy is increasingly 

difficult.[3][4] Movements are more subtle and difficult to 

track, the frontline of battle is often neither visible nor 

well-defined, the enemy more opportunistic and less 

visible than in past, traditional conflicts.  

Moreover, military advantage does not lie solely in 

knowing where all actors are located within the theater of 

activity. It also relies upon the abilities to identify enemy 

strategies, to recognize patterns of behavior (both doctrinal 

and otherwise), to identify on-going and developing 

threats, to anticipate the enemy’s next steps, and to react 

quickly, efficiently and appropriately to threats. Similarly, 

non-war activities often require the coordination of 

information gathered and provided by multiple agencies 

both military and civilian to effectively deal with the crisis 

at hand, to avoid duplication of effort or to eliminate the 

chance of oversight in an area requiring attention.  

In order to gain this advantage, widespread information 

concerning the arena of operations must be gathered. This 

information must also come from a variety of sources, 

including both non-human (sensors, radar, UAV, etc.) and 

human in order to provide as complete a picture of the 

theater of operations as possible. Whether military or non-

military operations, the problem is not that of insufficient 

information, but rather that of an overwhelming flood of 

communications.  

One cannot simply rely on single items of information 

in isolation, but rather must attempt to identify the larger 

picture which individual elements may form when 

combined. This means an important part of situation 

awareness is the fusing of individual pieces of information 

into a cohesive whole.[5] As always, context is important. 

The central question becomes how to process the huge 

volume of information, analyze it for recognizable patterns 

and to present the results of information fusion in such a 

way that it is useful for decision-making and providing an 

assessment of the likelihood that a given interpretation 

reflects reality. 

Clearly, automating the process of sifting, sorting and 

collating the large volume of incoming messages would be 

of great benefit. Of even more benefit would be automatic 

evaluation of the credibility of the incoming information, 

as well as the reliability of the fusion results that could be 

presented to commanders to speed up the decision-making 

process and/or recognize new patterns of behavior. In 
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order to do this, the information coming in must be 

evaluated for duplication, redundancy and overlap; 

separate pieces of information must be evaluated for 

possible correlation; key indicators for specific situations 

and/or threats must be identified; and where necessary, the 

information evaluated as to its probable accuracy.   

One of the major difficulties in dealing with the vast 

quantities of information that are exchanged during the 

course of military and humanitarian operations is the lack 

of standardization of the language of communication, in 

both form and content. Ambiguity, duplication, omission 

of elements makes parsing and understanding 

communications difficult. Further, different types of 

sources deliver information their information in different 

formats. A standardized, easily parsed mode of 

communication is a de facto requirement for the 

automation process of large quantities of information. 

In addition, information concerning operations and the 

theater of military activity must be stored in a format 

which can be exploited by the language in order to make 

sense of operational communications. 

We are using BML (“Battle Management Language”), 

a structured formal language for military communications 

which can be processed automatically, and which can be 

augmented to receive and process information from 

devices.[6] In addition to the standardized communications 

language, we utilize a database which is a collection of 

schemata defining complex behaviors in atomic form 

corresponding to verbs of BML.  This allows us to exploit 

the linguistic algorithm known as unification to combine 

communications to make sense of the flood of information.  

In this paper we will demonstrate how the unification 

process may be exploited to support the analysis of 

uncertainty in the fusion process. 

2 BML 

A standardized language for military communication 

(orders, requests and reports), BML has been developed 

under the aegis of the NATO MSG-048 (Modeling and 

Simulation). BML is based upon the JC3IEDM, Joint 

Command, Control, and Consultation Information 

Exchange Data Model, which is a NATO standard (cf. the 

MIP website[7]) defining terms for all elements necessary 

for military operations, whether wartime or non-war. There 

are also expansions to BML being developed such as 

AVCL (Autonomous Vehicle Command Language)[8] 

which will facilitate communications (tasking and 

reporting) with autonomous devices.  

2.1 Standardization in BML  

The JC3IEDM defines terms for all the elements that 

may be needed during military operations, both in armed 

conflict and in humanitarian, peacekeeping and other non-

war operations. In BML, they serve as the lexical elements 

of the language. To use JC3IEDM term as lexical items in 

BML eases the mapping of information expressed in BML 

into the data model. It also provides BML with a well-

defined, NATO-wide accepted lexicon for communication. 

The JC3IEDM data model is not confined to purely 

wartime operations, and therefore the lexicon is not limited 

to such operations. As a result, despite its name, BML may 

be used for a broad spectrum of military and non-military 

missions including humanitarian, peacekeeping and 

emergency assistance activities.  

 
Fig 1: Battle Management Language facilitates 

communication with multiple systems 

Orders, requests and reports are formulated using a 

graphical user interface. The GUI makes entering the 

information in the report easier while ensuring that the 

formulation of communications is standard and 

unambiguous in both form and lexicon. While the purpose 

behind BML is to create expressions that are easily parsed 

by a computer system, BML has been designed so that 

humans can also easily understand the expressions 

produced by the language. At the same time, BML is 

sufficiently expressive that complex orders[9], requests 

and reports[10] may be formulated. 

2.2 Types of BML reports 

Using BML it is possible to generate several different 

types of reports: task reports, event reports and status 

reports.  

Task reports are concerned with activities. In military 

operations these include progress reports about orders 

received (in-progress, completion, etc) by own or coalition 

forces, as well as reports concerning observed enemy 

activities, such as troop movements or fortification of a 

position. When the unit being reported on is known to the 

reporter, it is identified by name; otherwise it is referred to 

by number and type (rank) of individuals, equipment 

and/or vehicles observed. In asymmetric (guerilla or 

urban) warfare and in non-war operations such as disaster 

relief, the activities of individuals or organizations such as 

the Red Cross may be reported. 

Event reports provide information regarding non-

operational events or occurrences. These include acts of 

nature such as floods, earthquakes, etc.; non-military 

human actions such as traffic accidents, political 

demonstrations, etc.; and various other occurrences 

including epidemics, fires, etc. They provide important 
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background information which may be useful and 

necessary to effective operations.  

Finally, status reports provide snapshot information on 

positions, personnel, materiel, facilities or general 

operational status. Position and personnel status reports 

may contain information regarding own, coalition, or 

enemy units in war situations, as well as individuals or 

groups in asymmetric and non-military operations. As with 

task reports, known units would be identified by name; 

otherwise with count and/or type information; individuals 

or non-military organizations where known would be 

identified by name. Locations or facilities are identified by 

name or by geospatial coordinates.  

3 Feature matrices 

In our system, information from individual reports is 

parsed and stored in feature-value matrices.[11] A report 

matrix R represents information about a single task 

(activity), event or state.  

A feature value matrix is a list of feature-value pairs. 

Such a matrix has two columns: one column is for the 

feature names and the other for the values. The value for a 

given feature may be atomic or it may be another feature 

matrix  

…

feature1

feature2

featuren

R1 =

value1

value2

valuen

…

   

…

feature1

feature2

featurem

R2 =

value1

…

feature1 value1

feature2 value2 

……

valuem

…

 
 

Fig 2: Examples of feature matrix structures. 

 

For example, the feature location may have an atomic 

value (e.g., the string “Boston”), or it may be represented 

by the feature-value matrix containing the two key-values 

latitude and longitude. 

Since each outermost matrix represents a single 

activity, event or state, it can be considered a mosaic tile, a 

piece of a larger picture. However, what is important is not 

each tile, but rather the larger pictures which may be 

created by piecing these tiles together into recognizable 

patterns. In order to make efficient use of the information 

stored in these matrices, we build schemata defining 

complex activities, events or states. 

A schema S describes a significant complex activity, 

event or state through a set of elements { E1 , E2 , … , En } 

which uniquely identify this activity, event or state. An 

element Ei contains information either from a single report 

defining a single activity, event or state; or from another 

previously defined schema (embedded schema) describing 

a more complex situation 

…

feature1       value1

…

S =

…

feature2       value2

featurei valuei

feature1       value1

… …

feature2       value2

featurej valuej

feature1       value1

… …

feature2       value2

featurek valuek

…

E1 =

E2 =

En =

     

…

feature1       value1

…

E1 =

S =

…

feature2       value2

featurei valuei

feature1

… …

feature2

featurej

feature1       value1

… …

feature2       value2

featurek valuek

…

feature1 value1

feature2 value2 

……

value1

valuej

feature1       value1

… …

feature2       value2

featurei valuei

E2 =

E3 =

En =

 
 

Fig 3: Examples of schemata feature matrix structures. 

 

As with individual reports, schemata are likewise 

feature value matrices in which the values in the key-value 

pairs are themselves feature value matrices, each of which 

describes a single activity, event or state. This structure 

allows for ease of unification, the automatic matching of 

the feature matrices representing reports to schemata 

defined.  

4 Information gathering and the 

fusion process 

Information fusion in our system is accomplished 

through unification of multiple individual report feature-

value matrices with patterns contained in schemata which 

list (observable) actions, events and/or states. Unification 

is a standard algorithm of computational linguistics.[12] A 

schema in this case is a collection of related observable 

(detectable) occurrences, events or states which, when 

combined, may signal a more complex occurrence or state 

which is of significance. The schemata will have been 

defined by experts in the field. 

Reports arrive from the field in a standardized BML 

format (and/or device-based “dialect” thereof). Any given 

single report may not tell us much, so individual reports 

obtained from the various sources are added to the pool of 

received messages. Using these pooled messages 

combined with background information (“reports”) from a 

database, the system attempts to identify reports that are 

somehow “related” to each other by examining the values 

of various features.  

Next, the system attempts to match reports to elements 

of predefined schemata in the database. When a match is 

found, i.e., when there exists at least one report from the 

pool unified with each element of a particular schema, the 

unified schema is made available to a human decision-

maker for further evaluation. A simplified schematic of the 

process is shown in Figure 4. 

Unfortunately neither devices nor people are error-free 

observers or reporters. Reports may contain differences in 

detail which introduce uncertainty into the mix; sometimes 
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they may even be contradictory. Inevitably there will be 

some potentially duplicate or missing information. Not all 

matches of reports to schemata will be complete or without 

doubt. Any given report may also be potentially applicable 

to more than one schema.  

Ideally a commander would be given a warning when 

the mapping of reports to a particular threat schema is 

complete. It may, however, be advantageous for a 

commander to receive an early warning that a threat is 

possibly occurring when only a subset of the elements is 

matched. It may likewise be advantageous that a 

commander receive multiple possible interpretations of 

incoming reports. Therefore, any given schema which has 

been unified by one or more reports must be evaluated and 

assigned some sort of indication as to the likelihood that it 

is a correct prognosis. This serves to facilitate timely 

decision-making, albeit with somewhat higher risk.  
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Fig 4: The information gathering and fusion process:  

unifying a schema from the pool of reports culled from 

various sources. 

 

In the remainder of this paper we will look at issues 

concerning the types of uncertainty which may arise in the 

information gathering and fusion process.  

5 Uncertainty 

At each step in the above-outlined process of gathering, 

evaluating, combining information, and matching patterns 

of behavior, elements of uncertainty creep in, which we 

must evaluate in order to establish the likelihood of a given 

threat or situation.  

There are two main levels of uncertainty in this 

process. The first level concerns each individual report or 

piece of information. This level is comprised of two parts: 

• Source uncertainty: relative reliability of the 

information source, as adjudged either by the system 

(device sources) or evaluated by the reporter (human 

sources) 

• Content uncertainty: the estimated veracity of the 

content of a report, assigned by the system (e.g., device 

sources) or as evaluated by the reporter (human sources) 

It should, of course, be noted that source and content 

credibility are generally not completely discrete. 

Particularly in the case of a human source, the reliability of 

the source has a direct impact on the credibility of the 

content: we tend to assign the information delivered by a 

reliable source a higher degree of credibility than the 

information we receive from someone whom we perceive  

to be unreliable. 

The second level of uncertainty concerns the 

interrelationship of various individual reports. This level is 

likewise comprised of two parts: 

• Correlation uncertainty: this uncertainty results 

from the process of identifying and clustering potentially 

related reports, based upon the variances encountered in 

comparing features.  

• Evidential uncertainty: result of matching reports 

to schemata which describe specific threats or situations.  

This measure of uncertainty is in many ways cumulative: 

its value is calculated based upon the values of source, 

content and correlation uncertainties from each of its 

mapped elements.    

In sections 5.2 to 5.5 we will discuss issues 

surrounding each type of uncertainty.  

5.1 Likelihood  

Providing human decision-makers with useful decision 

support information includes providing them with as 

realistic an assessment as possible of the likelihood of a 

particular threat or situation. In this paper, we will use the 

term “likelihood” to represent our confidence in the 

information we receive. As uncertainty decreases, the 

likelihood increases. 

5.2 Source uncertainty 

According to AJP 2.0 (1-2-4) a source is defined as  

 “…‘a person from whom or a thing from which 

information can be obtained.’  A source collects 

information either randomly as in the manner of an 

overheard conversation in a café or to meet a 

specific request as in a camera recording images 

along the programmed flight path of an unmanned 

aerial vehicle (UAV). The source is the primary 

origin of the information and either possesses the 

information itself or by its activity demonstrates 

that the information exists.”[1] 

Intelligence information comes from a variety of 

different sources: signal intelligence (SIGINT), image 

intelligence (IMINT), human intelligence (HUMINT) or 

open source intelligence (OSINT).[1]  

The first element of uncertainty revolves around the 

source of the information, more specifically the reliability 
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of a given source. The assessment of reliability may be 

based upon numerous factors including historical 

(empirical) data concerning this or similar sources (how 

reliable such sources have been in the past) including 

elements such as calibration data or failure rates, etc. for a 

specific equipment type, personal assessment of the 

reporter (in the case of human sources where the 

information is at least secondhand), etc. 

Under the JC3IEDM, some 35 individual types of 

sources have been designated. Each source of information 

(or class of sources) has a different degree of reliability. In 

some cases, the uncertainty surrounding a source of 

information may be fairly concretely quantified: the 

functional performance of a device such as a sensor 

generally can be evaluated so that the amount of 

uncertainty (error or variance) is known within a certain 

range (barring equipment failure, which also may be 

predicted; environmental factors which may influence its 

operation, etc.). Radar and other devices may be calibrated 

for accuracy. Assigning a weight reflecting the reliability 

of such device sources is a relatively easy process.  

However, not all information sources may be so easy to 

categorize or quantify. Much information about the theater 

of operations and activities of the enemy comes from 

human sources. Human sources can vary dramatically in 

their credibility and reliability. Trained military observers 

can be relied upon to deliver accurate information. 

However, particularly in asymmetric operations, the 

sources of HUMINT may include local nationals. Some of 

these may be well-intentioned but not well-trained in 

observation; they may deliver erroneous or incomplete 

information. Such reports may be firsthand eye-witness 

reports while others may be second- or third-hand: “my 

sister told me that her husband saw…” Like in the 

children’s game, the more distant the information is from 

the original source, the more unreliable it is likely to be. 

Other local nationals may be sympathetic to the enemy and 

provide intentionally erroneous information to confuse or 

obfuscate the true situation. Similarly information which 

prisoners of war provide to their captors may differ widely 

in veracity, from truthful to intentionally misleading. 

5.3 Content uncertainty  

"A great part of the information obtained in war is 

contradictory, a still greater part is false and by far the 

greatest part is of doubtful character." Clausewitz [13]      

 

The second element of uncertainty which needs to be 

dealt with is that which involves the information collected 

itself, that is, the content.  

As with source credibility, the amount of uncertainty or 

error in interpretation of the data collected via SIGINT or 

IMINT, is relatively easily quantifiable and can be 

estimated based upon identifiable characteristics. There are 

underlying algorithms for operation in such systems which 

operate within a known range of reliability.  

The content of reports from human sources is once 

again problematic. Similar to source credibility, there may 

be wide variance in the information gathered from human 

sources which may prove problematic for automatic 

analysis and fusion of these reports. There are several 

reasons for this. The credibility of the information itself 

cannot, for a variety of reasons, be as unambiguously 

assessed as with non-human sources.The veracity of a 

single report may be inextricably tied to the credibility of 

the human source from whence it came. For example, a 

report from a well-trained observer from coalition forces 

can be viewed as reliable; we have to reason to believe that 

there is motivation to deliver misinformation. Any 

irregularities in content can be written off as unintentional 

error: bad visibility, distance from observed activities, etc.  

At the other end of the spectrum, it may be a 

completely different situation when the source may have a 

reason or desire to provide erroneous information. When 

the source of the reported information suspect is, there is 

good reason to assume the information contained in the 

report may be likewise questionable. In between, there are 

occasionally well-intentioned sources or normally 

unreliable sources which provide information that the 

reporter may judge as relatively unlikely or more 

believable than usual based upon a variety of factors, 

including background knowledge, experience, or even just 

“gut feeling.”  As Richards J. Heuer points out: “Sources 

are more likely to be considered reliable when they 

provide information that fits what we already think we 

know.” [14]   

Another element which is often factored into an 

assessment of the believability of information is the 

amount and/or level of detail (“vividness of information”) 

of the information. In general, the more detailed the 

information received from the source, the higher the 

tendency of the reporter to consider information is 

considered to be truthful.  

5.4 Standard values for source and content 

uncertainty 

As defined in AJP-2.1 Intelligence procedures (2-14 of 

Ratification Draft)[1], there is a standardized system for 

assigning values to source reliability and content 

credibility. Source reliability is ranked from A 

(“completely reliable”) through E (“unreliable”) with a 

sixth value F (“Reliability cannot be judged). Information 

credibility ranges from 1 (“confirmed by other sources”) 

through 5 (“improbable”) with the value 6 indicating “truth 

cannot be judged.”  Thus any report received will have 

been assigned a ranking from A1 to F6. 

Clearly based upon heuristics one may assign either a 

numerical or semantic label to each of these classifications. 

It can also be legitimate to assign a value to the “F” 

(“reliability cannot be judged”) and “6” (“truth cannot be 

judged”) ratings. For example, a rating of A6 indicates an 

unimpeachable source providing information that cannot 

be judged as to its veracity. There is, however, no reason 
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to believe that the source is providing erroneous 

information, therefore based upon one can assign the 

information received a “benefit of the doubt” weighting 

because of the reliability of the source.  Likewise, 

information which corroborates other information 

received, but which originates from an untested source 

may still be valid for analysis. 

5.5 Correlation uncertainty 

According to Webster’s Online Dictionary, correlation 

is “in intelligence usage, the process which associates and 

combines data on a single entity or subject from 

independent observations, in order to improve the 

reliability or credibility of the information.” [145] 

The first hurdle to be crossed is determining which 

reports out of the pool of messages may potentially be 

clustered for use in unification is not without 

complications. For any given schema in the set there may 

be one or more instances of each activity, event or state 

which are required for a match.  

Each message is composed of multiple attributes. Each 

pair of attributes has its own “mapping value” indicating 

relevance to each other. This way we end up with a vector 

containing mappings of attributes with one another. 

Ultimately we need to have an overall picture of the 

likelihood that these two messages are somehow related. 

Match criteria for features may be identical values. 

However, matches may also exist through ontological 

relationships. Information organized in the underlying 

ontology would make the connection between elements on 

a hierarchy branch, for example: “armored vehicle” → 

“tank” → “Abrams” would register a possible correlation 

between reports about a tank and about an “Abrams.” 

Likewise, geographic features or buildings may be 

matched by other background information such as location 

by name, location by coordinates or location by address. 

It is also equally important to be able to rule out 

possible matches. Two reports concerning movements of 

an (unnamed) unit which are nearly synchronous in time, 

but which are geographically distant are most likely 

unrelated activities. 

Reports may be related in different ways. They may 

duplicate and therefore confirm one another (Fig.6). If this 

is the case, the content credibility assigned to each report 

increases.  

…
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Fig. 6: Correlation of two reports as possible duplicates 

by comparing on a feature by feature basis 

Reports may contain features whose values are 

sufficiently similar to indicate a relationship may exist; for 

example, two reports concerning different types of 

activities but which are from the same location in 

approximately the same time period may be pieces of a 

more complex picture identified by a schema.  
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Fig. 7: Correlation chain of multiple reports  

It should also be noted that the acceptable range of 

variation for any given feature may be dependent upon 

other values in the feature-value matrix. For example, the 

acceptable variation on distance between two reports may 

be small when the reports concern a foot patrol, but may 

be quite large if the reports concern aircraft. In the case of 

the feature “hostility”, identifying a group as friend or foe, 

a message with the former designation is clearly not related 

to one with the latter. 

5.6 Evidential uncertainty 

Evidential uncertainty is the uncertainty arising as a 

result of matching reports to schemata which describe 

specific threats or situations. In matching reports to 

schemata, we are attempting to determine the likelihood 

that the information we are receiving is indicative of (i.e., 

is evidence for) a specific threat or situation.  

Schema 15

Schema 3

Schema 1

Schema 8

Schema 23

Report 1

Schemata pool
Likelihood 

76%

Likelihood

19,0
4

76,0
=

Likelihood

152,0
5

76,0
=

Likelihood

253,0
3

76,0
=

 

Fig 8: Mapping of a report to schemata from pool. 

As reports come in, the system attempts to unify them 

with schemata out of the pool of schemata. A single report 

(representing a single action, event or status) on its own 

may match several schemata, that is, the reported action 

appears as an element in multiple schemata. In each case, 
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the uncertainty associated with the report is transferred to 

the mapping on the schemata 

In the absence of other information, the likelihood that 

a particular schema being indicated by a given report 

reflects reality may be given by the credibility value 

assigned to that report, divided by the number of 

individual elements contained in the schema (Fig. 8), i.e., 

each element in the schema is of equal importance 

(weight). It may be that for a particular schema, a report of 

a specific activity is more highly indicative of this situation 

than other elements in the schema, and therefore it receives 

a proportionally greater weight than other schema 

elements. For example, in a schema concerning the 

construction of an improvised explosive device (IED), a 

reliable report concerning the purchase of required 

materials such as fertilizer may be weighted more heavily 

than other elements of the schema. 
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Fig 9: Mapping of three correlated reports results in 

one schema in particular emerging as the most likely 

situation based upon reports received. 

However, simply matching reports to elements of a 

schema without checking for correlation between the 

reports could lead to false predictions. As more reports are 

processed and unified to schema, the likelihood that any 

given schema is mapped to increases. Over time, given 

sufficient in-coming reports, almost any schema could 

appear to be a viable situation, when in fact the individual 

reports identified with the elements of the schema are 

otherwise unrelated. Therefore it is important to factor the 

correlation between reports. 

When reports can be correlated, in particular if the 

correlation between those reports is strong (i.e., the 

correlation uncertainty is minimal), the schemata to which 

multiple reports point become even more likely.  

6 Example 

The US Department of Homeland Security released an 

information bulletin[16] concerning vehicle-borne 

improvised explosive devices which lists possible 

indicators for pending VBIEDs among which are:  

• Acquisition of explosives or chemicals, deliveries of 

such to residential addresses 

• Physical surveillance of the target 

• Theft of a truck or van with a minimum of one ton 

carrying capacity 

In the current theater of operations, local experts have 

modified this to a schema (feature-value matrix) for a 

suicide car bomber with the following elements: 

E1 : acquisition of explosive material  

E2 : surveillance of strategic location 

E3 : association with suspected insurgent(s) 

E4 : recent death or injury of close relative or friend 

E5 : possession of vehicle with minimum one (1) ton 

carrying capacity 

Over the course of two weeks, a number of reports have 

been received in XYZ City. Some of these reports are 

direct observations from various coalition patrols in the 

city, others are from HUMINT sources. In a particular 

district of the city, there is a bottleneck in an important 

main road which is regularly patrolled by coalition forces. 

A red truck has been reported a number of times by patrols 

in the vicinity of the bottleneck. Several patrols have 

reported a number of sightings of a group of young men on 

the street near the bottleneck, including one patrol sighting 

the group meeting with Person1, an individual reported to 

be associated with a rebel group  
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Fig 10: Correlation of reports unified to schema for 

suicide car bomber. 

At the same time, in another district of XYZ City, a 

neighbor of Person2, a baker who has a bakery in this 

district, reported to coalition forces that he’d seen Person2 

purchasing a large quantity of fertilizer at a store nearby. 

The neighbor also reported seeing Person1 visit Person2’s 

shop without apparently purchasing anything.  An earlier 

report identified Person2 as the owner of the red truck. 
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Coalition forces have also been informed by a neighbor 

that the baker’s brother was recently killed in crossfire 

between insurgents and coalition forces.  

Correlating available information strengthens the chain 

of evidence, reduing the evidential uncertainty and 

increasing the likelihood that this is a potential threat.  

7 Conclusion 

The high volume of communications during any 

military operation, whether wartime, peace-keeping, or 

disaster relief, make it difficult to acquire and maintain an 

overview of current and developing situations. The ability 

to automatically fuse information contained in reports into 

more complex patterns in order to gain situation awareness 

and support decision-making is highly desirable. We 

accomplish this fusion by using a structured language 

called BML in which reports of various types and from 

diverse sources are created; storing the information 

contained in these reports as feature-value matrices; and 

unifying these matrices to an expert-created set of 

schemata which define complex patterns of behavior 

and/or events indicating specific situations or threats.  

However, at several points in the fusion process, 

uncertainty creeps in. Information contained in reports may 

be of varying quality and credibility. This may be due to 

questions concerning reliability of the source of 

information, or uncertainty as to the validity of the content 

of the message or a combination of both.  

The fusion process itself brings in additional 

uncertainty. Variations in feature values introduce 

uncertainty into the correlation of reports.  The unification 

of multiple reports to expert-defined schemata introduces 

another level of uncertainty, which is ultimately an 

aggregate of the other types of uncertainty. 

In order to provide decision-makers with the best 

possible basis for decision-making, the uncertainty 

associated with the fusion process must be calculated and 

presented for consideration. In this paper we have 

discussed issues involved in the evaluation of uncertainty. 
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