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Abstract— Numerous national and multinational initiatives in
Maritime Surveillance have been initiated, with the goal of having
knowledge of all coastal and open-seas activities relevant to na-
tional security. As part of this effort, NATO is pursuing research
activities to exploit existing multi-sensor systems in support of
Maritime Surveillance. Multi-sensor fusion of data from maritime
surveillance assets provides a consolidated surveillance picture
for anomaly detection. This paper develops a model for multi-
sensor fusion and Bayesian anomaly detection that quantifies the
value of sensor data for maritime surveillance performance. An
approach to satellite imagery tasking for optimal surveillance
performance is also given. Simulation results corroborate our
analysis.

Keywords— Multi-sensor fusion, target tracking, anomaly
detection, Automatic Identification System (AIS), coastal radar,
SAR imagery, Maritime Surveillance.

I. INTRODUCTION

In recent years, global political changes have generated
significant interest in surveillance applications to combat ter-
rorism, smuggling activities, and illegal immigration. An im-
portant theater for these activities is the maritime domain. This
has led to a number of national and multinational initiatives in
maritime surveillance with the goal of having knowledge of
all coastal and high-seas activities relevant to national security.
As part of this effort, NATO is pursuing research activities
to exploit existing sensor systems in support of Maritime
Surveillance.

In the maritime domain, sensor assets may include Auto-
matic Identification System (AIS) tracks [1], contacts from
coastal radar, video, IR, and Synthetic Aperture Radar (SAR)
based sensors. The NATO Undersea Research Centre (NURC)
has significant experience in multi-sensor tracking and fu-
sion technology for active sonar-based undersea surveillance.
Recently, we have extended our distributed multi-hypothesis
tracking (DMHT) technology [2], [3] so as to generate a
real-time consolidated maritime (surface) surveillance picture
[4], and we have applied these algorithms to sea trial data
[5]. This paper develops a model for multi-sensor fusion and
anomaly detection that quantifies the value of sensor data for
surveillance performance, and provides an approach to satellite
imagery tasking for optimal surveillance performance. While
we borrow the scenario and the basic ideas from [6], the
contribution of this paper is to relax some of the over-idealized
assumptions made in this earlier work.

This paper is organized as follows. In section II, we illustrate
an overall vision for maritime surveillance. The surveillance
model is developed in section III. Section IV introduces
the Bayes risk for multihypothesis testing. SAR imagery is
addressed in section V, and an optimal SAR tasking is given in
section VI. Section VII gives preliminary results and directions
for future works.

II. VISION FOR MARITIME SURVEILLANCE

An overall surveillance system for the maritime surveillance
system should include the following components:

1) Multi-sensor signal and information processing that gen-
erates contact-level data for all available sensors (coastal
radar, SAR, video, IR, etc.).

2) Global multi-sensor fusion and tracking that is capable
of processing (potentially anomalous) AIS tracks and
contact-level or track-level data from other sensors to
produce a single, consolidated surveillance picture.

3) Anomaly detection algorithms that drastically reduce the
number of multi-sensor tracks and identify only those
with kinematic or other anomalies.

In this paper, we focus on the third of these technology
areas, a multi-sensor fusion that allows the determination of
possible anomalous activities.

A high-level block diagram that includes the elements
described above is illustrated in Figure 1.

III. MODEL DESCRIPTION

For simplicity, we model the surveillance and sensor-tasking
problem with a static estimation and control formulation; in
particular, we collapse track information into detection-like re-
ports and remove all temporal information from sensor tasking.
While the modelling assumptions are significant, they lead to
an amenable problem formulation that supports preliminary
analysis of SAR sensor tasking and its impact on anomaly
detection performance.

A. Ground truth and sensor characteristics

• The surveillance area is the union of N square cells.
Each cell ci, 1 � i � N , is of a well-defined type with
T (ci) ∈ {

A, Ā
} × {

R, R̄
} × {

C, C̄
}

, where A denotes
AIS coverage, R radar coverage, and C denotes a coastal
area.
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Fig. 1. A notional closed-loop maritime surveillance system

• AIS and Radar sensors have track detection probabilities
PA

D and P R
D and probability of false alarms P A

FA and
PR

FA, respectively. P A
D is usually less than 1 due to

bandwidth issues with near-simultaneous transimissions
from multiple ships. Our formulation is general since it
supports the case P A

FA = 0. The presence of spoofing or
other signal distorsions may have the effect of essentially
introducing a false alarm in a cell where there is no a
target.

• A small target is anomalous type 1 if and only if it is not
in a coastal area; we will denote it with α1.

• A large target is anomalous type 2 if and only if it lacks
an active AIS transponder; we will denote it with α2.

B. AIS and Radar data

Let us suppose that the size of each cell is such that it
contains at most one target.

• The set of AIS returns in each cell ci is denoted by ZA
i ∈

(�, A), where � denotes the empty element, i.e. no data.
• The set of Radar returns in each cell is denoted by Z R

i ∈
(�, R); the set of AIS and Radar returns is denoted with
Z1

i = ZA
i

⋃
ZR

i

• Track localization errors are negligibile, and AIS and
Radar returns are properly associated.

C. Target identity state

Let Xi ∈ {�, α1, α2, α3, α4} the identity state vector for
the target in each cell ci, where {�, α1, α2, α3, α4} are defined
as follows:

• � denotes an empty cell.
• α1 denotes an anomalous type 1 target.
• α2 denotes an anomalous type 2 target.
• α3 denotes a small target which is not anomalous.
• α4 denotes a large target which is not anomalous.
For each cell ci X i is a discrete random variable with

alphabet Ξ = {�, α1, α2, α3, α4} and known probability mass
function P (xi(m)) = Pr {Xi = xi(m)}1, with xi(m) ∈ Ξ
and m = 0, 1, . . . , 4. We denote with M = 5 the cardinality
of Ξ.

IV. BAYES RISK FOR MULTIPLE HYPOTHESIS TESTING

We now consider the case where we wish to distinguish
between M hypotheses. Although a Neyman-Pearson criterion
[7] can be formulated for the multi-hypothesis test, in this
paper the Bayes risk criterion is employed. The interested
reader should consult [8] for further details. We want to decide
among the five possible hypotheses {H0, . . . ,HM−1} which
correspond to the possible identity states 2. The loss incurred
for choosing Hm when Hn is true is denoted by τmn.

The expected cost or Bayes risk is given by [8]

R =
M−1∑
m=0

M−1∑
n=0

τmnP (Hm|Hn)P (Hn) (1)

1The choice of the prior distribution of the identity target state for each
cell P (Hi

m) is based on the historical analysis of the maritime surveillance
area. In future work we intend this to be based on previous observations -
that is, to include a tracking element to this problem.

2Each element x(m) of the identity state vector corresponds to the hypoth-
esis Hm; correspondingly, for each cell we have that P (xi(m)) = P (Hi

m).
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It can be easily shown [7] that the decision rule that
minimizes R is designed by choosing the hypothesis Hm for
which

Rm(z) =
M−1∑
n=0

τmnP (Hn|z)

is minimum; we denoted with z the measurement.

V. IMAGERY-BASED SHIP DETECTION

Synthetic aperture radar (SAR) from a satellite is widely
used in maritime surveillance due to the ability of achieving
high resolution both in the range and azimuth directions, and
for data availability even during strong atmospheric cloud
cover. The interested reader should consult some of the lit-
erature on SAR ship detection [9], [10], [11], [12].

The SAR data and sensor tasking assumptions:

• We assume that the sensor budget allows for N S images.
• All SAR images have same resolution, with square foot-

prints FSAR that correspond to the union of L cells, i.e.
FSAR =

⋃L
i=1 ci with the constraint that FSAR must be

a square.
• For each cell ci we can have at most one SAR return

which includes small/large classification : Z 2 = ZSAR ∈
{�, s, s̄}.

• As with the previously stated assumptions on the correct
association of AIS and radar tracks, we neglect localiza-
tion errors associated with SAR detections, so that all are
properly associated to available AIS and radar tracks.

• Detection performance of SAR is characterized by prob-
ability of detection P SAR

D and probability of false alarm
PSAR

FA .
• The quality of small/large target classification information

is characterized by a confusion matrix [13] with off-
diagonal element given by ε, with ε ∈ [0, 0.5].

The total set of returns for each cell ci is Zi = Z1
i

⋃
Z2

i .
Our objective it to detect and classify anomalies as being of

type 1 (small target far from the coast) or type 2 (large target
lacking AIS). The anomaly detector is based on the minimum
Bayes risk rule:

m̂ = arg min
m

Rm(zi) (2)

For each cell ci within the surveillance area we choose the
hypothesis Hm that minimizes the risk Rm(zi) with zi being
an element of Zi. For each cell a target is declared to be
anomalous type 1 if m̂ = 2 or anomalous type 2 if m̂ = 3.
The key idea behind the Bayesian risk detector is that we can
improve our decision using the measurement z i according to
the Bayesian update:

Rm(zi) =
M−1∑
n=0

τmnP (Hn|zi) =
M−1∑
n=0

τmn
P (zi|Hn)P (Hn)

P (zi)
(3)

A. Simulation Scenario

The parameters of the system are set as indicated in Table
I and performance curves are in Figure 2. These curves are

Parameter Setting
Number of cells N 81

RADAR coverage 33 %
AIS coverage 100 %
Coastal Area 18 %

Overlap Coastal and Radar Area 100%
PR

D , PA
D , PSAR

D 0.9
PR

FA, PA
FA, PSAR

FA 0.1
ε 0.1

P (Hi
m) Based on prior information

Loss matrix T, [τ ]mn

⎛
⎜⎜⎜⎜⎝

0 10 10 0 0
5 0 3 5 5
5 3 0 5 5
0 10 10 0 0
0 10 10 0 0

⎞
⎟⎟⎟⎟⎠

TABLE I

SYSTEM SIMULATION PARAMETERS.

0 2 4 6 8 10 12 14 16 18 20

0.5

1

NS # of SAR images

P
d

Anomaly Type 1 Detection Probability

Anomaly Type 2 Detection Probability

Fig. 2. Anomaly type 1 and type 2 detection probabilities versus the NS .
Clearly the performances of the anomaly detector improve as NS become
larger. In this example we have 16 anomalous type 1 targets and 10 anomalous
type 2 targets. The square footprints FSAR correspond to the union of L = 4
cells.

obtained using 100 Monte Carlo runs. In our simulation study
the ground truth (anomalies type 1 and 2) are stochastically
generated consistent with the prior information.

In Figure 2 the anomaly type 1 and anomaly type 2 detection
probabilities versus the N S are depicted for a random picking
of the SAR images locations 3 4. As we can see from Figure 2,
the use of SAR data dramatically increases the performance of
our detector without increasing the Bayes risk. With only AIS
and RADAR data it is impossible to detect targets with turned

3We should specify that the hypothesis of overlapping SAR images is taken
into account in our model and the resulting computation of the posterior
probability, see equation (3), changes accordingly.

4The choice for the values [τ ]mn reflects the fact that we want to heavily
penalize the missed anomalies.
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Fig. 3. Performance curves obtained solving the SAR optimization problem
as described in section VI. In this example we have 16 anomalous type
1 targets and 10 anomalous type 2 targets. The square footprints FSAR

correspond to the union of L = 4 cells.

off AIS since the RADAR data do not contain any information
about the small/large classification of the targets. We should
comment that

VI. SAR IMAGERY OPTIMIZATION

In this section the optimal SAR tasking strategy is ad-
dressed. In [6] a simple (myopic) SAR management strategy
has been studied. In that approach one could sequentially
select a single SAR task, process the resulting SAR detections
before optimizing the choice of subsequent SAR images. We
assume that the SAR budget allows for N S images to be
taken within the surveillance area. Here a new optimization
approach, which also includes the possibility for overlapping
SAR images, is derived. Let us denote with Nf the number
of the all possible overlapping SAR images and with Sfoot ={
F 1

SAR, . . . , F
Nf

SAR

}
the set of all the possible overlapping

footprints.

R̄k =
L∑

i=1

R̄i k = 1, . . . , Nf (4)

Next, for each cell ci we compute the expected risk R̄i which
is defined as follows:

R̄i =
∑

j∈(�,s,s̄)

min
m

{
Rm(z2

i = j|z1
i )

}
P (z2

i = j) (5)

where Rm(z2
i = j|z1

i ) is defined as in equation (3) except
for substituting P (Hn) to P (Hn)|z1

i ). Next we compute the
expected risk per footprint R̄k which is defined as follows:
We perform the optimization SAR imagery choosing the N S

images with the largest values of R̄k.
As we can see from Figure 3 an improved probability

of detection of both anomalies type 1 and type 2 can be
achieved by an optimized selection of the SAR images. It

0 5 10 15 20 25 30

1

0.5

P
d

NS images

100% AIS Coverage

75 % AIS Coverage

Fig. 4. Anomaly type 2 detection probability versus NS for two different
values of the AIS coverage in the optimal SAR tasking. In this example we
have 16 anomalous type 1 targets and 10 anomalous type 2 targets. The square
footprints FSAR correspond to the union of L = 4 cells.

might be instructive and nonetheless of interest to study how
the performance of our anomaly detector is affected by some
parameter of our model. After a detailed simulation analysis,
we found that the AIS coverage is an important parameter
which can significantly affect system performance. In Figure 4,
system performance in terms of the anomaly type 2 detection
probability is plotted for two different values of the AIS
coverage. Note that our analysis has been limited to several
assumptions. For example we considered SAR images of equal
resolution. Relaxing these assumptions introduces the need for
a more complex model, an interesting topic of future research.

VII. CONCLUSIONS AND RECOMMENDATIONS FOR

FUTURE WORK

This paper proposes a model for multi-sensor maritime
surveillance performance. Based on this surveillance model, an
optimal SAR imagery tasking is introduced. Simulation results
motivate the reasonableness of the modelling and of the SAR
tasking strategy. We also compare the optimal SAR tasking
strategy with the random SAR strategy (random picking)
showing the benefit of the former approach. In future work
we plan to develop a more realistic surveillance model that
includes a dynamic formulation and additional anomaly types.
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