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Abstract—The objective of this research is to investigate and
provide a proof-of-concept demonstration of how to approach the
Biosensor Fusion process as a Systems Optimization. Recent work
on Biosensor Fusion is disjointed and compartmentalize at each
technical challenge of a very complex problem. Here we try to take
a systems approach in deciding the following questions: Where to
locate sensors? What sensors to locate? How to configure sensors?
When to locate the sensors or extract the data? The answer to all
this questions will be done by trying to consider all aspects of the
Fusion process. Here we have derived an optimal and heuristic
for solving the Biosensor location problem with an Ontological
approach toward Sensor Management.

Keywords: Optimization, Ontology, Biosensor location

problem, Heuristic.

I. INTRODUCTION

Complex biological sensor performance drives the decisions

of which sensors to include into the tiered testing approach

of a combined sensor system to achieve high confidence

results. This includes off-site, definitive lab confirmation, with

a reporting delay on the order of a day. This delay can

be critical, particularly in a busy public place. The goal

is to decrease the “time to confirmation” while increasing

confidence in the test results. This research will develop a

standard language and mathematical framework to evaluate

the system level performance of a suite of deployed sensors

and will aim to predict confidence levels for both positive and

negative determinations for the presence of a threat agent.
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Figure 1. Overview

To study the overall performance of a Biosensor system

we study in depth; capabilities of the sensor suite, which

will enable us to develop more meaningful and useful fusion

algorithms to aid the decision makers. A standard language

to describe the performance of a sensor as a function of

critical real-world variables is also developed. From this a

mathematical framework is created to evaluate the system level

performance of an integrated suite of sensors to determine

the sensitivity and specificity of the system. The mathematical

model maximizes the different dynamic variables of sensors

(i.e. where to locate, how to configure, when to extract) subject

to a number of constraints. This process takes into account

a number of conflicting system requirements that need to

work together to attain a solution that will satisfy a multi-

criteria decision-making process. The overview of this process

is represented in Figure 1.

Our approach spans the Fusion process from the Ontological

definition of the characterizes of Biosensors through a mathe-

matical model for Sensor Management. Primarily our research

deals with the location and sampling rates of Biosensors

(Level 4 Fusion) in a specific geographical location so as to

optimize the coverage of the different types of sensor while

minimizing cost. We also use the results of our research to give

decision-makers Situational Awareness (Level 2 Fusion) of the

vulnerabilities of a region based on sensor location. Finally,

our results can be extended to measure Impact or Threat (Level

3 Fusion) on a region for a particular biological agent.

II. ONTOLOGICAL REPRESENTATION

To build a sound and useful reasoning system is not a simple

task. A system represented by constructing an Ontology is

much more tractable, than most of the methods available. The

subject of Ontology is the study of the categories of things that

exist or may exist in some domain. It is a catalog of the types

of things that are assumed to exist in a domain of interest D

from the perspective of a person who uses a language L for

the purpose of talking about D. An informal Ontology may

be specified by a catalog of types that are either undefined

or defined only by statements in a natural language and a

formal Ontology can be specified by a collection of names for

concept and relation types organized in a partial ordering by

the type-subtype relation.

OWL [1] is a web Ontology language intended to be used

when the information contained in documents needs to be

processed by applications, as opposed to situations where
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the content only needs to be presented to humans. One

advantage of OWL ontologies is the availability of tools that

can reason about them. These tools provide generic support

that is not specific to the particular subject domain, which

would be the case if one were to build a system to reason

about a specific industry-standard XML schema. Based on

the supported functionalities there are three sublanguages of

OWL: OWL Lite, OWL DL and OWL Full. There are many

factors that come into deciding the appropriate sub-language

to use.

One of the key features of ontologies that are described

using OWL is that they can be processed by a reasoner.

One of the main services offered by a reasoner is to test

whether or not one class is a subclass of another class. By

performing such tests on all of the classes in Ontology it is

possible for a reasoner to compute the inferred Ontology class

hierarchy. Another standard service that is offered by reasoners

is consistency checking. Based on the description (conditions)

of a class the reasoner can check whether or not it is possible

for the class to have any instances. A class is deemed to be

inconsistent if it cannot possibly have any instances.

Protégé [2] is a free, open source Ontology editor and

knowledge-base framework. The Protégé platform supports

two main ways of modeling ontologies via the Protégé-Frames

and Protégé-OWL editors. Protégé ontologies can be exported

into a variety of formats including RDF(S), OWL, and XML

Schema. Protégé-Frames is traditionally rather object-oriented

(frame-based) with classes and slots, while Protégé-OWL is

based on description logics. In Protégé-OWL the manually

constructed class hierarchy is called the “asserted hierarchy”.

The class hierarchy that is automatically computed by the

reasoner is called the “inferred hierarchy”. In this research we

use OWL Ontology with Protégé-OWL editor and reasoner

“RACER”.

A. Biosensor Ontology

To be able to answer a number of questions on Biosensors,

we need to be able to have a clear understanding on the

sensors themselves. In particular, the understanding of the

capabilities of the biosensor suite will enable us to develop

more meaningful and useful fusion algorithms to aid the

decision makers.

A biosensor is a device that measures the presence or

concentration of biological molecules or biological structures

by translating a biochemical interaction at the probe/sensing

surface into a quantifiable physical signal such as light or

electric pulse. Although most of the existing biosensors are

used for medical applications, an exponential increase in the

usage of biosensors for non-medical monitoring and analysis

is anticipated in the next few years. In particular, several

biosensors have been/are being developed for the detection and

prevention of bioterrorist attacks. Biological weapons (also

known as biological agents) include bacteria (e.g. anthrax),

viruses (e.g. smallpox) and toxins (e.g. ricin) that are spread

deliberately in air, food or water to cause widespread damage

and destruction. Hence timely detection of the presence of

these agents is very important for prevention of bioterrorist

attacks.

Since detecting the aforementioned bioagents is the primary

goal of the biosensors of interest, the initial Ontology (Figure

2) we developed has 2 major classes: Biological agent (Agent

Class) and Available products (Product Class). The Agent

Class has 3 subclasses, namely Bacteria, Toxin and Virus.

Bacteria subclass has individual bacterial agents as subclasses.

They are Anthrax, Bacillus Globigii, Brucellosis, Diphtheria,

Plague and Tularemia. The Toxin subclass has Botulinum,

Ricin and SEB subclasses, whereas Virus subclass includes

Orthopox Virus (Small Pox) subclass. The Product Class

has Product Anthrax, Product Brucellosisas subclasses. The

reasoner assigns the Individual biosensors to each of these

classes based on their capabilities.
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Figure 2. Biosensor Ontology

Note that these subclasses were designed based on the

agent-detection capabilities of existing biosensors. As the

Ontology grows with the addition of future biosensors, new

subclasses can easily be added to the Ontology. The Protégé

representation of Ontology is shown in Figure 3.

Types of

agents

Types of

agents

AgentsAgents

Biosensor slotsBiosensor slots

Biosensors

Figure 3. Protégé Representation of Ontology

Since the goal of this project is to identify the optimal
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biosensor based on its agent-detection capabilities, cost, relia-

bility etc., the following properties of biosensors were deemed

appropriate for this work.

1) Agents detected by a biosensor

2) Types of sample of the bioagents

3) Range of a biosensor

4) Sensitivity

5) Specificity

6) False positive rate for the microbe (bacteria and virus)

and toxin screen

7) False negative rate for the microbe (bacteria and virus)

and toxin screen

8) Startup time

9) Response time

10) Data analysis time

11) Life time of a biosensor

12) Cost of the biosensor unit

13) Cost of Consumables (sampling equipment)

14) Mean time between maintenance

15) Mean time between failure

16) Operating temperature

17) Energy source of a biosensor (Battery or AC Power)

18) Operator skill level required to operate the biosensor

Based on the data available [4] [5] [6] for existing biosen-

sors, 33 biosensors were identified for the Ontology. Based

on their mobility type, there were 8 handheld biosensors,

9 Mobile Lab biosensors, 12 Fixed Site biosensors and 4

Standoff biosensors.

III. BIOSENSOR LOCATION PROBLEM

“Early warning” is critical in defense against terrorism.

This is a crucial factor underlying anyone’s plans to place

networks of sensors/detectors to warn of a bioterrorist attack.

It’s not easy to locate sensors, since networks of sensors

are expensive; and the ways to locate them to maximize

“coverage” and expedite an alarm is also not easy to determine.

Sensor Location Problem (SLP) is a modeling problem, which

has been extensively studied. If we select an approach that

improves upon existing adhoc location methods, then we could

save myriad lives in the case of an attack and also money in

capital and operational costs. But, the sensor locations must

be precise enough to detect any given agent. We define SLP

as the location of the minimum number of counting sensors,

in a given region, to cover most of the area for any possible

agent attack.

SLP problem at its current stage is not mature enough

for precise formulation, mathematical modeling, algorithmic

analysis and implementation in a real life environment. The

relevant tools we can use for SLP are: Network design,

Network analysis, Location theory, Reliability theory, Data

mining, Fluid dynamic modeling, Source-to-dose modeling

and Time series analysis [7] [8] [9] [10].

There are many available types of sensors. Sensor technol-

ogy is changing rapidly and sensors come with a variety of

characteristics. A good sensor location methodology should

not be dependent upon particular sensor technologies. The SLP

must be precisely modeled with many possible formulations.

It should be able to identify and ameliorate false alarms,

defend against a “worst case” attack or an “average case”

attack. The SLP solution must minimize the time to first alarm.

Considering the location problem the model should maximize

“coverage” of the area, within the cost constrain.

The issues to be addressed when we want to locate sen-

sors are: What is an appropriate mix of sensors? Where to

locate sensors for best protection and early warning? Given

a mix of available sensors and a fixed budget (cost), what

mix will best accomplish our goals? Will the methods we

develop be independent of today’s technology? How to take

care of the differences among sensors, like: response time,

accuracy and reliability, stationary vs. mobile, constraints on

their location, cost, etc. How is the sensor data reported, do

humans physically examine collection devices or is the data

electronically reported? Do the sensors report data discretely

or continuously? Some other modeling issues to be considered

are probability of release at different locations, geography,

buildings, weather, population distribution, etc. These are some

of the issues which we will try to address while formulating

the Biosensor location problem.

IV. OPTIMAL FORMULATION

A. Notation

The Biosensors are to be located over a given area. The

area under consideration is discretized as shown in Figure 4.

With the issues discussed for SLP, we start with the modeling

of Biosensor location problem. The variables used in the

mathematical model are:

Figure 4. Example Grid

i = index of sensor type,

j = index of agent type,

k = index of cell where a sensor is located,
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l = index of cell for sensing area,

Cik = cost of locating sensor i in cell k,

SC
(α,β,θ)
kl = sampling cost if sensor i located in cell

k samples from cell l,

Sij = sensitivity of sensor i to agent j,

αijkl = sensing capability of sensor i located in cell k

on cell l for agent j (Aerosols),

βijkl = sensing capability of sensor i located in cell k

on cell l for agent j (Liquids),

θijkl = sensing capability of sensor i located in cell k

on cell l for agent j (Solids),

Pjl = population vulnerability to agent j in cell l,

Gjl = geo-spatial vulnerability to agent j in cell l,

P ′′ = threshold of population contaminated,

Ri = sensing range of sensor i, which is 0, 1, 2,. . . ,

α′

jl = probability that cell l would receive an aerosol

bio-contaminating attach of agent j,

β′

jl = probability that cell l would receive an liquid

bio-contaminating attach of agent j,

θ′jl = probability that cell l would receive an solid

bio-contaminating attach of agent j,

λi = operator skill level,

t
(α,β,θ)
ij = analysis time of sensor for agent j by

sample aerosols or liquids or solids,

T
(α,β,θ)
ijkl = total time for sensor i located in cell k

including obtaining aerosol, liquids or solids

sample and analysis time for agent j,

sp = speed of traveling (unit distance per hour),

γ
(α,β,θ)
j =







1 agent j can by detected by sample

aerosols or liquids or solids

0 otherwise,

δij =

{

1 sensor i can detect agent j

0 otherwise,

σ
(α,β,θ)
i =







1 sensor i can detect agents by sample

aerosols or liquids or solids

0 otherwise,

Some parameters are obtained by formula.

αijkl =Sijγ
α
j δijσ

α
i

1

1 + Ri

,

Tα
ijkl =tαij + sp ∗ Euclidean distance between k and l

B. Formulation

The decision variables in the formulation are:

xik =

{

1 sensor i is located at cell k

0 otherwise,

Zα
ijkl =







1 sensor i which is located at cell k is going

to detect agent j for cell l by sample air

0 otherwise,

yα
ikl = number of times we sample for sensor i which is

located at cell k for cell l by sample air,

The Biosensor location problem is formulated as follows:

Objective Function:

Min
∑

i

∑

k

Cikxik +
∑

i

∑

k

∑

l

(SCα
kly

α
ikl)

Subject to:

maxi,k (αijklxik) ≥ α′

jlP̄jl ∀ j, l (1)

SijPjl

[

24α′

jl

2
∑

i′

∑

k′ (yα
i′k′lδi′j)

+ Tα
ijkl

]

+

(1 − Sij) Pjl

[

72α′

jl

2
∑

i′

∑

k′ (yα
i′k′lδi′j)

+ Tα
ijkl

]

≤ P ′′ +
M

∑

i′

∑

k′ (yα
i′k′lδi′j)

(

1 − Zα
ijkl

)

∀ i, j, k, l

(2)

yα
ikl ≤ M

∑

j

Zα
ijkl ∀ i, k, l (3)

yα
ikl ≤

24

minjT
α
ijkl

∀ i, k, l (4)

Myα
ikl ≥

∑

j

Zα
ijkl ∀ i, k, l (5)

∑

i

(xikλi) ≤ Gjl for k = l;∀ j (6)

xik ∈ {0, 1} ∀ i, k (7)

yα
ikl ≥ 0 and integer ∀ i, k, l (8)

Zα
ijkl ∈ {0, 1} ∀ i, j, k, l (9)

The objective of the model is to minimize the total cost of

locating Biosensors, which includes locating cost for sensors

and sampling cost for each cell covered by the sensor. The

model is formulated such that sensor allocation will cover all

the cells for all the agents. Based on the sampling time (Tijkl)

of an agent for a given sensor and the time required to travel

between cells, the model also solves for the sampling rate for

each assigned sensor. Based on the area under consideration

we consider two user inputs: population (Pjl) and geo-spatial

vulnerability (Gjl). These user specified parameters are depen-

dent on the population density and political importance of the

cell. We also have a parameter which provides the probability

that any given cell will receive an attach (α
′

jl), based on the
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intelligence report available apriori. The remaining variables

are populated through the Biosensor Ontology.

Constraint (1) ensures that there will be atleast one sensor

which will detect any given agent for the whole area under

consideration. In this constrain, the sensitivity of the sensor

and the total population contamination threshold, are taken into

consideration. Constraint (2) ensures that the time to detect

an agent is less than the threshold which is measured by the

population contaminated in each cell. Constraint (3) means

that the number of times we sample is 0, if sensor i is not

assigned to detect agent j in cell l. Constraint (4) ensures that

the number of times we sample is less than a threshold, which

is the maximum most number of times we can sample during

a given time period (one day). Constraint (5) ensures that the

number of times we sample using sensor i for cell l is at least

one if the senor i is assigned to detect at least one agent at cell

l. Constraint (6) guarantees the operator skill level required to

operate sensors located at cell k to be satisfied. Constraints (7),

(8) and (9) ensures that all the decision variables are positive.

Looking at the terms in Constraints (1) and (2) we can say

that the given formulation in non linear and is NP hard. So

we linearize these constraints to simplify the formulation. The

formulation after linearization/simplification, changes to:

Min
∑

i

∑

k

Cikxik +
∑

i

∑

k

∑

l

(SCα
kly

α
ikl)

Subject to:

αijklxik ≥ α′

jlP̄jlZ
α
ijkl ∀ i, j, k, l (10)

∑

i

∑

k

Zα
ijkl ≥ 1 ∀ j, l

(

PjlT
α
ijkl − P ′′

)

∑

i′

∑

k′

(yα
i′k′lδi′j) +

12SijPjlα
′

jl + 36 (1 − Sij) Pjlα
′

jl

≤M
(

1 − Zα
ijkl

)

∀ i, j, k, l (11)

yα
ikl ≤ M

∑

j

Zα
ijkl ∀ i, k, l

yα
ikl ≤

24

minjT
α
ijkl

∀ i, k, l

Myα
ikl ≥

∑

j

Zα
ijkl ∀ i, k, l

∑

i

(xikλi) ≤ Gjl for k = l;∀ j

xik ∈ {0, 1} ∀ i, k

yα
ikl ≥ 0 and integer ∀ i, k, l

Zα
ijkl ∈ {0, 1} ∀ i, j, k, l

Constraints (1) and (2) from the original formulation are

linearized and modified to Constraints (10) and (11). The

remaining formulation including the objective function is not

changed.

C. Illustrative Example

A sample problem has been generated to illustrate the

functioning of mathematical model illustrated in Section IV-B.

The area under consideration is the downtown Buffalo, NY

area. A 8 x 8 grid is overlayed as shown in (Figure 4). A total

of 4 sensors and 2 agents are considered for analysis. The

probabilities of aerosol, liquid and solid attack are: (α′

jl) 0.73,

(β′

jl) 0.69 and (θ′jl) 0.57 respectively. The remaining values are

given in Table I. The mathematical problem is ran in CPLEX

9.0 installed on a computer running Windows XP with 2Ghz

processors (Dual Core) and 2Gb RAM.

Table I
EXAMPLE PARAMETERS

Sensors
Agents (Sensitivity) Grid size

λi
Cost Response

1 2 (Range) ($) time/agent (min)

1 0.94 - 1x1 0.2 500 15

2 - 0.92 3x3 0.3 4000 13

3 0.7 0.85 3x3 0.4 5000 10, 8

4 0.8 0.68 3x3 0.4 4900 12, 7

The mathematical model fails to find the optimal solution,

because CPLEX runs out of memory after processing for more

than 35 hours. The objective function value obtained after

35.74 hours is $109584.19. After solving the mathematical

model without the sampling constraint, the objective function

value is $51,400 and the sensor locations are shown in Figure

5.

3 3 3

1 1 3

1 1, 2 1 3

1

4 2 3 3

1

Figure 5. Optimal Solution for Locating 4 Sensors for 2 Agents.

The sampling constraint increases the complexity of the

problem, and hence runs out of memory. But when we

only consider biosensor location problem, CPLEX can solve

the problem in a reasonable computational time. Therefore

we try to solve the mathematical model for only locating

Biosensors over the same area under consideration using the

actual Biosensor Ontology developed in Section II-A. The

actual Ontology has 33 Biosensors and 23 agents. The solution

for this problem is shown in Figure 6. The location cost is

$110.9/day.
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Figure 6. Optimal Solution for Locating 33 Sensors for 26 Agents.

V. HEURISTIC

The optimal formulation for the Biosensor location problem

fails to run for a very simple problem with 4 sensor and 2

agents so we seek a heuristic to solve the problem. Here the

objective remains the same; minimizing the cost of allocating

sensors to the region under consideration while satisfying the

sensitivity constraints. The parameters and indexes for the

heuristic remain the same except for an addition of few of

them.

P̄jl = population contaminated by agent j in cell l/ hour,

LTi = life time of sensor i,

For the heuristic we will also like to define two sets:

Wn = set of (j,l) combination at iteration n,

Ln = set of (j,l) where all constraints are satisfied by

a (i,k) pair at iteration n

The decision variables in our formulation are:

xik =

{

1 sensor i is located at cell k

0 otherwise,

Zijkl =







1 sensor i which is located at cell k is going

to detect agent j for cell l

0 otherwise,

Qijkl = number of times we sample for sensor i which is

located at cell k for cell l in order to detect

agent j,

yikl = number of times we sample for sensor i which is

located at cell k for cell l in order to detect

all agents,

We first define a critical value for each (i,k) pair.

v(i, k) =

∑

(j,l)∈W n αijkl

Cik

∑

j

δijLTi

where n is the iteration number. Then we initialize the

following variables:

1) n=1.

2) W 1 involves all (j,l) pairs.

3) Ln = Φ ∀n.

4) Xik = 0, Qijkl = 0, yikl = 0, ykl = 0, ∀ i, j, k, l.

These are steps of the heuristic:

1) Calculate the critical value (v(i,k)) for each (i,k) pair at

n.

2) Pick up the (i,k) pair with the highest critical value

among all the (i,k) pairs and denote it by (i∗, k∗). Set

xi∗k∗ = 1.

3) Check Constraints 12 and 13 for each (j,l) pair.

α(i∗)j(k∗)l ≥ α′

jlP̄jl (12)
⌊

24

T(i∗)j(k∗)l

⌋

≥

⌈

24Pjl

P ′′

⌉

(13)

If both Constraints 12 and 13 are satisfied for a (j,l) pair,

then include (j,l) pair in set Ln.

4) Q(i∗)j(k∗)l=
⌈

24Pjl

P ′′

⌉

∀ (j, l) ∈ Ln.

5) Wn+1=Wn-Ln.

If Wn+1 = Φ, STOP. Set yikl = maxjQijkl Otherwise,

n = n + 1.

6) If n = iteration limit, STOP. Infeasible solution. Other-

wise go to step 1.

The total cost obtained from the heuristic is given by Equation

14.

Total Cost =
∑

i

∑

k

Cik

LTi

Xik +
∑

k

∑

l

SCklykl (14)

VI. SOLUTION ANALYSIS

The heuristic is solved over the sample problem with 4

sensors and 2 agents and it solves in less than a second. In

order to check the quality of heuristic, we apply the heuristic

considering only location problem without sampling, the so-

lution is shown in Figure 7. The location cost is $118.0/day.

The optimality gap between the optimal solution ($110.9/day)

obtained in Section IV-C and the heuristic solution is 6.38%.

The heuristic is then applied over the complete Biosensor

Ontology developed in Section II-A, and we obtain a feasible

solution in less than a minute. The total cost to locate and

sample from the sensors is $20769/day. The solution of

location part is shown in Figure 8. If we compare this solution

and the previous heuristic solution shown in Figure 7, we can

see that only three more sensors are added around downtown

area where the population is dense.

A. Sensitivity Analysis of Contaminated Population Threshold

and Cost

If we change the threshold for population contaminated

(P ′′), the total cost will change as well. If we tighten the

population contaminated threshold, i.e. reduce the value of

population contaminated increasing the detection probability,

the total cost tends to increase. Even if the constraint is too

tight, it is still impossible to obtain a feasible solution. If we
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Figure 8. Heuristic Solution to Location and Sampling

increase the value of threshold, the total cost tends to decrease.

This result analysis can be seen in Table II.

VII. CONCLUSIONS

Post 9/11, the DHS requires a suite of sensor technologies

to defend against a threat attack with biowarfare agents.

With new emerging technologies, the Ontology structure is

a way to accommodate these new advancements. Multiple

heterogeneous sensors used in succession in a tiered analysis

or for spatial coverage require consistent Ontologies and math-

ematics for fusion of the sensor data. The immediate benefit

of this research will be a foundation for fusion to provide

an integrated threat assessment from all available biosensor

information. Optimal sensor location tool developed as a test-

bed for this approach provides a useful tool for the optimal

placement of biosensors for programs such as BioWatch [11].

The main contribution to the Fusion community is the com-

prehensiveness of the model and the efficiency of the solution

methodology in the Process Refinement of Biosensors.

Table II
SENSITIVITY ANALYSIS

P” Location Cost Total Cost

20 infeasible infeasible

25 123.5 20769

30 118 17002

35 118 15309

40 118 13064

45 118 13064

50 118 10299

55 118 10299

60 118 9621

100 118 5902

200 118 5224

1000 118 5224

INF 118 5224
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