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Abstract— Various Intrusion Detection Systems reported in
literature have shown distinct preferences for detecting a certain
class of attacks with improved accuracy, while performing
moderately on the other classes. With the advances in sensor
fusion, it has become possible to obtain a more reliable and
accurate decision for a wider class of attacks, by combining
the decisions of multiple Intrusion Detection Systems. In this
paper, an architecture using Data-Dependent decision fusion is
proposed. The method gathers an in-depth understanding about
the input traffic and also the behavior of the individual Intrusion
Detection Systems by means of a Neural Network supervised
learner unit. This information is used to fine-tune the fusion
unit, since the fusion depends on the input feature vector. For
illustrative purposes, three Intrusion Detection Systems namely
PHAD, ALAD, and Snort have been considered using the DARPA
1999 dataset in order to validate the proposed architecture. The
overall performance of the proposed sensor fusion system shows
considerable improvement with respect to the performance of
individual Intrusion Detection Systems.

Index Terms— Intrusion Detection Systems (IDS), Data-
Dependent Fusion (DD Fusion), F-score, Sensor Fusion, Neural
Network

I. INTRODUCTION

The frequent and the large-scale network attacks have led
to an increased need for securing any network on the Internet.
Intrusion Detection System (IDS) attempts to identify and
respond to activities that endanger the confidentiality, integrity
or availability of information or resources on the computer or
network [1]. The IDS analyzes the network data and looks for
patterns of attacks. Patterns can be as simple as an attempt to
access a specific port or as complex as sequences of operations
directed at multiple hosts over an arbitrary period of time.

The field of Intrusion Detection has been studied for more
than two decades starting with the works of Anderson [2], and
the seminal paper by Denning [3]. However, the state-of-the-art
in IDS has not reached a stage of acceptable perfection and does
not adequately address the threat of computer-based attacks.
Various intrusion detection systems reported in literature have
shown distinct preferences for detecting a certain class of attacks
with improved accuracy, while performing moderately on the
other classes. Fusion of highly sophisticated IDSs, each of which
is usually developed for a particular attack may detect a large
fraction of attacks with an appreciable impact on the total trend
in attacks.

In view of the enormous computing power available in the
present day processors, multi-sensor fusion has been attempted
earlier, in order to obtain enhanced performance by combining

the response from different intrusion detection systems. In this
paper, an advanced technique for weighted sensor fusion has
been introduced for enhancing the performance of practical IDSs.
To this end, the decisions of intrusion sensors are combined with
weights derived using a machine learning approach.

The paper is organized as follows. Section II is a brief review
of the related work of sensor fusion in intrusion detection
systems. Section III presents the proposed Data-Dependent (DD)
fusion architecture. Section IV illustrates and discusses the
results of the proposed architecture. In section V the conclusion
of the paper is drawn.

II. REVIEW OF THE RELATED WORK

Tim Bass [4] has presented a framework to improve the
performance of intrusion detection systems based on data
fusion. A few first steps towards developing the engineering
requirements using the art and science of multi-sensor data
fusion as an underlying model is provided in [4]. Giacinto et
al. [5] proposed an approach to intrusion detection based on
fusion of multiple classifiers. With each member of the classifier
ensemble trained on a distinct feature representation of patterns,
the individual results are combined using a number of fixed and
trainable fusion rules. The formulation of the intrusion detection
problem as a pattern recognition task using data fusion approach
based on multiple classifiers is attempted by Didaci et al. [6].
The work confirms that the combination reduces the overall error
rate, but may also reduce the generalization capabilities.

The superiority of data fusion technology applied to intrusion
detection systems is presented in the work of Wang et al. [7]. The
method uses information collected from the network and host
agents and application of Dempster-Shafer theory of evidence.
The use of data fusion in the field of DoS anomaly detection is
presented by Siaterlis and Maglaris [8]. The Dempster-Shafer
theory of evidence is used as the mathematical foundation for
the development of a novel Denial of Service (DoS) detection
engine. The detection engine is evaluated using the real network
traffic. Another work incorporating the Dempster-Shafer theory
of evidence is by Hu et al. [9]. The Dempster-Shafer theory
of evidence in data fusion is observed to solve the problem of
how to analyze the uncertainty in a quantitative way. In the
evaluation, the ingoing and outgoing traffic ratio and service rate
are selected as the detection metrics, and the prior knowledge in
the Distributed Denial of Service (DDoS) domain is proposed to
assign probability to evidence.
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Siraj et al. [10] discuss a Decision Engine for an Intelligent
intrusion detection system (IIDS) that fuses information from
different intrusion detection sensors using an artificial intelligence
technique. The Decision Engine uses Fuzzy Cognitive Maps
(FCMs) and fuzzy rule-bases for causal knowledge acquisition
and to support the causal knowledge reasoning process. Tho-
mopolous in one of his work [11], concludes that with the individ-
ual sensors being independent, the optimal decision scheme that
maximizes the probability of detection at the fusion for fixed false
alarm probability consists of a Neyman-Pearson test at the fusion
unit and the likelihood ratio test at the sensors. The threshold
based fusion of combining multiple IDSs by fixing a certain
number of false alarms is discussed in the work of Thomas and
Balakrishnan [12]. This is a case of combining the top ranking
outputs of each IDS after removing the duplicate alerts and setting
the maximum acceptable false alarm rate.

The other somewhat related works albeit distantly are the alarm
clustering method by Perdisci et al. [13], aggregation of alerts
by Valdes et al. [14], combination of alerts into scenarios by
Dain et al. [15], the alert correlation by Cuppens et al. [16],
the correlation of Intrusion Symptoms with an application of
chronicles by Morin et al. [17], and aggregation and correlation of
intrusion-detection alerts by Debar et al. [18]. The correlation of
alerts is mainly by grouping alerts that are part of the same attack
trend and hence it avoids duplicates completely. The aggregation
of alerts is based on certain criteria to aggregate severity level,
reveal trends, and clarify attacker’s intentions. The work of Valeur
et al. [19] presents a general correlation model that includes a
comprehensive set of components and a framework based on this
model. These works address the issue of efficiently managing
the large number of alerts by providing an unified description
of the alerts from individual IDSs. Considering these, along
with the work discussed in [12], a new architecture to achieve
improvement in the detection rate without increasing the false
alarm rate beyond the acceptable margin set by DARPA evaluation
test is proposed in this work.

III. PROPOSED DATA-DEPENDENT DECISION FUSION

SCHEME

It is necessary to incorporate an architecture that considers
a method for improving the detection rate by gathering an
in-depth understanding about the input traffic and also the
behavior of the individual IDSs. This helps in automatically
learning the individual weights for the combination when the
IDSs are heterogeneous and shows difference in performance.
The architecture should be independent of the dataset and the
structures employed, and has to be used with any real valued
data set.

A novel data-dependent architecture underpinning sensor
fusion to significantly enhance the IDS performance is attempted
in this work. A better architecture by explicitly introducing
the data-dependence in the fusion technique is the key idea
behind this architecture. The disadvantage of the commonly used
fusion techniques which are either implicitly data-dependent or
data-independent, is due to the unrealistic confidence of certain
IDSs. The idea in the proposed architecture is to properly analyze
the data and understand when the individual IDSs fail. The
fusion unit should incorporate this learning from input as well
as from the output of detectors to make an appropriate decision.

The fusion should thus be data-dependent and hence the rule set
has to be developed dynamically. The proposed architecture is
different from conventional fusion architectures and guarantees
improved performance in terms of detection rate and the false
alarm rate, works well even for large datasets, is capable of
identifying novel attacks since the rules are dynamically updated
and has improved scalability. The proposed architecture is given
in Fig. 1.

The proposed architecture has three-stages; the IDSs that
produce the alerts as the first stage, the neural network supervised
learner determining the weights to the IDSs’ decisions depending
on the input as the second stage, and then the fusion unit doing
the weighted aggregation. The Neural Network learner can be
considered as a pre-processing stage to the fusion unit. The
neural network is most appropriate for weight determination,
since it becomes difficult to define the rules clearly, mainly
as more number of IDSs are added to the fusion unit. When
a record is correctly classified by one or more detectors, the
neural network will accumulate this knowledge as a weight
and with more number of iterations, the weight gets stabilized.
The architecture is independent of the dataset and the structures
employed, and can be used with any real valued dataset. Thus
it is reasonable to make use of neural network learner unit
to understand the performance and assign weights to various
individual IDSs for a large dataset.

The weight assigned to any IDS not only depends on the
output of that IDS as in the case of the probability theory or
the Dempster-Shafer theory, but also on the input traffic which
causes this output. A neural network unit is fed with the output
of the IDSs along with the respective input for an in-depth
understanding of the reliability estimation of the IDSs. The
alarms produced by the different IDSs when they are presented
with a certain attack clearly tell which sensor generated more
precise result and what attacks are actually occurring on the
network traffic. The output of the neural network unit corresponds
to the weights which are assigned to each one of the individual
IDSs. The IDSs can be fused with the weight factor to produce
an improved resultant output.

The proposed architecture refers to a collection of diverse IDSs
that respond to an input traffic and the weighted combination
of their predictions. The weights are learned by looking at
the response of the individual sensors for every input traffic
connection. The fusion output can be represented as:

y = Fj(w
i
j(xj, S

i
j), S

i
j),

where the weights wi
j are dependent on both the input xj

as well as individual IDS’s output Si
j , where the suffix j refers

to the class label and the prefix i refers to the IDS index.
The fusion unit used gives a value of one or zero depending
on the set threshold being higher or lower than the weighted
aggregation of the IDS’s decisions. The next section describes
the Data-Dependent decision fusion algorithm in detail.

The individual IDSs chosen for fusion are of low bias,
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Fig. 1. Data-Dependent Fusion method

comparatively high variance (which gets reduced on fusion),
and a low error correlation (or they make different error or
a high variance component of error). Hence the proposed
data-dependent fusion architecture allows the IDSs to develop
diversity while being trained. What is required of the final fusion
unit is that it generalizes well after training (reduced bias) on
an unexpected traffic stream and additionally avoids over-fitting,
which ensures variance reduction. Thus the proposed architecture
exploits the experimental observation made in work of Giacinto
et al.[5] that training is done in different feature subspaces.
The test has been conducted on the entire test set and then the
evidence is combined to produce the final decision.

The training of the neural network unit by back propagation
involves three stages: the feed forward of the output of all the
IDSs along with the input training pattern, which collectively
form the training pattern for the neural network learner unit, the
calculation and the back propagation of the associated error, and
the adjustments of the weights. After the training, the neural
network is used for the computations of the feedforward phase.
A multilayer network with a single hidden layer is sufficient in
our application to learn the reliability of the IDSs to an arbitrary
accuracy according to the proof available in Fausett [20].

It is expected that the proposed data-dependent fusion
architecture will show a very high potential for improved
performance. The computational complexity introduced by the
proposed method can be justified by the possible gains which
are illustrated.

IV. RESULTS AND DISCUSSION

A. Test Setup

The test set up for the experimental evaluation consisted of
three Pentium machines with Linux Operating System. The
experiments were conducted with the simulated IDSs PHAD[21],
ALAD[22], and Snort[23], distributed across the single subnet
observing the same domain. PHAD, is based on attack detection
by extracting the packet header information, whereas ALAD
is application payload-based, and Snort detects by collecting
information from both the header and the payload part of
every packet on time-based as well as on connection-based
manner. This choice of heterogeneous sensors in terms of their
functionality was to exploit the advantages of fusion IDS [4].
The PHAD being packet-header based and detecting one packet

at a time, was totally unable to detect the slow scans. However,
PHAD detected the stealthy scans much more effectively. The
ALAD being content-based has complemented the PHAD by
detecting the Remote to Local (R2L) and the User to Root (U2R)
with appreciable efficiency. Snort was efficient in detecting the
Probes as well as the DoS attacks.

The weight analysis of the IDS data coming from PHAD,
ALAD, and Snort was carried out by the Neural Network
supervised learner before it was fed to the fusion element.
The detectors PHAD and ALAD produces the IP address
along with the anomaly score whereas the Snort produces the
IP address along with severity score of the alert. The alerts
produced by these IDSs are converted to a standard binary
form. The Neural Network learner inputs these decisions along
with the particular traffic input which was monitored by the IDSs.

The neural network learner was designed as a feed forward
back propagation algorithm with a single hidden layer and 25
sigmoidal hidden units in the hidden layer. Experimental proof
is available for the best performance of the Neural Network with
the number of hidden units being log(T ), where T is the number
of training samples in the dataset [24]. The values chosen for
the initial weights lie in the range of −0.5 to 0.5 and the final
weights after training may also be of either sign. The learning
rate is chosen to be 0.02. In order to train the neural network, it
is necessary to expose them to both normal and anomalous data.
Hence, during the training, the network was exposed to weeks
1,2,3 of the training data and the weights were adjusted using
the back propagation algorithm. An epoch of training consisted
of one pass over the training data. The training proceeded until
the total error made during each epoch stopped decreasing or
1000 epochs had been reached. If the neural network stops
learning before reaching an acceptable solution, a change in the
number of hidden nodes or in the learning parameters will often
fix the problem. The other possibility is to start over again with
a different set of initial weights.

The fusion unit performed the weighted aggregation of the
IDS outputs for the purpose of identifying the attacks in the
test dataset. It used binary fusion by giving an output value of
one or zero depending the value of the weighted aggregation of
the various IDS decisions. The packets were identified by their
timestamp on aggregation. A value of one at the output of the
fusion unit indicated the record to be under attack and a zero
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indicated the absence of an attack.

B. Data Set

The MIT Lincoln Laboratory under DARPA and AFRL
sponsorship, has collected and distributed the first standard
corpora for evaluation of computer network intrusion detection
systems. The network traffic including the entire payload of
each packet was recorded in tcpdump format and provided
for evaluation. In these evaluations, the data was in the form
of sniffed network traffic, Solaris BSM audit data, Windows
NT audit data (in the case of DARPA 1999) and file system
snapshots and tried to identify the intrusions that had been
carried out against a test network during the data-collection
period. The test network consisted of a mix of real and simulated
machines; background traffic was artificially generated by the
real and simulated machines while the attacks were carried out
against the real machines. This MIT-DARPA dataset (IDEVAL
1999) [25] was used to train and test the performance of
Intrusion Detection Systems. The data for the weeks one and
three were used for the training of the anomaly detectors
and the weeks four and five were used as the test data. The
training of the Neural Network learner was performed on the
training data for weeks one, two and three, after the individual
IDSs were trained. Each of the IDS was trained on distinct
portions of the training data (ALAD on week one and PHAD
on week three), which is expected to provide independence
among the IDSs and also to develop diversity while being trained.

The classification of the various attacks found in the network
traffic is explained in detail in the thesis work of Kendall [26]
with respect to DARPA intrusion detection evaluation dataset
and is explained here in brief. The attacks fall into four main
classes namely, Probe, Denial of Service(DoS), Remote to
Local(R2L) and the User to Root (U2R). The Probe or Scan
attacks automatically scan a network of computers or a DNS
server to find valid IP addresses, active ports, host operating
system types and known vulnerabilities. The DoS attacks are
designed to disrupt a host or network service. In R2L attacks, an
attacker who does not have an account on a victim machine gains
local access to the machine, exfiltrates files from the machine
or modifies data in transit to the machine. In U2R attacks, a
local user on a machine is able to obtain privileges normally
reserved for the unix super user or the windows NT administrator.

With majority of the IDSs it was observed that Probes and
DoS attacks have high detection rate whereas attacks like R2L
and U2R have lower detection rates. The reason was again
evident by observing the training data of the week two which
had appreciably high proportion of Probes and DoS attacks.
Also the R2L and the U2R attacks in the training and testing
represent dissimilar target hypotheses. ALAD and PHAD being
anomaly detectors, the evaluations try to avoid these biasing by
getting trained with the attack-free training data of the week
one and week three respectively. Since the third IDS Snort
performs misuse detection, even Snort was unaffected with this
disproportionate R2L and U2R traffic in the training and test
datasets.

It is important to mention at this point that the proposed
architecture can be generalized beyond the dataset or the IDSs
that get used. The proposed method is independent of the input
traffic or the individual IDSs that take part in fusion. Even with
the criticisms by McHugh [27] and Mahoney and Chan [28]
against the DARPA dataset, the dataset was extremely useful
in the IDS evaluation undertaken in this work. Since none of
the IDSs perform exceptionally well on the DARPA dataset, the
aim is to show that the performance improves with the proposed
method. If a system is evaluated on the DARPA dataset, then
it cannot claim anything more in terms of its performance on
the real network traffic. Hence this dataset can be considered
as the base line of any research [29]. Also, even after eight
years of its generation, even now there are lot of attacks in
the dataset for which signatures are not available in database
of even the frequently updated signature based IDSs. The real
data traffic is difficult to work with; the main reason being the
lack of the information regarding the status of the traffic. Even
with intense analysis, the prediction can never be 100 percent
accurate because of the stealthiness and sophistication of the
attacks and the unpredictability of the non-malicious user as well
as the intricacies of the users in general.

C. Data-Dependent Decision Fusion Algorithm

Training of IDSs

Input:
• The DARPA 1999 training dataset {(xn, yn)}where n refers

to the number of the record in the dataset.
• The two anomaly IDSs are trained with ALAD on week one

and PHAD on week three.

Testing of IDSs

Input:
• The DARPA 1999 test dataset {(xt)}where t refers to the

number of the record in the dataset.
• The testing of the three IDSs are done on the test data of

weeks four and five.
Output:
• The IDS’s output

{
Si

}
where i corresponds to the IDS

number.

Training of NN learner

Input:
• The IDS’s output

{
Si

}
where i corresponds to the IDS

index.
• The DARPA training dataset {(xn, yn)}where n refers to the

number of the record in the dataset.
The IDS outputs as well as the training class labels are such
that Si, yi ∈ Cj where Cj are the 58 class labels, and j varies
from 1 to 58. With the IDSs used in this experiment, it was
simplified as a binary detector with class labels either zero or
one depending on the anomaly score of the anomaly detectors
or the severity of the Snort alert.

Training:
• MATLAB Neural Network tool box is used.
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• Algorithm:Feed Forward Back Propagation
:Four input neurons
:One hidden layer with 25 sigmoidal units
:Output layer of three neurons

The three inputs correspond to the outputs of the three
constituent IDSs and the fourth input neuron is a vector
which corresponds to a single record of the DARPA dataset
where all values of the vector are run.

Testing of the NN learner

Input:
• The IDS’s output

{
Si

}
where i corresponds to the number

of IDSs.
• The DARPA test dataset {(xt)}where t refers to the number

of the record in the dataset.
The IDS outputs are such that Si ∈ Cj where Cj are the 58
class labels, and j varies from 1 to 58. With the IDSs used in
this experiment, it was simplified as a binary detector with class
labels either zero or one depending on the anomaly score of the
anomaly detectors or the severity of the Snort alert.

Testing:
• MATLAB Neural Network tool box is used.
• Algorithm:Feed Forward Network

:Four input neurons
:One hidden layer with 25 sigmoidal units
:Output layer of three neurons

Output:
•

{
wi

j

}
is the output of the NN learner which is expected

to give a measure of the reliability of each of the IDS, i

depending on the observed data class type j.

Fusion Unit

Input:
• The IDS’s output

{
Si

}
where i corresponds to the number

of IDSs.
• The weight factor for the fusion process,

{
wi

j

}
which is the

output of the NN learner which is expected to give a measure
of the reliability of each of the IDS, i depending on the
observed data class type j.

Output:
Binary fusion output is one if the weighted linear aggregation

of the output from all the IDSs is greater than zero and zero
otherwise.

y = 1, if
∑

wi
jS

i > 0

0, otherwise

D. Metrics for Performance Evaluation

The detection accuracy is calculated as the proportion of
correct detections. This traditional evaluation metric of detection
accuracy was not adequate while dealing with classes like
U2R and R2L which are very rare. The cost matrix published
in KDD’99 [30] to measure the damage of misclassification

highlights the importance of these two rare classes. Majority of
the existing IDSs have ignored these rare classes, since it will
not affect the detection accuracy appreciably. The importance of
these rare classes is overlooked with metrics, false positive rate
and the detection rate which are commonly used for evaluation
by most of the IDSs.

1) ROC and AUC: ROC curves are used to evaluate IDS
performance over a range of trade-offs between detection rate
and the false positive rate. The Area Under ROC Curve (AUC)
is a convenient way of comparing IDSs. AUC is the performance
metric for the ROC curve.

2) Precision, Recall and F-score: Precision (P ) is a measure
of what fraction of the test data detected as attack are actually
from the attack class. Recall (R) on the other hand is a measure
of what fraction of attack class is correctly detected. There is a
natural trade-off between the metrics precision and recall. It is
required to evaluate any IDS based on how it performs on both
recall and precision. The metric used is F-score which ranges
from [0,1]. The F-score can be considered as the harmonic mean
of recall and precision, given by:

F -score = 2∗P∗R
P+R

Higher value of F-score indicates that the IDS is performing
better on recall as well as precision.

The detection performance (Det. Perf.= Completeness * Ac-
curacy) is also another metric for performance evaluation of the
combination of sensors.

E. Experimental Evaluation

All the intrusion detection systems that form part of the
fusion IDS were separately evaluated with the same dataset, and
then the empirical evaluation of the proposed data-dependent
decision fusion method was also presented. The results support
the validity of the proposed approach compared to the various
existing fusion methods of IDSs.

It can be observed from the Tables I, II and III that the attacks
detected by different IDSs were not necessarily the same and
also that no individual IDS was able to provide acceptable values
of all the performance measures. It may be noted that the false
alarm rates differ in the case of snort as it was extremely difficult
to try for a fair comparison with equal false alarm rates for all
the IDSs because of the unacceptable ranges for the detection
rate under such circumstances.

Table IV and Fig. 2 show the improvement in performance of
the proposed Data-Dependent fusion method over each of the
three individual IDSs. The detection rate is acceptably high for
all types of attacks without affecting the false alarm rate

The results evaluated in Table V show that the accuracy (Acc.)
and AUC are not good metrics with the imbalanced data where
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TABLE I
ATTACKS OF EACH TYPE DETECTED BY PHAD AT A FALSE POSITIVE OF

0.002%

Attack type Total attacks Attacks detected % detection

Probe 37 22 59%
DoS 63 24 38%
R2L 53 6 11%

U2R/Data 37 2 5%
Total 190 54 28%

TABLE II
ATTACKS OF EACH TYPE DETECTED BY ALAD AT A FALSE POSITIVE OF

0.002%

Attack type Total attacks Attacks detected % detection

Probe 37 6 16%
DoS 63 19 30%
R2L 53 25 47%

U2R/Data 37 10 27%
Total 190 60 32%

the attack class is rare compared to the normal class. Accuracy
was heavily biased to favor majority class. Accuracy when used
as a performance measure assumed target class distribution to
be known and unchanging, and the costs of FP and FN to be
equal. These assumptions are unrealistic. If metrics like accuracy
and AUC are to be used, then the data has to be more balanced
in terms of the various classes. If AUC was to be used as an
evaluation metric a possible solution was to consider only the
area under the ROC curve until the FP-rate reaches the prior
probability. The results presented in Table VI indicate that the
proposed method performs significantly better for attack class
with a high recall as well as a high precision as against achieving
the high accuracy alone.

The ROC Semilog curves of the individual IDSs and the
DD fusion IDS are given in Fig. 3, which clearly show the better
performance of the proposed DD fusion method in comparison
to the three individual IDSs, PHAD, ALAD and Snort. The

Fig. 2. Performance of Evaluated Systems

TABLE III
ATTACKS OF EACH TYPE DETECTED BY SNORT AT A FALSE POSITIVE OF

0.02%

Attack type Total attacks Attacks detected % detection

Probe 37 10 27%
DoS 63 30 48%
R2L 53 26 49%

U2R/Data 37 30 81%
Total 190 96 51%

TABLE IV
ATTACKS OF EACH TYPE DETECTED BY DATA-DEPENDENT ARCHITECTURE

AT A FALSE POSITIVE OF 0.004%

Attack type Total attacks Attacks detected % detection

Probe 37 28 76%
DoS 63 40 64%
R2L 53 29 55%

U2R/Data 37 32 87%
Total 190 129 68%

log-scale was used for the x-axis to identify the points which
would otherwise be crowded on the y-axis.

F. Discussion

Although the research discussed in this paper has thus far
focused on the three IDSs, namely, PHAD, ALAD and Snort,
the algorithm works well with any IDS. The proposed system
provides great benefit to a security analyst. Snort was comparably
better in the detection of all the new attacks for which Snort had
the signatures available.

The result of the data-dependent fusion method is better than
what has been predicted by the Lincoln Laboratory after the
DARPA IDS evaluation. An intrusion detection of 68% with a
false positive of as low as 0.004% is achieved. The detection
performance of the proposed method has improved to 0.68 and
the F-score to 0.50.

V. CONCLUSION

The paper proposes an architecture and approach for combining
multiple intrusion detection systems in order to achieve a higher
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TABLE V
PERFORMANCE COMPARISON OF INDIVIDUAL IDSS AND THE

DATA-DEPENDENT FUSION METHOD

Detection/
Fusion P R Acc. Det. Perf. AUC F-Score

PHAD 0.35 0.28 0.99 0.28 0.64 0.31
ALAD 0.38 0.32 0.99 0.32 0.66 0.35
Snort 0.09 0.51 0.99 0.51 0.75 0.15
Data-

Dependent 0.39 0.68 0.99 0.68 0.84 0.50
fusion

and more accurate detection rate. The approach makes use of
inputs from several independent IDSs, whose outputs are passed
through a trained neural network and then fused to create a
combined output. The approach is tested with the standard
DARPA IDS traces, and offers better performance than any of
the individual IDSs. In the proposed Data-Dependent decision
fusion architecture, a neural network unit was used to generate
a weight factor depending on the input as well as the IDSs’
outputs. These weights(confidences) are used by the fusion unit
to combine the outputs from the different IDSs in order to assess
the final output. If the individual sensors were complementary
and looked at different regions of the attack domain, then this
Data-Dependent fusion enriches the analysis on the incoming
traffic to detect attack with appreciably low false alarms. The
individual IDSs that are components of this architecture in this
particular work were PHAD, ALAD and Snort with detection
rates 0.28, 0.32 and 0.51 respectively. The false alarm rates
for PHAD and ALAD were acceptable whereas that of Snort
was unexceptionally high. The results obtained by the proposed
architecture illustrate that the Data-Dependent approach improved
beyond the existing fusion approaches with the best performance
in terms of improved accuracy. The marginal increase in the
computational requirement introduced by the data-dependency
can be justified by the acceptable ranges of false alarms and the
significant improvement in detection rate for all types of attacks
with an overall detection rate of 0.68 which have resulted with
exceptionally large dataset and suboptimal constituent intrusion
detection systems.
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