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The two largest hurdles for situation assessment (SA, 
aka. Level 2 fusion) in contemporary urban combat 
environments are the environmental clutter and the 
enemy’s lack of conformity to established tactical 
doctrine. The clutter factor arises from the fact that the 
environment can be populated with a large number (and 
hence large intelligence message traffic) and arbitrary 
mixture of adversarial and neutral entities (e.g. armored 
vehicles within city traffic). Adversarial entities in the 
environment must be identified and tracked, individually 
or as groups, to recognize higher-level situations (e.g. 
attack, ambush, interdiction, insurgency) and determine 
effective military responses or preemptive actions. 
Furthermore, because contemporary enemy behavior is 
often innovative and unpredictable, traditional tactical 
models cannot be applied to recognize significant 
developments in contemporary situations. As a result, an 
effective automated means for extracting useful situation 
information from the thousands of multi-source events 
generated every minute in the theatre of operations 
remains an open problem. Human analysts currently 
perform the bulk of this difficult situation and threat 
assessment work, but are only able to process a small 
fraction of the available data. In this talk, I argue that 
neither traditional knowledge discovery nor model-based 
approaches afford a complete solution for SA 
requirements. I propose a hybrid approach allowing us to 
leverage the wealth of data available to provide 
information about “what is strange” about a given 
situation, without having to know what exactly it is we are 
looking for, thus triggering models for follow-up SA. 

Knowledge discovery (aka. data mining) is a process 
of abstracting knowledge from data to form models for 
problem solving. Knowledge discovery techniques such as 
Decision Trees and Inductive Logic Programming 
discover association rules between items within an 
unordered collection of records, transactions, or events. 
Techniques also exist for extracting causal Bayesian belief 
network structures along with their strengths. These 
techniques, however, cannot exploit the inherent 
sequential structure (i.e., temporal ordering among 
records) found in time-series datasets, and therefore are 
not capable of producing knowledge that relates 
differently time-stamped records. Sequence learning 
techniques analyze a collection of records over a period of 
time to identify trends. But the fundamental requirement 
for a knowledge discovery technique, whether it is 
conventional or sequential, is identification of the frequent 
occurrence of patterns that should be extracted out and 
constructed as models for situation and threat assessments. 
Unfortunately, such standard techniques are not well 
suited to contemporary urban warfare, where a large 

variety exists in terms of terrain and enemy tactics, having 
insufficient repetitions of tactically significant incidents, 
such as enemy attacks, which would involve the same 
terrain and tactics. 

Focusing now on the model-based approach, current 
state-of-the-art approaches for answering the 
commander’s priority intelligence requirements (PIRs) for 
SA are model-based. Various domain experts and 
intelligence analysts generate information requirements 
for answering a PIR. Once the requested messages arrive, 
they are evaluated against existing models for answering 
PIRs. This is closed form reasoning in the sense that only 
those PIR-specific situations encoded as models can be 
evaluated. The approach is unable to detect any unusual 
activity that has not previously been modeled.  One might 
argue that non-activation of models might indicate 
suspicious or significant activity, but this provides no 
information about what that activity might be. A further 
complication is that only a small percentage of incoming 
messages are typically used, or fed into the model for 
assessing the situations and threats of the selected PIRs. 
The rest of the messages remain unused, as they are not 
relevant to the model. 

Therefore, knowledge discovery or model-based 
approaches also fail to provide a complete solution 
because a) they can only model specific patterns within a 
relatively small subset of voluminous data, and b) there is 
never enough historical data available to model novel 
phenomena. To address these issues, we explore a hybrid 
approach combining model-based reasoning with 
knowledge discovery techniques for SA, especially 
suitable for detecting and identifying asymmetric threats 
in urban environments. 

The hybrid approach recognizes significant patterns by 
taking into account environmental clutter. It also uses 
clustering algorithms to perform a space and time-series 
analysis of messages without requiring semantic 
information. This approach can, for example, detect 
spatially correlated moving units over time within the 
environment. Detected patterns trigger follow-up 
assessment of newly developed situations, resulting in 
invocations of various doctrine-based computational 
models, including causal static and dynamic Bayesian 
belief networks (BNs). The invoked models then perform 
SA based on other observables propagated as evidence 
into the models. The approach extends further in 
recognizing significant patterns without relying on 
doctrinal knowledge. Instead, we make use of Latent 
Semantic Indexing (LSI), which is a proven technique in 
text based information retrieval applications. We leverage 
LSI to extract underlying patterns from observables 
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reported in formatted (e.g. USMTF) or plain text 
messages. These patterns establish a “normal” profile 
against which subsequent incoming observations are 
matched so as to detect any unusual activities (e.g. large 
scale attack preparation). 

Standard clustering algorithms can be employed to 
identify spatial groups of units or entities; these well-
established algorithms fall into two broad categories: 
hierarchical algorithms, such as the minimal spanning tree 
method, and non-hierarchical (or partitional) algorithms, 
such as the k-means algorithm. However, standard 
clustering techniques are usually insufficient to handle 
clustering of units that have an additional temporal aspect. 
Spatio-temporal clustering refers to specialized clustering 
algorithms that specifically treat the temporal dimension 
of the data along with its spatial dimension. For military 
applications, the purpose of spatio-temporal clustering is 
to derive from the stream of incoming messages 
significant groups of objects that may signify some threat, 
such as a convoy of vehicles maneuvering towards attack 
positions. This approach is based on the assumption that 
in dense environments a group of two or more objects 
with similar trajectories should be placed under scrutiny, 
and a situation with several such groups should be brought 
to the attention of a human analyst for situation 
assessment. Spatio-temporal clustering is able to detect 
such patterns such as units following each other, parallel 
motion of units, and  ‘coincidental’ movements. The 
advantage of this technique is that no semantic 
interpretation of data is required, as only space and time 
information are used. 

The purpose of LSI is to extract higher-level concepts 
forming a normal temporal behavioral pattern of the 
environment, to enable subsequent detection of any 
unusual activity that deviates from normality. LSI builds 
this normal model for a given period by clustering the 
messages accumulated during the period, where each 
cluster representing an aspect of the behavior of the 
environment for the period. For example, various 
messages might indicate an increased level of activities at 
various ‘suspicious’ sites. One of the strong advantages of 
LSI is its ability to take into account variance that might 
exist with text reports (e.g. HUMINTs) from multiple 
sources. LSI solves the synonomy and polysemy problems 
of matching documents by taking advantage of the 
implicit higher-order structure of the association of terms 
with articles to create a multi-dimensional semantic 
structure of the information to be exploited during 
message matching.  

The crux of LSI is that it uses information about how 
things co-occur to establish a reduced dimensionality 
model, or concept space.  This means that the underlying 
type of data we use is unimportant, as long as we are able 
to represent this data as a co-occurence matrix. LSI solves 
a classification problem – by sorting instances into classes 
automatically based on how they co-occur. This 
classification space is extremely useful because 1) it 
produces convenient and timesaving higher-level 
concepts, and 2) it produces objective results, unbiased by 
a human analyst. 

The triggering of models for SA using patterns 
extracted by automatic knowledge discovery techniques 
should be complemented with heuristics provided by 
human analysts. In this context, manual link analysis is 
highly relevant. Link analysis is broadly defined as a 
process to find unexpected connections among data that 
may be distributed via a technique called link hopping. 
This manual process is broadly guided by the analyst’s 
vague mental model of the situation at hand. The process 
generally relates a set of specific records (e.g., activities of 
a person, set of transactions or phone calls) and discovers 
connections (e.g., Mr. X, who is a suspected terrorist, 
communicated yesterday to Mr. Y, who deposited a large 
sum of money in the bank today). It is a suitable method 
for extracting evidence in the form of the proverbial 
‘needle in a haystack’. 

With our hybrid approach, any detected significant 
events or patterns from various knowledge discovery 
techniques will trigger the need for assessing newly 
developed situations, resulting in invocations of various 
doctrine-based computational models. Specifically, we 
apply static and dynamic Bayesian belief network (BN) 
models. BN technology offers several advantages, 
including its graphical approach to situation modeling via 
causal relationships among battlefield concepts, and its 
handling of uncertainty that is consistent with established 
probability semantics. Inferencing on such networks 
exploits causal dependencies among variables and allows 
smoothing, filtering, and prediction of SAs that evolve 
over time. Algorithms exists for inferencing on static and 
dynamic discrete BNs, and on restricted hybrid BNs 
containing both discrete and continuous variables. 
Sampling-based approximate inference algorithm particle 
filtering is often used to deal with unrestricted hybrid 
BNs. 

BN technology remains the most popular and time-
tested approach to SA and decision-making problems 
where the situation or the input data is uncertain. In 
addition, BN technology offers several advantages, 
including its easy-to-understand graphical modeling and 
consistent probabilistic semantics in dealing with the 
uncertainty involved in sensor data. Indeed, when the 
requisite initial assumptions (e.g., equi-probability, 
independence of events, etc.) are fairly accurate, the 
Bayesian approach typically provides optimum results as 
compared to other approaches. However, there is always 
some question as to how accurate our a priori assumptions 
are for any given situation we are modeling.  In particular, 
it is frequently questionable whether such assumptions are 
reasonable in the context of a SA scenario. Under such 
circumstances, Bayesian methods may perform poorly. 
The Dempster-Shafer theory of belief functions was 
specifically developed to mitigate these weaknesses. 

Irrespective of the type of model chosen for SA, 
significant consultation with subject matter experts is 
unavoidable when building such models. Nonetheless, the 
hybrid approach partially relieves such full-fledged 
knowledge elicitation efforts, by providing some useful 
high-level patterns of activities for SA of the environment, 
without requiring extensive prior modeling efforts. 


