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Abstract – Intrusion detection is to monitor and capture
intrusions into computer and network systems that
attempt to compromise the security of computer and
network systems. Different intrusion detection
techniques exist to evaluate the likelihood of observed
activities as a part of an intrusion. When applied to the
same observed activities of computer and network
systems, different intrusion detection techniques yield
different evaluation results. An information fusion
technique is required to fuse different resuults of various
intrusion detection techniques for producing a composite
value of intrusion likelihood. This paper examines three
information fusion techniques  based on artificial neural
network, linear regression, and logistic regression.
These information fusion techniques are compared with
respect to their performance.
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1 Introduction

Intrusion detection is to monitor and capture intrusions
to computer and network systems that attempt to
compromise the security (e.g., availability, integrity and
confidentiality) of computer and network systems. There
exist generally two types of intrusion detection
techniques: anomaly detection and signature recognition.
Anomaly detection techniques detect an intrusion when
the observed activities demonstrate a significant
deviation from a long-term profile of normal activities
[1-7]. Signature recognition techniques store patterns of
intrusion signature and compare those patterns with the
observed activities for a match to detect an intrusion [8-
12].

Differences exist between anomaly detection techniques
and signature recognition techniques. An advantage of
anomaly detection techniques is their ability to detect
novel intrusions. This is possible because anomaly
detection techniques build profiles based on normal
activities (norm profiles) instead of intrusion patterns.
Any significant deviations from a norm profile will be
treated as intrusions. Because any significant deviation
from a norm profile is considered as an intrusion, it is

likely that a dramatic change of normal activities is
flagged as an intrusion, causing a false alarm.

Signature recognition techniques, on the other hand,
capture specific patterns of intrusion signature. Hence,
signature recognition techniques are reliable in detecting
known intrusions with a low rate of false alarms. A
major drawback of signature recognition techniques is
their inability in detecting novel intrusions, causing
misses of intrusions.

When anomaly detection techniques and signature
recognition techniques are applied simutaneously to the
same observed activities of computer and network
systems, anomaly detection techniques and signature
recognition techniques complement one another for
achiving a high detection rate and a low false alarm rate.
Both anomaly detection techniques and signature
recognition techniques evaluate the likelihood of the
observed activities as a part of an intrusion. However,
different intrusion detection techniques yield different
evaluation results. We develop and compare three
information fusion techniques, based on artificial neural
network (ANN) , linear regression and logistic
regression respectively, for fusing different evaluation
results from various intrusion detection techniques to
generate a composite value of evaluation.

2 Intrusion Detection Techniques

In our study, activities of a UNIX-based computer system
are collected as audit events. We develop a signature
recognition technique based on a decision tree agorithm
developed by the Machine Learning Laboratory at the
University of Massachusetts [13]. This signature
recognition technique builds a decision tree from the
training data of audit events and uses the decision tree to
determine the likelihood of an incoming audit event as
either an intrusion or a normal activity. The training
data consists of audit events for both normal activities
and intrusive activities. For an incoming audit event, the
decision tree yields 1 if the likelihood of the audit event
is 100%, and 0 if the likelihood of the audit event is 0%.
Hence, the decision tree yields an output value ranging
from 0 to 1.



In our study, two anomaly detection techniques are
developed based on a chi-square test of goodness-of-fit
and a statistical process control (SPC) technique, called
exponentially weighted moving average (EWMA). The
EWMA technique is a univariate statistical technique for
measuring and monitoring the intensity of audit events to
detect the denial-of-service type of intrusions. The chi-
square technique is a multivariate statistical technique
for measuring and monitoring the distribution of event
categories to detect behavioral deviations. Both
techniques build a norm profile from the training data of
audit events for normal activities only. When applied to
an incoming audit event, the EWMA technique yield an
output value ranging from -∞  to +∞ . The larger the
value, the more likely the audit event comes from an
intrusion. When applied to an incoming audit event, the
chi-square technique yields an output value ranging from
0 to +∞ . The larger the value, the more likely the audit
event comes from an intrusion.

The three individual techniques are tested on 1406 audit
events for normal activities and 1225 audit events for
intrusive activities. The first 703 audit events for normal
activities and the first 630 audit events for intrusive
activities are used as the set of training data to train the
information fusion techniques that we present in the next
section. The last 703 audit events for normal activities
and the last 695 audit events for intrusive activities are
used as the set of testing data to test the information
fusion techniques.
 
 3 Information Fusion Techniques
 
In some intrusion detection systems, a fixed weight
factor is assigned to an intrusion detection technique to
get a weighted sum of the output values from various
intrusion detection techniques as the composite value [4].
However, a fixed weight factor does not reflect the fact
that an intrusion detection technique may perform well
on some types of intrusions but poorly on other types of
intrusions.

We develop three information fusion techniques to learn
the weight factor for each intrusion detection technique
from the training data. The weight factor is adaptive in
that it can be dynamically updated when new trainng
data become available. Each of our information fusion
technique takes the three output values from the three
intrusion detection techniques respectively and generate
a composite value. The larger the composite value is, the
more likely the audit event results from an intrusion.

In the training data for the information fusion
techniques, audit events for normal activities have the
compsoite value of 0, and audit events for intrusiove
activities have the composite value of 1. The composite
value generated by an information fusion technique for
an audit event in the testig data may have a value greater
than 1, because the range of input values in the testing

data may differ a little from the range of input values in
the training data.

The ANN-based information fusion technique trains an
ANN which corresponds to a non-linear function of the
fusion inputs and the fusion output, and uses the ANN to
generate a composite value. Our ANNs are based on a
multilayer perceptron model with the back propagation
learning algorithm [13]. We use the following hyperbolic
function as the activation function, becasue our fusion
output takes a continuous value ranging from 0 to 1. We
experiment on four different ANN architectures : an
ANN with no hidden units, an ANN with one layer of 4
hidden units, an ANN with one layer of 9 hidden units,
and an ANN with one layer of 15 hidden units.
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The linear regression technique [14] builds a linear
function of the fusion inputs and the fusion output, based
on the training data. The logistic regression technique
[14] builds a special non-linear function to handle data
where the output value is binary. Among the three
information fusion techniques, the linear regression
technique is least expensive with regard to the amount of
computation involved in training and learning the fusion
function.

4 Results and Discussions

Figures 1 shows the testing results of the linear
regression technique. Figure 2 shows the testing results
of the logistic regression technique. Figure 3-6 show the
testing results of the four ANNs. The testing data for the
fusion techniques contain 703 audit events (No. 1-703)
for normal activities and 695 audit events (No. 704-
1398) for intrusive activities. Note that the higher the
composite value an audit event gets, the more likely the
audit event comes from an intrusion.

The Linear Regression Technique
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Figure 1. The testing results of the linear regression
technique.

We can see quite large differences in the composite
values between the normal events and the intrusive
events from the testing results of the linear regression



technique (Figure 1) and the logistic regression
technique (Figure 2). However the differences in the
composite values are not so clear between the normal
events and the intrusive events in from the testing results
of the ANN technique (Figure 3-6).

Table 1 summarizes for each information fusion
technique the minimum (Min), maximum (Max),
average (Avg) and standard deviation (Std) of the
composite values for the normal events (N) and the
intrusive events (I) respectively. As we can see from
Table 1, there exists a big gap between the maximum
composite value for the normal events and the maximum
composite value for the intrusive events for both the
linear regression technique and the logistic regression
technique.

For the linear regression technique, we can select a
signal threshold, e.g., 6.04E-01 (the maximum
composite value for the normal events). If the composite
value for an audit event is greater than the signal
threshold, the audit event is signaled as intrusive;
otherwise, it is considered as normal. We can also
separate audit events by computer sessions to which they
belong, and compute the detection rate and the false
alarm rate by session. Using such a decision threshold as
6.04E-01, the linear regression technique achieves the
100% detection rate and 0% false alarm rate by session.
The logistic regression technique also achieves the 100%
detection rate and the 0% false alarm rate by session,
using the signal threshold of 2.60E-01 (the maximum
composite value for the normal events).

However, the gap is small between the maximum
composite value for the normal events and the maximum
composite value for the intrusive events for each
architecture of the ANN technique. This means a high
false alarm rate while we try to achieve a high detection
rate. As the number of hidden units increases from 0 to
15, the gap approaches to zero. With the gap of zero, we
expect false alarms no matter what signal threshold we
use. The worse performance of the ANN technique may
be attributed to an over-fitting problem in training the
ANNs.

The Logistic Regression Technique
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Figure 2. The testing results of the logistic regression
technique.

5 Conclusion

The testing results show the better performance of the
linear regression technique and the logistic regression
technique than the ANN technique for fusing the output
values from various intrusion detection techniques into a
composite value. Since the computation for the linear
regression technique is much less than the computation
for the logistic regression technique, the linear
regression technique provides a good, economic solution
for information fusion to detect cyber intrusions. Note
that there may exist many similar fusion problems in
other fields where the conclusion of this study may also
become applicable.

ANN with no Hidden Units
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Figure 3. The testing results of the ANN technique with
no hidden units.

ANN with 4 Hidden Units
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Figure 4. The testing results of the ANN technique with
4 hidden units.

ANN with 9 Hidden Units
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Figure 5. The testing results of the ANN technique with
9 hidden units.



ANN with 15 Hidden Units
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Figure 6. The testing results of the ANN technique with
15 hidden units.

Table 1. The statistics of the testing results.

Min Max Avg Std

N 1.08E-01 6.04E-01 3.52E-01 9.20E-02Linear
I 1.89E-01 1.41E+00 5.41E-01 2.74E-01
N 6.29E-02 2.60E-01 1.20E-01 3.71E-02Logistic
I 6.82E-02 3.87E+00 3.81E-01 5.49E-01
N 5.36E-23 9.88E-01 7.45E-01 2.30E-01ANN (0)
I 7.14E-01 1.00E+00 9.78E-01 5.59E-02
N 3.65E-01 8.99E-01 8.00E-01 1.13E-01ANN (4)
I 8.00E-01 9.23E-01 9.09E-01 2.80E-02
N 3.37E-01 9.88E-01 9.21E-01 1.47E-01ANN (9)
I 9.50E-01 9.92E-01 9.88E-01 7.86E-03
N 3.39E-01 1.00E+00 9.60E-01 1.46E-01ANN

(15) I 9.99E-01 1.00E+00 1.00E+00 1.23E-04
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