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Abstract - Since 1991, the Research and Development
(R&D) group at Lockheed Martin Canada (LM Canada)
has been developing and demonstrating the application
of Multi-Source Data Fusion (MSDF) techniques for
target tracking and identification within the Naval
Command and Control (C2) for the HALIFAX Class
frigates. The current C2 as well as the sensor suite of the
HALIFAX Class were designed in the early 80s and
based around a proprietary hardware architecture. The
sensor data is pre-processed and provided to the C2 in
real time.  Considering the late 70s and 80s design of
the sensor interfaces, where a data fusion within the C2
was not a commonality, not all of the information
beneficial for a data fusion system is provided to the C2.
After a sequence of simulation and modelling efforts for
an MSDF capability within the HALIFAX Class C2, this
project is now at a point where real data captured from
a ship trial on the HALIFAX Class is being injected into
the MSDF.  This is an on-going activity and a number of
iterations are foreseen before the MSDF becomes part of
HALIFAX Class C2.  This paper provides a summary of
lessons learned in this exercise.
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1 Introduction

Canada’s Department of National Defence (DND) and
LM Canada have both contributed and participated in
MSDF R&D work for several years.  This research was
initiated in 1990 for the establishment of an MSDF
capability onboard the HALIFAX Class.  It was then
leveraged for other applications such as airborne
surveillance onboard Canada’s maritime patrol aircraft,
the Aurora.  This paper focuses on the R&D and
engineering efforts aimed at establishing and validating
an MSDF capability within the HALIFAX Class C2
system.

1.1 Background History

The HALIFAX Class was designed in the early 80s.  For
its time, the ship C2 architecture was both revolutionary
and advanced.  A 10 megabits per second bus connects
over 30 processors which host over 100 software
modules that provide the C2 with subsystem
management, and control and display functionality.  The
system is fully reconfigurable and, within the limits of its
proprietary architecture, “upgradeable”.  While this
system is very capable of supporting modern warfare, it
is apparent that its performance can be greatly enhanced
by the use of modern COTS and Data Fusion
technologies.  In the late 80s and early 90s, two parallel
R&D activities were initiated at LM Canada in
collaboration with DND research and engineering
organizations.  The first was to evaluate the feasibility of
inserting these technologies into the HALIFAX Class
C2.  The second was to develop demonstration/prototype
systems in order to establish the merits of these
insertions.

Currently the efforts aimed at COTS integration have
resulted in two prototype products:

1. A Gateway, which provides the capability to connect
a COTS-based network to the HALIFAX Class
proprietary bus and to the HALIFAX Class C2

2. A Naval Tactical Display (NTD) that incorporates
the functionality of a HALIFAX Class display
system, but which is also a COTS system on the
COTS network capable of supporting much more
sophisticated functionality.

The efforts aimed at understanding the impacts/benefits
of introducing MSDF technology into HALIFAX Class
C2 have resulted in the following:

1. Advanced Shipboard Command and Control
Technologies (ASCACT) project, which established
a real-time MSDF application and a complete



testbed infrastructure including the use of simulated
HALIFAX Class sensor data.  This testbed includes
a Human Computer Interface (HCI) and
Performance Evaluation infrastructures to analyze
the MSDF application performance.

2. Data Fusion on the BlackBoard (DFBB), which uses
simulated HALIFAX Class sensor data as well, but
which also provides a modular expert-system-based
infrastructure to analyze and enhance each
individual MSDF algorithm separately and
independently.  A number of higher level fusions
(level 2, 3) and resource management capabilities
have also been implemented within this
infrastructure.

Work in progress in the above-mentioned MSDF R&D
activities has been presented and can be found in
proceedings of past conferences [1-6].

2 Real Data Injection Environment

The MSDF algorithms/capabilities described above need
to be further analyzed and optimized.  Optimization
efforts need to be supported both with simulated data and
with real data recorded from trials onboard the
HALIFAX Class.  Simulated data offers more freedom to
select scenarios, data loading, etc. in order to better
understand the algorithm behaviour.  Although there is
less freedom in the scenario selection with real data, this
phase plays a very critical role as it helps explain the
particularities and impacts of the environment and sensor
characteristics on the MSDF onboard the HALIFAX
Class.  The observations made so far on specifics of real
data and their effect on MSDF are described in Section 3.
The following paragraphs describe the infrastructures for
the collection and analysis of this data.

2.1 Data Collection

Figure 1 shows a diagram of the data collection
infrastructure. A Portable Gateway and an application
known as the Interactive Gateway Client (IGC) were
used to record the Inter-Module Messages (IMMs)
required by MSDF.

MSDF shipboard data were recorded at sea onboard one
of the HALIFAX Class frigates in November 1999.  The
data can be divided into the following two categories:
a. Data collected during specific planned scenarios

flown by two Learjets on November 24, 1999 under
the control of HMCS St. John’s.  These data are
referred to as “Phoenix Data” after the name of the
company engaged by DND to fly the sorties.  The
bulk of the analysis in this report is based on the
Phoenix data.

b. Data collected during the three Advanced Defence
Exercises (ADEX) in which the HMCS St. John’s
participated on November 25 and 26, 1999.  These
data are referred to as “ADEX data”.  Sorties flown
by the Challenger and the two CF-18s were under the
control of another frigate.  Unlike the Phoenix
sorties, which were pre-planned, the exact path of the
ADEX sorties was left to the pilots’ discretion.  The
ADEX data are used primarily to illustrate aspects of
MSDF behaviour not available with the Phoenix
data.

For playback, MSDF requires only the data recorded
using the Gateway, which can log any broadcast or point-
to-point IMM transmitted on the HALIFAX Class Serial
Data Bus (SDB).  The additional data recorded at sea
allow MSDF performance in this environment to be
verified.  Time tags for each IMM were recorded in
milliseconds.

During the Phoenix trials, Global Positioning System
(GPS) data were continuously recorded by each Learjet
and also by the frigate.  Pilot GPS data are of the L1 type
(used in receivers available to the general public) and
have error budgets of 100 metres.  Ship GPS data are of
the encrypted L2 (P-code) type and have error budgets of
10 metres, i.e., a factor of 10 better than the pilot data.
Both types of GPS data were recorded as text files.  It
should be emphasized that GPS sensor data represent
only an estimate of “ground truth”.

2.2 Testbed Infrastructure

Figure 2 shows the testbed infrastructure that was used to
inject the real data and analyze the results.

In this figure, the complete HALIFAX Class non-COTS
testbed is shown, which consists of two networks, namely
the Command and Control System (CCS) suite, and the
Combat Simulation System (CSS) suite.  The CSS was
used for HALIFAX Class software certification and
demonstration and is still used for demonstrating COTS
technology insertion (e.g., the NTD).

For playback of recorded data, the CSS is not used and
the MSDF application receives data from the Gateway.
However, the NTD requires access to the CCS via the
Gateway, even when displaying tracks derived from
playback of MSDF recorded data.

OPS SHINPADS BUS

FULL CCS suite

NON COTS SYSTEMS

GATEWAY
Computer

Interactive Gateway
Client (IGC)

Figure 1.  Data collection infrastructure



The raw IMM data from a recorded dataset is converted
to MSDF standard units and format by a Stimulation
(STIM) module, which submits them to the MSDF
application via a socket. STIM also uses time tags to
coarsely control the flow of formatted data to MSDF.
STIM inputs to MSDF are logged in a file.

The MSDF application outputs black box data, namely
track positions and identity information (general and
specific propositions) to a text log file.
 
 The stored data as well as other GPS sensor data are used
in off-line analyses to understand both the specifics of the
real data on HALIFAX Class and the MSDF behaviour
when fusing such data.
 
 Before the results of the analyses are discussed, it is
necessary to explain the specifics of the MSDF processes
within the MSDF application.
 
2.3 MSDF Application
 
 Figure 3 shows a diagram of the MSDF application that
has been developed as part of the ASCACT program.
 
Table 1 describes all the information of interest to the
MSDF process that can be found on the CCS data bus.
The information can be divided into three parts:
positional, attribute and general. The first two sensors
(SG-150 and SPS-49) are medium- and long-range radars
(MRR and LRR) that provide the positional information.
The CANEWS is an Electronic Support Measures (ESM)
sensor.  Along with two Identification Friend or Foe (IFF)
transponder systems slaved to the radars, ESM provides
attribute information to the MSDF. The general
information comes from the CCS database (e.g., ownship

velocity).  Also included is information of all three types
received from other military ships in the area on the link
network.

Table 1.  Input data to MSDF
Sensors Input to MSDF

SG-150
(MRR)
30 or 60 RPM

Track Number ν, time of arrival T, Range
R,  σR = 2×15/3 m, Beam number, Bearing 
β,      σβ = 2×0.17°/3, speed components vx

and vy,  σvx = σvy = 50 km/hr.

SPS-49
(LRR)
6 or 12 RPM

ν, T, R, σR = 2×60/3 m, β, σβ = 2×0.5°/3,
vx and vy, σvx = σvy = 150 km/hr.

CANEWS
(ESM)

Emitter Number, T, β, σβ, Identity
declaration, confidence on declaration.

AN/TPX-54
IFF

Contact number, T, R, σR, β, σβ, response,
mode, confidence on response.

CCS Ownship velocity and position
Link 11 Track position and attribute data

(classified)

 The choice of MSDF algorithms shown in Figure 3 is
dictated by the data available for fusion from the sensors.
Both HALIFAX Class radars include the Automatic
Detection and Tracking (ADT) capability, which
provides track information of good accuracy.  The
interfaces to these ADT functions are designed to work
as high performance stand-alone trackers providing hard
decisions.  The contact information and covariances stay
internal to the ADT functions.  Much of the background
data is eliminated by the ADT, hence single scan
association methods are sufficient.  Within ASCACT a
Nearest Neighbour (NN) approach is implemented, while
DFBB experiments with more than one approach (e.g.,
the Jonker-Volgenant-Castanon (JVC) algorithm [7])
 
 A truncated DS algorithm has been chosen to perform
the ID fusion.  The details of this algorithm have been
presented elsewhere [8].
 
 An extended and adaptive Kalman filter is used for
tracking within ASCACT.  Again a number of
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Figure 2.  Testbed Infrastructure
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alternative tracking methods are being investigated as
part of DFBB, e.g., parallel Kalman filters and the IMM.
 

 3 Analysis Results
 
 3.1 Comparing CCS and MSDF Tracking
Performance
 
This issue is complex since the SPS-49 and SG-150
radars perform contact fusion whereas the MSDF
processes tracks received from the radars, as well as other
sensor information from IFF, CANEWS and LINK-11.  If
a radar initiates a new track and updates it twice, then
MSDF must create a corresponding track, even if it is
actually spurious. Although some spurious sensor tracks
that were observed during HALIFAX Class History
Recording (HR)  playback had spurious equivalents
during MSDF playback, MSDF did correlate others with
existing tracks.  In the overlay region of the SPS-49 and
SG-150 radars, MSDF has a theoretical advantage in
fusing positions from the two radars.  Using the
shipborne data, a better understanding of the radar
uncertainties was obtained.
 Usually radar operators manually delete spurious radar
tracks.  An intelligent equivalent for the MSDF Track
management, which can monitor and delete false targets
automatically, is being investigated using the knowledge-
based infrastructure of DFBB.
 
 3.2 Use of IFF Position Fusion in MSDF
 
 MSDF treatment of IFF data needs to be re-examined.
The fusion engine treats IFF data like any other source of
position data, however, in the CCS, an IFF challenge is
issued only to a target whose position is known, and the
IFF report is not used to update the track position.  In the
MSDF version used in this evaluation, the IFF position is
fused as equivalent to radar rather than as a slave sensor
to the radar.
 
 When a compile switch was added to MSDF to disable
IFF position fusion, and a comparison was made using
the two builds of MSDF, it was clear that IFF position
fusion resulted in poorer tracking performance.
 
 A plot was made of bearings from IFF-49, IFF-SG and
SG-150 during an interval of Phoenix Run 1.  It was
observed that the uncertainty of the IFF-SG bearings was
much larger than bearings from the SG-150 and IFF-49.
There also appear to be systematic biases in the IFF
bearings relative to the SG-150 bearings.  It was
concluded that this was due to the Combat System
Alignment Test (CSAT) subsystem not being used to
determine the IFF biases in the trials.  The tentative
overall conclusion is that IFF position fusion can be
detrimental when radars are reporting, since poorer
quality data are being fused.  However in the case of
targets passing over the ownship, some compensating
value in IFF data was observed.

Since the of HALIFAX Class radars are two-dimensional
radars, their tracking performance is poorer  over
ownship. The Phoenix trials contain four situations in
which an air target passes over or nearly over ownship,
allowing the analysis of MSDF behaviour in these cases.
It was observed that MSDF tracking improved for a target
passing over ownship when IFF position fusion was
enabled. This behaviour was investigated by first
examining the SG-150 sensor data and observing the
radar tracking performance is reduced for a short period
of time, then examining the corresponding IFF from both
IFF-49 and IFF-SG, which illustrate that IFF reports
follow the target over ownship. With IFF position fusion
enabled, MSDF successfully tracks the target over
ownship.  However, as discussed above, this MSDF track
data are noisier with IFF enabled, and spurious tracks are
created as a result of IFF uncertainty.
 
 3.3 Identification Performance
 
The identification process requires an a-priori database
called “platform database” containing attributes that can
be detected or derived based on the sensor data onboard
the ship. An experimental platform database has been
developed as part of previous research efforts which was
augmented to be used with the trial data.

During the Phoenix trials, MSDF had two principal data
sources on which to base ID propositions, namely target
velocity and ESM. Since the two Phoenix platforms are
identical in all respects except for emitters, the pair of
names “PHOENIX1 PHOENIX2” occurs in velocity-
based propositions, and is frequently observed in
conjunction with other aircraft in the database.
Whenever the probability that the target is a Phoenix
exceeds 0.5, the target is considered a friend since the
Phoenix platforms are Canadian.  When MSDF receives a
nonzero emitter number, it bases its ID proposition
entirely on the database entry matching this value.
Conversely, when MSDF receives a null (zero) emitter
number, it bases its ID proposition on values of
allegiance, platform and lethality within the ESM report.

The trials involved a small number of targets with only a
few of them providing ESM data, hence the observations
made cannot be generalized.  However some lessons can
be learned.  These are described below.

Unlike a simulated ESM sensor, CANEWS reports an
update to the ESM bearing only when the bearing change
exceeds a system-defined threshold.  This makes the pure
NN approach for association of bearings to tracks within
the MSDF used for the trials too idealistic, especially
when there are a number of tracks within the bearing
window.  Some alternative association mechanism within
the DFBB (or other) should be evaluated for selection, or
the thresholding mechanism by which CANEWS reports
ESM bearings should be modified.

The platform database needs to be expanded and refined
to be able to take better advantage of the ID algorithm.



3.4 Intrinsic Limitations of Shipboard Data
 
 A number of observations made about the shipboard data
will lead to modifications to the MSDF algorithms and
initiate some CCS-related investigations.  Some of the
observations will also help specify the requirements for
the future trials to collect data, which will further
validate the MSDF capabilities:
 
a. Instabilities were observed in MSDF tracks in which

the position appears to jump backwards slightly.
These observations correlated with events in the log
files in which a SG-150 report was closely followed
by an SPS-49 report on the same track, and where
the SPS-49 time stamp was approximately one
second earlier than the SG-150 time stamp.  Such
events were observed in the ADEX shipboard data.
The effect arises from the fact that SPS-49 and SG-
150 reports are received in tracking sector blocks
rather than continuously.  The slower rotation rate of
the SPS-49 means that tracks within a sector span a
longer time interval than a sector of equal size on the
SG-150.  Thus, an SPS-49 buffer received
immediately after an SG-150 buffer could easily
contain one or more “stale” updates on tracks.
MSDF was modified to reject reports having times
too far (with uncertainty) in the past, and the
instabilities were no longer observed.

b. Some ESM and Link reports had incomplete
information.  This is under investigation and could
be a data collection issue.

c. An important STIM task is computation of the SG-
150 track report time based on the track azimuth, the
time of North crossing and the radar scan period.
The latter two items are derived from the periodic
SG-150 Scan Data Message (SDM).  This is specific
to the  radar interface design.  Considering the very
fast scan rate, the exact track report time would not
be significant for the purposes of single sensor
tracking. It is observed at intervals that the radar
scan period abruptly increases by up to 5% followed
by an exactly corresponding decrease in the next
SDM. The effect was first noticed when it caused Sea
Giraffe tracks close to the North crossing to be
assigned to the wrong scan.  This time computation
error has since been corrected.

3.5 Synchronization with GPS and CCS Data

There are issues concerning both position and time
synchronization between the CCS, GPS and MSDF
application.  These issues will be analyzed further.

3.6 Recommendations

The overall recommendations for future efforts to
evaluate the integration of MSDF within the HALIFAX

Class C2 have been grouped under the following topic
headings:

a. CCS Related
b. Data Collection Related
c. MSDF Related
d. Display Related

Within the context of this paper the recommendations
specific to the MSDF design include the following:

• Evaluate an alternative (modified NN) algorithm for
Bearing Only (BO) track association.

• Use separate uncertainties for the different operating
modes of the sensors

• Accept radar blanking sector and upspot information,
and be aware of the blind zones for various sensors.

• Use additional data from existing incoming reports
in MSDF (e.g., misc. emitter status flags in ESM
reports).

• Introduce context dependent weights within ID
estimation for various category propositions (e.g. a
track designated as surface from a radar contact, i.e.,
manually initiated, be assigned a category
proposition ID with a significantly larger weight than
that of a track designated as surface based on velocity
and/or IFF altitude).

• Introduce intelligent MSDF track management,
which can monitor and delete false targets
automatically (e.g., associate with each track a
kill_delta_time that depends on the current reporting
sensor).

• Evaluate the additional DFBB algorithms within the
MSDF for future trials (e.g., support JVC association
in addition to the current NN method and IMM-CV-
CA tracking in addition to the current Extended
Adaptive Kalman Filter).

• Investigate the degree to which MSDF can fuse IFF
position, given its large error budget relative to the
radar sensors, without the detrimental effects of
increased uncertainty in output position and an
increased number of possibly false tracks, including
IFF-only tracks.

• Investigate the degree to which IFF altitude can be
used to assist in track identification.

• Investigate the development of an MSDF-based tool
to compute the bias correction required for alignment
of tracks on the same target from two sensors.  This
tool would be used in situations where it is suspected
that bias errors might be causing track decorrelation,
e.g., between the SG-150 and SPS-49 data in the
June 1999 CSTC recordings for MSDF.

• Investigation to which degree intelligence data could
be used to modify MSDF “rulesets” with the goal of
more specific determination of ID.

• Investigate the modification to MSDF to be able to
customize its online database in response to its
current global location and/or type of mission.  The
online database would be updated from a much
larger offline database that would be integrated with



other sources such as Global CCS-Maritime (GCCS-
M).

 4 Conclusions

Canada’s DND and LM Canada’s R&D and engineering
efforts towards the establishment of an MSDF capability
onboard the HALIFAX Class were described.  Following
many years of MSDF development using simulated
sensor data, the first attempts at injecting real shipboard
data were presented.  The MSDF application has been
successfully integrated within a COTS-based
NTD/Gateway environment and interfaced to an adapted
HALIFAX Class legacy CCS system.

It is apparent that more shipboard data is required at this
point to be able to come to final conclusions as to what
modifications are required to each MSDF process prior to
full integration with the HALIFAX Class C2.  However
some recommendations can be made and some specific
observations will result in certain modifications to
MSDF.
This process needs to be iterated a number of times
between a simulated laboratory and real shipboard data
before the MSDF application will be ready.  The currently
established data capture and testbed infrastructures for
such analyses are making this both feasible and
achievable.
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