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Abstract - Maritime surveillance involves gathering and 

integrating a large amount of heterogeneous infor-

mation of variable quality to provide diverse decision 

makers with reliable knowledge about situations and 

threats. This requires information processing at all fu-

sion levels while taking into account contextual infor-

mation. Context is especially important for harbor sur-

veillance, one of the most challenging maritime scenari-

os due to the high number of different vessel types, the 

coexistence of very diverse operations, the multiple 

agencies and countries involved, etc. Successful pro-

cessing of both contextual and transient observed in-

formation requires a reusable representation of the 

harbor domain, as well as effective reasoning methods. 

This paper discusses an approach to designing a hybrid 

harbor surveillance system combining ontology-based 

context representation, deductive reasoning for detec-

tion of abnormal objects from their characteristics and 

behavior, and abductive reasoning under uncertainty.  

Keywords: Maritime surveillance, knowledge exploita-

tion, ontologies, context-aided data fusion, reasoning, 

harbor scenario. 

1 Introduction 

One of the key goals of strengthening maritime security 

is to ―increase maritime domain awareness‖ by building a 

―surveillance picture as complete as possible to assess the 

threats and vulnerabilities in the maritime realm‖ [1]. 

Surveillance involves gathering and integrating large 

volumes of heterogeneous information at different fusion 

levels for building a unified and reliable surveillance pic-

ture (including anomaly detection and anomaly explana-

tion) essential for maintaining coherent awareness.  

Harbor security is a strategic area of importance for the 

international community since ―a terrorist incident against 

a marine transportation system would have a disaster on 

global shipping, international trade, and the world econo-

my in addition to the strategic military value of many 

ports and waterways‖ [1]. At the same time, harbor sur-

veillance is an especially challenging task, since it sup-

ports multiple interrelated objectives including detection 

and recognition of terrorist threats, maritime and ecologi-

cal accidents, illegal immigration and fishing, drug traf-

ficking, etc. To achieve these objectives, it is necessary to 

use all available sensors, intelligence, and operational 

information for monitoring critical harbor facilities, along 

with linked coastal areas, sea surface and underwater data, 

etc. Some representative issues characterizing the com-

plexity of this scenario are: 

 A large number of heterogeneous vessels ranging from 

small recreational sailboats tug boats and jet skis, to big 

commercial and cargo vessels. 

 Coexistence of very diverse port operations: cargo con-

tainers traffic, passenger operations, recreational boats, 

defense, gasification terminals, etc. 

 Multiple decision makers from diverse agencies and 

different countries, with different goals, functions, and 

information requirements [2]. 

 Abundant available knowledge on regulations and pre-

defined behavior of the vessels. 

 Potential risks of security threats and accidental traffic 

conflicts should be detected and explained to operators.  

 Presence of distributed, uncertain, low fidelity, unrelia-

ble, irrelevant, and redundant transient information. 

 A multi-sensor tracking input is required to build lower 

level fusion picture [3, 4] –no single sensor technology 

covers all requirements– while solving low data quality 

problems: clutter and low resolution are normal in radar 

and video, AIS availability is scarce in harbor, etc. 

The construction of a unified and reliable surveillance 

picture requires contextual reasoning about the observed 

objects, processes, and events, as well as relations be-

tween them concerning particular goals, capabilities, and 

policies of the decision makers. In general, context here is 

used to [5]: 

 Explain observations according to the situation 

 Constrain processing 

 Refine ambiguous estimates 

There are several context models most applicable to in-

formation fusion [5,6]: (a) Key-Value Models, (b) Ontolo-

gy-based models, and (c) Logic-based models. Key-Value 

Models are the simplest way of representing context. They 

provide values of context attributes as environmental in-

formation and utilize exact matching algorithms on these 

attributes. These models may suffice for use in Level 1 

fusion, but they lack capabilities for complex structuring 
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required by higher level fusion. Ontology-based models 

provide a formal and uniform way for specifying core 

concepts, sub-concepts, facts and their inter-relationships 

to enable realistic representation of contextual knowledge 

for reasoning, information sharing and reuse. At the same 

time ontologies do not support uncertain, unreliable, and 

imprecise context representation inherent to the harbor 

environment. Logic-based models represent context as 

facts and information inferred from rules.  The dynamic 

uncertain harbor surveillance scenario calls for a hybrid 

context representation combining ontology and logic 

based models enriched by uncertainty consideration. 

In this paper, we discuss an approach to designing such 

hybrid representation for the harbor surveillance scenario. 

In contrast to previous works more centered in a physical 

representation of the constraints [4], we discuss the ad-

vantages and the drawbacks of OWL ontologies [7] as the 

knowledge model of the hybrid fusion system while ex-

tending other works pointing out this type of representa-

tion [5]. We present an example of the use of ontologies  

and propose extended procedures to deal with uncertain 

and imprecise knowledge. 

The paper is organized as follows. Section 2 describes 

the role of contextual information in harbor surveillance 

systems, and the specific contextual information that need 

to be considered in this domain. In section 3, we explain 

the features of ontologies for knowledge management and 

context exploitation in the harbor scenario. Section 4 pre-

sents an illustration of our approach, which combines an 

ontology that represents knowledge of a real harbor with 

abductive reasoning for threat detection. The paper ends 

with some conclusions and directions for future work.  

2 Context knowledge in the harbor 

scenario  

Situation and threat assessment in the harbor surveil-

lance scenario can be based on matching expected with 

observed and inferred objects, tracks, situational items at 

different levels of granularity, relations and as well their 

characteristics. Matching procedures must take into ac-

count that observations and inference results can be of 

insufficient quality such as uncertain, unreliable, etc. Con-

text in such assessment plays a central role, since it pro-

vides additional information and restrictions to fusion 

processes, allows for observation explanation, and con-

strains the domain ontology. This overall architecture of 

such system is depicted in figure 1. There is much infor-

mation about the maritime environment —and particular-

ly, about the harbor areas— which may serve as contextu-

al variables. These variables are necessary for establishing 

context of normal operations, which will further serve for 

threat detection. 

In general, context knowledge can be considered as ―the 

structured set of variable, external constraints to some 

(natural or artificial) cognitive process that influences the 

behavior of that process in the agent(s) under considera-

tion‖ [8]. In the harbor scenario, context is any additional 

information used to interpret sensor data, including heuris-

tic, human, and external knowledge about the behavior, 

recommendations, and restrictions of the elements of the 

port. Context knowledge applicable to the harbor domain 

includes, for instance, the description of harbor areas and 

navigation restrictions, the situation and strategic rele-

vance of land/seamarks, the maritime rules applicable to 

the port (general and particular), or suspicious objects that 

can be carried by threatening vessels. In addition dynamic 

information such as pre-planned arrivals, ship mooring 

arrangements, data from approach-speed and mooring 

strain sensors about vessel arrivals and mooring operations 

is useful to understand situations. 

Expected:
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 behavior
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objects
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situational items
characteristics
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Figure 1. Context exploitation in fusion systems 

A very important contextual input into situation assess-

ment and threat recognition is the set of specific harbor 

operational procedures, expressed as rules
1
. For example: 

 General maritime rules [12] (international rules not 

interfering with the specific ones defined by harbor au-

thorities): 

Any vessel must proceed at a safe speed at which it 

can to take action be able to stop within a distance. 

When the vessel meets vessels sailing in the opposite 

direction and/or when it is closed to berthed vessels, its 

has to decrease its speed if possible. 

In crossing of vessels from different categories, pow-

er-driven vessel must give way to sailing vessels or ves-

sels with constrained maneuverability (for instance en-

gaged in towing, or with draught limitations impeding to 

deviate from their current course). 

 Harbor general rules: 

Identification: ships entering / leaving the harbor are 

obliged to have a permission of Harbor Authority. Usu-

ally, this identification is applied to harbor office in ad-

vance with information about ship's identification, des-

tiny, estimated times of arrival and departure, details 

about passengers or cargo, etc.  

                                                 
1 Examples from La Spezia [9], Victoria [10] and Gdansk [11] harbors. 
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Speed limit: The speed limit usually is defined for are-

as, lower in inner parts and higher in outer. Typical 

values may be 5-10 knots within the harbor areas. 

 Harbor navigation rules: 

Navigation: there are predefined limited areas for dif-

ferent categories of vessels. Usually there are prede-

fined channels (roads) so that ships move in different 

channels according to their categories. 

Ships must not cross a channel if there is a vessel con-

strained to move in the channel. When crossing traffic 

lanes is unavoidable, ships must do it steering a course 

"as nearly as practicable" at right angles to the direc-

tion of traffic. 

 Procedures for especial vessels: 

Certain ships may be obliged to use pilotage/towage 

service in some harbors. It is usual that harbors make 

this mandatory for vessels under especial situation: 

ships carrying dangerous cargo or products that might 

cause pollution (oil derivatives, chemicals, etc), ships 

overloaded, etc. Depending on maneuvering capability 

and characteristics of harbor areas, there may be speci-

fications of towage: entering the port, mooring posi-

tions, docking places, etc., with a number of tug boats 

depending on length and draught of vessel.  

The information required to understand how the vessels 

follow these rules can be incomplete, erroneous, uncertain, 

ambiguous or approximate. 

As discussed in [5], contextual reasoning involves mak-

ing inferences about ―problem variables‖, which have to 

be evaluated (objects, relations, situations). Evaluation of 

―problem variables‖ is conducted on the basis of observa-

tions and available external information (―context varia-

bles‖). Context variables affect reasoning about problem 

variables without being affected by it. Such inference 

requires formal representation of context and problem 

variables, as well as relations between and within them. 

The selection of contextual variables establishes the 

context for reasoning about a surveillance picture relevant 

to a specific decision maker. Various information needs 

may require assessment of different problem and context 

variables at various times and at different levels of granu-

larity. Relevant contexts are often not self-evident, but 

must be discovered or selected as a mean to problem-

solving. 

3 Ontologies for knowledge repre-

sentation in the maritime domain 

3.1 Representation of objects and processes 

Ontologies can be used to represent domain symbols at 

various levels of granularity, from individual real-world 

objects and properties to complex relations between ab-

stract entities. At the very top level, ontologies distinguish 

between objects and processes [13]. Objects are endurant 

entities with instantaneous properties –e.g. topological–, 

whereas processes are perdurant entities that last in time –

e.g., temporal 

 In the harbor domain, the different zones in which the 

port is spatially segmented are endurant objects with topo-

logical properties. Conversely, vessel property estimation 

and measuring procedures are a kind of perdurant process. 

There are several works in the literature proposing upper 

ontologies that can be used as the starting point for the 

specific-domain representation; e.g., the Basic Formal 

Ontology (BFO) used in the Situation and Thread As-

sessment ontology (STA) [13]. 

One of the main entities in the harbor domain is vessel. 

Thus, vessel class is central in the ontological representa-

tion. Vessel properties are used in vessel identification 

and classification, which is a basic step towards the detec-

tion of threat. Some vessel characteristics, such as size, 

weight, position, or final destination, can be obtain from 

the AIS system data. Nevertheless, they may be available 

or not, since the AIS may not be activated or even availa-

ble (for small vessels). Additional or alternative identifica-

tion information can be provided by other systems; e.g., 

ISPS or other maritime protocols or sensor systems, which 

provide an estimation of current vessel properties: posi-

tion, direction, or closest point to approach.  

Furthermore, it is necessary to represent not only the 

current vessel property values, but also their temporal 

evolution. An appropriate solution is to associate a set of 

snapshots to a vessel instance. Each snapshot is a set of 

property values that are valid in a time period. This repre-

sentation pattern can be extended to any other perdurant 

object, in such a way that the model keeps a log of their 

past and present property values. Necessarily, a temporal 

window must be defined to limit the past information that 

will be taken into consideration. 

3.2 Management of multiple source context  

Context knowledge is used to interpret the characteris-

tics of vessel objects and vessel relations obtained from 

the sources described above. Full categorization of context 

knowledge is unlikely to be completely known at the 

design time, which leads to the development of a posterio-

ri schemas for context exploitation [14]. Ontologies pro-

vide appropriate support for this since they represent, by 

definition, an incomplete part of the domain that can be 

connected with other ontologies (by importing them) or 

specialized (by creating subclasses). Thus, new context 

ontologies can be incorporated to extend the domain on-

tology with little effort. The import directive and the use 

of namespaces are the means implemented by the OWL 

language to support ontology enrichment. 

Harbor zones characteristics are one of the main sources 

of context information in the system. Harbor zones infor-

mation is mainly static, since we assume that it does not 

change along the situation timeline –dynamic context can 

be also considered, which significantly increase the com-

plexity of the system. In consequence, zones can be repre-

sented as endurant objects of the ontology.  
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3.3 Spatial relations 

Spatial and topological properties of harbor zones can 

be represented at different level of granularity. At a basic 

level, zones are represented with the GPS positions of the 

imaginary polygon delimiting the zone. At a higher ab-

straction level, zones are represented according to their 

relative position with respect to other distinguished ob-

jects of the port. Spatial relations can be represented with 

the Region Connection Calculus (RCC), a logic theory for 

qualitative spatial knowledge representation and reasoning 

[15]. RCC is an axiomatization of certain spatial concepts 

and relations in first order logic. The most used set of 

RCC relations is RCC-8, which defines eight relations: 

DC (is disconnected from), EC (is externally connected 

with), PO (partially overlaps), TPP (is a tangential proper 

part of), NTPP (is a non-tangential proper part of), TPPi 

(inverse of TPP), NTPPi (inverse of NTPP) and EQUAL. 

RCC semantics cannot be fully represented with ontolo-

gies, but typical reasoning engines support them through 

the definition of an additional processing layer.  

RCC relations allow representation and reasoning with 

spatial properties once they have been instantiated, which 

requires some calculations to determine if the RCC axi-

oms hold. There are several alternatives to carry out this 

procedure. For example, lambda calculus expressions 

(similar to functional programming) can be used in rules 

to perform arithmetic operations. Other alternative is to 

develop a pre-processing stage, external to the knowledge 

base, to detect present RCC relations. Interestingly 

enough, this pre-processing module can use third-party 

tools that support topological calculus, such as the Open-

GIS standard, implemented by the Java Topology Suite
2
. 

3.4 Ontology-based reasoning 

Situation assessment implies the capability to make in-

ferences about the relations of the objects of the scenario 

from their current state (measured or estimated). Some of 

them are: logical/semantic relations (taxonomic, mereo-

logic), physical relations (spatio-temporal, causal), func-

tional relations (structural, organizational), and cognitive 

relations (sense, belief). Ontologies support reasoning, 

defined as the automatic procedure aimed at inferring new 

axioms which have not been represented and are entailed 

by the axioms represented.  Basic ontological reasoning is 

concerned with the inference of implicit subsumption 

axioms and instance membership axioms. Reasoning 

algorithms are implemented by inference engines, such as 

RACER (Renamed ABox and Concept Expression Rea-

soner)
3
.  

Entailment checks can be used in the harbor scenario to 

classify vessel instances. Let us suppose that a vessel 

subclass has been defined by asserting restrictions on the 

properties that vessels of this type have –probably, in an 

imported context ontology. If a new vessel instance is 

                                                 
2 http://www.vividsolutions.com/jts/  
3 http://www.racer-systems.com 

created into the ontology with new property values (or the 

property values of an existing vessel instance change), and 

these values are compliant to the vessel subclass descrip-

tion, the vessel instance would be automatically inferred 

as a member of this class.  

Vessel concept subclasses may not only classify vessels 

according to their endurant properties but also according 

to their perdurant properties; e.g., position, size, or direc-

tion. Proper subclasses can be defined to classify vessel 

instances as normal/non-threat when their properties and 

relations are compliant to the harbor rules. The open 

world assumption favors the definition of a normalcy 

model of the harbor. The knowledge in the ontology only 

represents normal objects, properties, situations, behavior. 

Abnormal situations, particularly those due to unpredicta-

ble attacks, are unknown a priori and will be processed in 

a subsequent threat assessment stage, since OWL ontolo-

gies are not enough expressive to directly deal with ab-

ductive reasoning and uncertain knowledge. Accordingly, 

vessels objects (and other entities) that do not break the 

harbor rules are classified as normal. Vessels that are not 

classified as normal are classified as suspicious and will 

be further analyzed. 

Other reasoning tasks can be performed within ontolo-

gies. One of the most common tasks is satisfiability. Intui-

tively, an axiom is satisfiable if it is not contradictory of 

the rest of the knowledge in the ontology. A knowledge 

base is consistent if all the asserted axioms are satisfiable. 

Consistency checking can be used to determine if a situa-

tion in the harbor scenario is valid w.r.t. context. If the 

subsumption axioms defining the concepts of the harbor 

are inconsistent, then either the obtained or estimated 

information about the harbor itself or the related context 

knowledge is not coherent. If the membership axioms 

defining the vessel and other instances of the current sit-

uation are inconsistent, then it is necessary to determine 

the source of inconsistency and find out whether the esti-

mated values of object property values have not been 

correctly estimated or the object is in an unexpected or 

non-allowed state.  

3.5 Hybrid reasoning  

The mentioned above reasoning for inconsistency detec-

tion represents deductive inferences on the concepts and 

the instances of the ontology. However, situation assess-

ment is a paradigmatic case of abductive reasoning. Ab-

ductive reasoning takes a set of facts as inputs and aims to 

find a suitable hypothesis that explains them. Since the 

surveillance environment is uncertain, the hypotheses are 

assigned a certain level of plausibility. Monotonicity of 

ontology languages forbids adding new knowledge in the 

models while reasoning, and therefore, abduction is not 

directly supported. Nevertheless, reasoning engines im-

plement extended mechanisms to simulate abduction 

(without uncertainty) through the definition of rules that 

include the conditions to activate the situation in the ante-

cedent, and the instructions to create the new hypothesis 

(as an ontology instance) in the consequent.  
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Abductive reasoning in the uncertain harbor environ-

ment is evoked by detection of inconsistency, and requires 

a methodology for estimating the plausibility of the two 

types of inconsistency mentioned above; namely, incon-

sistence caused by uncertain and unreliable observations 

as well as uncertainty inherent into domain knowledge or 

often context itself. 

One of the paradigms that can be considered for abduc-

tive uncertain reasoning proved itself in threat detection is 

the Belief-based Argumentation System (BAS) [16], 

based on the Probabilistic Argumentation System (PAS) 

(see, e.g. [17]). BAS is an approach to non-monotonic 

reasoning under uncertainty, combining symbolic logic 

with belief theory for judging hypotheses about the un-

known or future world by utilizing given knowledge.  

Logic is used to find arguments in favor of and against a 

hypothesis about possible causes or consequences of the 

current state. An argument is built on uncertain assump-

tions that make the hypothesis true, or false.  Every as-

sumption is linked to a non-additive belief that the as-

sumption is true or false. The beliefs that the arguments 

are valid are used to compute the credibility of the hy-

pothesis, which can then be measured by the total belief 

that it is supported by the totality of supportive and refut-

ing arguments.  The resulting degree of support corre-

sponds to belief of the theory of evidence and is used to 

make a decision whether a hypothesis should be accepted, 

rejected, or whether the available knowledge is insuffi-

cient to form a satisfactory judgment at this time. The 

beliefs assigned to the assumptions can be expressed in 

linguistic form; e.g., very high, high, low, very low with 

subsequent quantization of these linguistic values. The 

beliefs can be also represented numerically and be approx-

imated by a function of the values assigned to attributes 

and relationships characterizing the state of environment 

and related to the assumptions. In some cases these belief 

measures can be the result of a combination of beliefs 

based on different characteristics with the Dempster rule 

[18]. Arguments and assumption can be provided by onto-

logical reasoning through definition of contextual, heuris-

tic, and common sense conditions that activate an interest-

ing situation in the harbor scenario.  

Complex threat assessment includes not only the eval-

uation of potential risks of current situation, but also of 

the most recent sequence of situations. Ontologies can 

reason with temporal and causal relations, but the devel-

oper must define the semantics of these relations. Some 

approaches have been proposed to provide well-defined 

semantics to these relations; e.g., the Process Specification 

Language (PSL) [19], which can be imported into the 

knowledge base. Pattern recognition or probabilistic mod-

els could be also applied in this layer. 

Last but not least, we want to highlight the important 

role of humans as information sources in fusion systems, 

and specifically in the harbor scenario. On the one hand, 

human operators are the users of the automated fusion 

system. They are essential cooperators in the processes of 

introducing expert context information and correcting the 

functioning of the system when the estimations are wrong. 

The system will provide alerts to human operators when 

threatening objects and abnormal situations are detected. 

Ontologies represent the world with symbolic construc-

tions, which facilitates the interpretation of the model by 

human users. On the other hand, it would be very conven-

ient to be able to formalize soft knowledge –either contex-

tual or factual– to be exploited into the fusion process. 

This includes information expressed in natural language. 

Processing and interpreting natural language information 

requires the incorporation of additional background and 

context knowledge. 

4 Application example: anomaly de-

tection in Victoria Harbor 

We have selected as illustrative scenario the Canadian 

Victoria Harbor [10]. This harbor scenario include diverse 

activities carried out in the same place: it combines touris-

tic services (for instance routes for whale watching) with 

other air/sea traffic operations: cruise ship, international 

ferry terminal, ship repairing facilities, a float plane aero-

drome, marine industrial uses, etc. 

 

Figure 2. Victoria Harbor Scenario, reproduced from [10] 

As we can see in figure 2, there are clearly identified 

different areas: upper and inner harbor, with speed limited 

to 5 knots; and middle and outer harbor, with limit set to 7 

knots. There are separated channels for landing/take-off of 

seaplanes, outbound channels for power-driven big ves-

sels, and inbound channels for smaller vessels. There are 

specific rules for the operations. For instance, the harbor 

ferries and water taxis are required to give way to landing 

and taking off seaplanes; there are zones for recreational 

boats where power-driven vessels cannot enter; etc. 

The ontological representation described in this section 

is based on the previous work presented in [20]. The on-

tology has been developed with the Protégé platform
4
, 

whereas reasoning is performed with the RACER engine, 

which supports RCC and basic abduction. 

                                                 
4 http://protege.stanford.edu 
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4.1 Representation of geographical static 

information: harbor areas 

Geographical static information mainly includes defini-

tion of interesting zones of the harbor. To our purposes, a 

harbor (Harbour class) is divided into zones (Harbour-
Zone). Harbor zones are endurant entities, since we as-

sume that they do not change. Subclasses of HarbourZone 

(e.g., TrafficLine) are not disjoint, nor have they to be a 

piece-wise partition of the harbour space. Area bounds are 

delimited by points of reference (PointOfReference), 

which can be landmarks (Landmark) or seamarks (Sea-
mark). Area types with special interest are grouped into 

classes; e.g., the different types of restricted areas are 

subclasses of the RestrictedArea class (figure 3). 

divided_into

extends_from

extends_to

isA

isA isA isA

isA isA isA

delimited_by
adjacent_to

partially_overlaps

 

Figure 3. Hierarchy of classes representing harbor zones 

The real-world positions of harbor zones are expressed 

by means of their delimiting polygon. Thus, HarbourZone 

is connected to BoundingBox. A bounding box is associat-

ed to several 2-dimension points (2DPoint). The ontology 

also includes relations to express spatial relations between 

harbor areas. For example, the relation overlaps, which 

must be instantiated a priori, associates two harbor areas. 

These spatial relations have been defined as equivalent to 

the corresponding RCC properties. Accordingly, the over-

laps relation is equivalent to the RCC relation PO. 

Harbor zones and zone properties of a specific scenario 

are asserted as instances of the ontology. For example, the 

OWL code below (in Manchester syntax) defines the 

―Middle Harbor‖ zone, with extends from the landmark 

―Shoal Point‖ to the landmark ―Laurel Point‖. Since this 

zone is adjacent to ―Inner Harbour‖, adjacent_to RCC 

property is also instantiated.  

Individual: middle_harbour 

    Types:  

        HarbourZone, RestrictedSpeedArea 

    Facts:   

        adjacent_to  inner_harbour, 

        extends_from  shoal_point, 

        extends_to  laurel_point 

Individual: laurel_point 

    Types:  

        Landmark       

Individual: shoal_point 

    Types:  

        Landmark 

Nevertheless, we should take into account that the de-

limiting polygon only represents an approximation of a 

harbor zone. Therefore, instantiation of object ―harbor 

zone‖ property should be a vague spatial relation between 

vessel and harbor zones. In addition, extends or adjacent 
are imprecise and fuzzy. In order to use these relations in 

reasoning about situation and threat, it might be necessary 

to assign a degree value to them. These values can be 

linguistic variables such as week overlap, strong overlap. 

The threat assessment layer would process this value. 

4.2 Representation dynamic objects: vessels 

Vessel objects are instances of the class Vessel. Most 

vessel properties are transient; i.e., they change during the 

existence of the vessel object. Thus, we have represented 

the temporal evolution of vessel objects property values. 

The class ObjectTrackSnapshot is used to associate a set 

of property values –valid in a limited period of time– to a 

vessel object. Example properties are speed (instantane-

ous vessel speed) and size (to store if the vessel dimen-

sions). As it can be seen in figure 4, the representation of 

properties is not straightforward. We are applying a qua-

lia-based modeling pattern, which separates properties 

themselves and the value space in which they take values. 

has_track_snapshotis_related_to_track

has_property

isA isA isA

position

isA

isA

has_value

 

Figure 4. Classes representing vessels and properties 

The OWL code snippet below shows an excerpt of the 

representation of a vessel object (named vessel) inside the 

middle harbor and with a size value of 25.0. 

Individual: vessel 

 Types:  

        PowerDrivenVessel 

 Facts:   

        inside_of  middle_harbour, 

        has_property  vessel_size 

Individual: vessel1_size 

    Types:  

        Size     

    Facts:   

        size vessel_size_value 

Individual: vessel_size_value 

    Types:  

        AbsoluteFloatValue 

    Facts:   

        val  25.0f      
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4.3 Reasoning to detect dynamic situ-

ations: an example 

4.3.1 Context-based vessel identification 

Vessel types are automatically inferred according to the 

definition of the subclasses of Vessel concept. Figure 5 

shows the definition of the classes Vessel, Power 
DrivenVessel, and LargePowerDrivenVessel. In this exam-

ple, we are defining a large power driven vessel  as a 

power driven vessel which has a size value less than 20; 

i.e., it is equivalent to the anonymous class which includes 

all the vessels and the vessels that have a size property 

with a float value larger than 20. 

 

Figure 5. Definition of vessel types  

Let us suppose that, according to the current situation of 

the harbor, the vessel object described in the previous 

section has been detected and asserted into the ontology. 

After running an instance checking procedure, the vessel 
instance will be inferred as a subclass of LargePower 
DrivenVessel. Interestingly enough, more complex vessel 

definitions can be easily introduced into the model. More-

over, these definitions could be imported from an external 

context ontology. 

As mentioned in 4.1, the instantiation of vessel proper-

ties and relations is based on observations and domain 

knowledge, which can be incomplete, vague, and unrelia-

ble. Thus, the value of the vessel size could be incorrect 

and unreliable due to insufficient sensor accuracy and 

reliability. Therefore, inference of vessel as LargePower 
DrivenVessel should be done with a certain plausibility, 

the value of which will depend on the accuracy of the size 

estimation, sensor reliability and reliability of the estima-

tion process.  Similar, the relation inside between this 

vessel and the ―Middle harbor‖ zone is defined with a 

certain level of plausibility since the position of the vessel 

is obtained with a certain level of accuracy and a harbor 

zone is a vague spatial object. 

4.3.2 Anomaly detection and threat recognition 

Harbor navigation rules along with contextual 

knowledge about the harbor domain represented as ontol-

ogy provides a normalcy model. Accordingly, we define 

classes from axioms describing the normal (non-

threatening) behavior. For example, any vessel inside an 

area with restricted speed moving at a speed under the 

speed limit is non-threatening.  

We can create a NoSpeedViolation class representing a 

normal situation, and a proper general axiom in the ontol-

ogy to characterize the features of vessels that fulfill the 

harbor speed rules. Figure 6 depicts an axiom that defines 

this condition for general speed restricted areas. This 

condition could be particularized for specific areas with 

different speed limitations. After adding this axiom into 

the ontology, the vessel object of section 4.1 would be 

also classified as an instance of the class NoSpeedViola-
tion –assuming that its speed value is 4. 

 

Figure 6. Definition of normalcy condition 

However if a vessel cannot be classified as an instance 

of the class NoSpeedViolation (for example if the speed 

value is 5.1), the reasoner would send a request for abduc-

tive reasoning. The goal of abductive reasoning here is to 

define whether this inconsistency is either: (i) the result of 

inaccurate and unreliable observations leading to incorrect 

classification of the vessel as not belonging to the No-
SpeedViolation class (hypothesis 1); or (ii) this vessel 

exhibits a possible threatening behavior (hypothesis 2). 

To select one of these hypotheses we need to evaluate 

beliefs in each of them, which can be done within the 

BAS paradigm by considering arguments pro and contra 

these hypotheses. The arguments used to compute beliefs 

supporting or rejecting a hypothesis may represent: (i) 

conjunctions of propositions and uncertain assumptions 

about characteristics and behavior of the ―suspicious ves-

sel‖ (the speed value, direction, vessel type, flag, etc.); (ii) 

spatio-temporal relationships between this suspicious 

vessel and other vessels; (iii) relations between this vessel 

and the harbor zones.  

For example, we can consider an argument pro hypoth-

esis 2 as a conjunction of the following proposition (P) 

and uncertain assumptions (A1-A3): 

 P: the suspicious vessel is under a flag of convenience 

 A1: the suspicious vessel is too close to a vessel sailing 

in the opposite direction 

 A2. The suspicious vessel is out side the area permitted 

for its category 

 A3. The suspicious vessel is increasing its speed  
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Each assumption is assigned a belief measure, which 

represents belief that this assumption is true. In our exam-

ple these belief measures are modeled as functions of the 

behavior of suspicious vessel characteristics (increased 

speed), type of the vessel following in the opposite direc-

tion, and relation ―close‖ between the suspicious vessel, a 

vessel following in a different direction. 

Conclusions 

Designing a harbor surveillance system is an important 

and challenging task. The paper has discussed an ap-

proach to designing such system for threat recognition. 

The system combines ontology-based context representa-

tion as well as deductive reasoning for possible detection 

of abnormal objects and situational items characteristics 

and behavior with abductive reasoning under uncertainty. 

A specific example illustrating the described approach has 

been also presented. The future work will focus on detail 

design and implementation of such system.  
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