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Abstract – In all applications, intelligence analysts and 

decision makers have available to them much more data 

and information than can be processed, understood and 

disseminated.  This ever increasing data load for 

analysts has resulted in less rigorous analysis of these 

data.  Information fusion capabilities have the ability to 

aid analysts not only perform their jobs efficiently and 

effectively, they can also be used to increase the amount 

of analytical rigor incorporated into the analysis 

process. 
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1 Introduction 

Regardless of the domain application, from civil 

emergencies such as natural disasters to the conduct of 

counterinsurgency operations in a war zone, far more data 

is available to decision makers than analysts can ever 

effectively synthesize or policymakers use in assessing 

situations and threats.  The largest challenge facing 

decision makers is the processing and analysis of these 

huge amounts of information, is efficiently and effectively 

analyzing it, deciding what is important and what is trivial, 

and then getting the right information to the right person at 

the right time.  From a traditional military intelligence 

gathering standpoint, many organizations lack satisfactory 

capability to analyze a substantial body of material on 

foreign, domestic, and security policies, crime and 

corruption, space and aerospace technology, advanced 

materials, biographic information, and new military 

doctrine and strategy.  When combining the inadequacy of 

these analysis capabilities, the ever-changing nature of 

threats we face conducting military operations, and the glut 

of open-source material available to analysts, this problem 

is compounded even further. 

Many existing information processing tools were largely 

developed to provide the process of substantive analysis 

with an orderly flow of data and information.  Despite 

enormous gains in the capacity to transmit and store 

increasing data volumes, our ability to usefully synthesize, 

analyze, visualize and simply understand what data and 

information we have continues to present a significant 

challenge.  Given the data-rich environment of modern 

battlefields, a broader application of information fusion 

technologies that can assist intelligence analysts is 

necessary.   The combination of sensor data, thousands of 

personnel generating various types of reports daily, 

recorded conversations, and airborne video platforms 

produce a fantastic amount of data that challenge an 

analyst’s capability and capacity to effectively discover 

and process them.  Additionally, because of the sheer 

volume of data available to them, a common observation is 

that analysts generally spend much of their time searching 

for data and not enough time really analyzing those data.   

To help overcome some of these challenges and provide 

sufficient means to provide analytical rigor, many 

automated information fusion based applications offer 

systematic approaches supporting intelligence analysis.  

Presented below from most to least mature are examples of 

how information fusion based technologies contribute to 

the intelligence analysis process. 

 Pre-processing of most physical sensor data and 

displaying the processed data as information in a 

variety of formats and media. 

 Extracting and integrating diverse sources and 

interpretation of data to provide basic situational 

awareness information. 

 Verifying and displaying information source 

pedigrees. 

 Assisting in the identification of source perspectives 

and bias. 

 Helping intelligence analysts and commanders 

understand limitations of course of action (COA) 

assessments by providing enhanced situational 

awareness. 

 Providing a means to examining the chain of 

reasoning; in some cases explicitly identifying 

stronger and weaker inferences. 

 Providing a means to explore and weigh alternative 

COA through simulation and gaming  

14th International Conference on Information Fusion
Chicago, Illinois, USA, July 5-8, 2011

978-0-9824438-3-5 ©2011 ISIF 1279



Each of these data fusion based capabilities provides only 

a subset of the required elements that can provide 

analytical rigor in intelligence analysis.  Additionally, their 

employment in data analysis systems is not universal nor is 

it a specific design requirement of many of the intelligence 

analysis information systems being developed.  The focus 

of most information fusion R&D activities over the past 

twenty years has been on “lower level” information fusion 

technology such as sensor raw data refinement and 

identification and tracking of hard targets.  The 

development and implementation of these lower level 

information fusion technologies provide significant 

capability to the analyst, however the relatively recent 

emphasis on counterinsurgency operations fundamentally 

changed the types and sources of intelligence information 

required to support military operations.  This was a change 

that the information fusion research community did not 

anticipate and is just now beginning to address.  An 

opinion expressed to the authors by various analysts is that 

they don’t necessarily want more information tools to 

perform their tasks effectively, they simply want better 

tools.  Further, the authors promote the concept that when 

the development and implementation of information fusion 

technology is approached in a realistic manner, they have 

the ability to significantly contribute to lessening the 

intelligence analyst’s data discovery workload, increase 

analysis capability and provide relevant and timely 

intelligence products having the required rigor demanded 

by both the analysts themselves and the users of their 

products.   

2 Providing Analytical Rigor in 

Intelligence Analysis 

While there is much information contained in the literature 

about rigor and its application to intelligence analysis, 

there are few specifics on how to improve rigor throughout 

the analytic process, and fewer still on how automated, 

information fusion based processes might contribute to or 

improve analytical rigor.  Zelik et al [1-6] have conducted 

research to refine the understanding of rigor in intelligence 

analysis.  They point out that generic definitions of rigor 

often focus only on rigid and meticulous adherence to 

processes with precise and exacting standards.  The 

research indicates that expert information analysis is often 

not rigid, but must be flexible and adaptive to highly 

dynamic environments.  Further, judgments about when to 

apply analytical rigor must reflect the appropriateness of 

the fit between analytic processes and contextual 

requirements. Consequently, “rigor is more meaningfully 

viewed as an assessment of degree of sufficiency, rather 

than degree of adherence to an established analytic 

procedure.”  Zelik, we believe, correctly states, “There is 

no one right way to do analysis. Rather one must accept 

that others have different practices that produce acceptable 

results-and that their approaches can be equally valid, even 

if not completely understood.” As a result of their research 

and findings from studies of professional intelligence 

analysts, Zelik has identified eight critical attributes of 

analysis processes that contribute to rigor.  They are 

summarized as follows: 

 Hypothesis Exploration – Use of Multiple 

Perspectives to Provide High Rigor 

 Information Search – Use of Many Sources to 

Provide Data and Information 

 Information Validation –  Data Pedigree, 

Corroboration and Cross Validation 

 Stance Analysis – Elimination of Bias and Use of 

Multiple Analysis Perspectives 

 Sensitivity Analysis – Understanding the 

Limitations of the Analysis. 

 Specialist Collaboration – Use of Domain 

Experts/Expert Systems  

 Information Synthesis – Extraction and Integration 

of Information and Diversity 

 Explanation Critique – Peer Review and Critique 

of Products 

Automated intelligence analysis tools have been and 

continue to be developed with the objective of improving 

analysis and supporting the analytic process, including 

increasing rigor, dealing with uncertainty, and alleviating 

aspects of analysts’ workload (e.g., data overload).  A 

considerable amount of literature on these tool 

developments exists.  Generally, most automated analysis 

tool development falls into two broad categories: (1) data 

acquisition and retrieval, and (2) hypothesis generation and 

evaluation (analysis).  To date, very few intelligence 

information system development efforts have attempted to 

address the continuous evolution of mission purpose and 

context, or incorporate analyst knowledge as a functional 

part of the information system.  Each of these are key 

factors in dynamically shaping the mental model of a 

situation and are vital to the conduct of the intelligence 

process in its entirety.  As the amount of data that must be 

processed by analysts increases, the information systems 

developed to aid analysis must begin to incorporate these 

features at some level to reduce the need for the analyst to 

perform some of these functions. 

Recently new approaches have emerged to develop 

automated work environments that consider and support 

the analysis process in a holistic way. These 

developmental approaches are in contrast to the myriad of 

prior and ongoing developments that focus on supporting 

only a specific element of the analysis process (e.g., data 

mining, visualization, object tracking, social network 

analysis, inference based analysis, automated data clearing 

houses). 

Automated information fusion techniques offer a means to 

increase overall rigor in the identification, processing and 

analysis of sensor and other human reporting data.  

Information fusion techniques could improve the 
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determination of data or information meaning and provide 

additional context of information that is developed 

throughout the entire analysis process [15]. Additional 

research and changes in policy and training doctrine will 

be needed to support the implementation of automated 

methods designed to attain as many as possible or practical 

of the eight attributes described above. 

3 Impact of Information Fusion 

Technology on Providing 

Analytical Rigor  

Information fusion based technologies have the potential to 

provide a profound effect on the Intelligence Preparation 

processes.  This process requires information fusion 

technologies to automate higher level cognitive processes 

that still today are largely manually accomplished by 

humans.  For example, spatial data fusion technologies 

have the potential to develop automatic terrain feature 

generation information based on imagery and static map 

data.  These enhanced terrain features are significant, as 

they provide richer information and situational awareness 

of the operational environment. 

Harmonizing the critical thinking of analysts with the 

persistent advance of technologies presents a challenge for 

the intelligence analysts.  There exists a natural tension 

between the core values taught to an analyst, namely to 

“question everything”, against the desire to apply 

enterprise-wide solutions that want to leverage operational 

reuse of products and ideas.  Currently, intelligence 

operations are supported by an ever growing number of 

multi-faceted software tools that have become difficult to 

manage and in many cases are stove piped.  Given not only 

the ever expanding data sources available to analysts and 

the associated tools that are developed to analyze them, 

careful consideration must be given to the proper balance 

of analyst-centric solutions versus enterprise-centric 

solutions. 

The ever-changing technology environment places 

significant strain on the analyst.  This is with respect to 

their ability to both effectively discover data in complex 

computing environments and also to effectively utilize the 

complex analysis tools that are being developed to analyze 

these data. The emergence of net-centric and service based 

architectures along with cloud computing environments 

will place additional burdens on the analyst if not well 

implemented. 

There is little substitute available for the human ability to 

apply logic critically.  Being able to identify and focus on 

meaningful leads within a voluminous body of data 

combined from multiple sources is the hallmark of good 

analysis.  With the proliferation of technology, data now 

threatens to exceed analysts’ capability to make these 

connections in a timely manner.  One area growing in 

maturity for technology exploitation is visual analytics.  

For the analyst, the ability to dimensionally reduce and 

intuitively aggregate and de-aggregate underlying data will 

facilitate a move towards computer-aided fusion.  Given 

the analogous-based reasoning approach used by many 

analysts, extending this capability to include a mediating 

process that promotes the conveyance of experiential 

knowledge, (knowledge visualization), has shown to 

improve situational awareness [10, 11]. 

The challenges associated with integrating technology into 

a complex human intensive fusion process are many, 

including those that specifically address analytical rigor.  

Major questions remain:  “How do you effectively 

calibrate the correct amount of systemic trust in human-

computer automation?”; “How can trust be established in 

the sources of collected data?”; “Are there logical, 

reproducible steps possible in data collection and fusion 

that can assist in the analysts’ processes?” Ultimately, the 

success of the analyst-centric development will be found in 

how effective we are in supporting rather than supplanting 

the higher-level computer-aided fusion process. 

Finally, the fundamental changes in the way wars are 

conducted (i.e., counterinsurgent vs. conventional vs. a 

combination of both) and the ever increasing amount of 

data and the information tools required to process those 

data, requires that the means and methods by which 

intelligence analysts are trained must also continually 

evolve and change to meet the requirements placed upon 

them. 

Extensive research has been conducted on multi-sensor 

data and information fusion primarily for military 

applications such as target tracking, situational awareness 

and threat assessment. Traditional data fusion systems 

have focused primarily on fusing data from physical 

sensors to address physical targets. A new focus is 

emerging, namely how to observe and understand the 

human terrain (i.e., understanding resident populations, 

trends, groups, individuals and their interrelationships, as 

well as the traditional physical terrain) [13]. In addition 

new concepts of human-centered fusion are emerging 

including the use of human observers (humans as “soft” 

sensors), engagement of human cognition to support 

automated computer processing, and the use of multiple 

ad-hoc analysts to address complex problems. 

The tradition of data and information fusion systems for 

applications such as military situational awareness, 

condition monitoring of machinery, and process 

monitoring has focused primarily on the use of physical 

sensors such as radar, Light Detection and Ranging 

(LIDAR) and acoustic and seismic sensors to monitor 

physical objects. In the case of military systems, fusion 

systems have traditionally sought to observe, characterize 

and identify targets such as tanks, trucks, aircraft, weapon 

systems and sensors. The input data has included 

observations from physical sensors with limited inputs 

from human observers. Information and data fusion 
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(including functions such as signal and image processing, 

statistical estimation, pattern recognition, and limited 

automated reasoning) sought to transform physics-based 

observations into knowledge about physical objects via 

creation of state vectors providing information about target 

location, characteristics and identification.  Extensive 

research has focused on this problem ranging from 

development of more sophisticated sensors, to 

mathematical techniques that transform the observed 

signals, images, scalar, and vector data into state vectors.  

With some exceptions, the focus of data fusion research 

has been data and observation driven.  This includes 

development of new and improved physical sensors, new 

methods for processing the data, and architectures that 

“served the data”.  In effect, fusion system designers 

started with the input data and sought to process that data 

to result in a common operational picture, situation 

display, or database of tracks and state vectors.  In this 

approach, the human user was viewed primarily as an 

interpreter of the processed data results (via interactions 

with a situation display or databases) and decision-maker 

who made tactical decisions based on the evolving 

situation presented via a common operational picture. 

There are two major trends that impact this traditional 

view of data fusion.  First, the types of targets or entities 

that we are interested in are no longer primarily physical.  

Instead of specific vehicles, sensors and weapon systems, 

we are becoming interested in the location, identity, and 

interactions of individuals and groups (social networks).  

Addressing a military threat such as improvised explosive 

devices (IEDs) involves not only the identification, 

location and characterization of physical explosive devices 

and delivery vehicles, but also the networks of people who 

plan, design, manufacture and deploy these devices.  There 

is a hierarchy of physical to non-physical “targets” sought, 

ranging from physical devices, vehicles, and 

communications devices to human networks and hierarchy 

of authority, intent, belief systems, cyber-connectivity, 

policies and procedures.  This represents a transition from 

observing and characterizing the physical landscape to 

observing and characterizing the human landscape.  This is 

a “data rich” but “model poor” environment.  While 

physics based models exist for relating the observations of 

physical sensors to physical targets, limited models exist 

for non-physical targets and for social networks.  Beyond 

military applications, analysis of national threats such as 

health hazards and cyber-attacks on national infrastructure 

also involve trying to identify and characterize human 

networks including physical communications and virtual 

relationships. 

The second major trend in information fusion is the 

emergence of two new major sources of information that 

have previously been relatively neglected; human 

observations and open-source information obtained from 

the Internet. 

There are numerous challenges in accessing and utilizing 

such data.  Examples include soft sensor tasking (how to 

effectively solicit information from civilian observers), 

data and knowledge elicitation (how to solicit information 

about target, activity or event location, characteristics, or 

identity), representation of uncertainty and second order 

uncertainty, dealing with reporting and observational 

biases, deliberate information corruption, rumor effects 

and many others.  Nevertheless, this new information 

space becomes a very important part of the new 

information fusion concepts. In addition to military 

personnel acting as sensors, civilians may also act in this 

manner, providing information about local conditions, 

activities, events, and other context-based information to 

improve our understanding about a situation or threat.  

Increasingly the first reported observations of disasters, 

accidents, and adverse weather conditions are reported by 

local observers posting pictures taken via cell-phone, or by 

broadcasting short text message based reports via Twitter, 

Facebook or other social media. 

In the data fusion community, there is an emerging 

recognition of these trends and focus of research to address 

these new trends and explicitly consider the active role of a 

human user/analyst.  We should also consider a new role 

for the analyst-in-the-loop in data fusion.  In this new role, 

the human analyst augments the traditional automated 

reasoning of computer-based fusion systems by explicitly 

using human cognition for pattern recognition via visual 

and aural processing as well as using semantic reasoning 

for context-based interpretation of evolving situations.  

The concept is to develop computer displays, the 

transformation of data to sounds, and generation of 

semantic meta-data from signals and images to allow the 

human user/analyst to become cognitively engaged in the 

inference process.  Thus, humans participate on both 

“ends” of the fusion process: on the input side as members 

of a community of observers, and on the output side as 

engaged analysts supporting pattern recognition and 

semantic-based analysis [14]. 

3.1 “Soft” Data Fusion Technology 

Development Impact on Analytical 

Rigor 

The current state of knowledge necessary to explore and 

prototype techniques for effective processing of Hard and 

Soft Data in a Fusion context is very limited [7, 8]. One 

initial and important question in developing a research 

approach is to ask: “At what point in the processing flow 

of Hard and Soft Data streams do you fuse the data?” i.e., 

what is the architectural framework?  It can often be 

argued that the data should be joined at the closest point to 

the source observing mechanism such as where the data are 

of a “raw” nature.  This approach is often argued for on the 

basis of an information-theoretic argument, claiming that 

any operation performed on data loses valuable 
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information. In this case however, we feel that initially 

there are two overarching, mitigating factors: (1) the fact 

that we know reasonably well how to process hard data 

and fuse it, and (2) that we hardly know at all how to 

process and fuse Soft data. This means that if we choose to 

combine the data modalities early in the processing stream, 

we immediately encounter high risk [13]. 

One major deficiency that has tremendous impact on 

providing analytical rigor is on the Soft Data/Human 

Observation side, since it is generally agreed that 

Data/Information Fusion for observational data provided 

by Hard, physical-science type sensors is much more 

mature. Some have argued that capabilities for Level 1 

Fusion with Hard data input is rather mature and that 

limited research investments should be made in this area.  

Although additional Hard/Level 1 fusion research remains 

to be performed, we generally concur with these judgments 

and believe that the first requirement is to define and 

prototype a viable processing paradigm for Soft Data 

Fusion both for single and multiple input streams, so that 

the critical pre-estimation functions of Common 

Referencing and Data Association can be constructed. 

Crucial to the effective (and formally correct) approach to 

developing specific algorithms to perform this front-end 

type processing of the Soft data in a rigorous manner is the 

need to conduct the “Source Characterization” analysis 

that can attribute error (and other) characteristics to each 

message stream.  Such characterization defines the data 

necessary to manage the overall quality and especially the 

uncertainty in the input, which is clearly a critical and 

typical aspect and goal of fusion processing. 

4 Conclusions 

In his oft cited critical review of intelligence operations 

supporting Afghan war operations [12], U.S. Army Major 

General Michael Flynn and his co-authors conclude that 

“the vast intelligence apparatus (serving Afghanistan) is 

unable to answer fundamental questions about the 

environment in which U.S. and allied forces operate and 

the people they seek to persuade”.  Flynn further goes on 

to conclude that while we collect, analyze and disseminate 

huge volumes of data related to enemy activity, the 

networks they operate in, and the threats posed by them, 

our intelligence operations are largely reactive in nature. 

Paraphrasing, General Flynn concludes that the 

fundamental nature of the role that intelligence plays in 

military operations must change and adapt to meet both 

current and future challenges. 

The authors of this report conclude that the vast 

information fusion research and development community 

which focuses its efforts on servicing the intelligence 

community is also caught up in a similar reactionary mode 

of operations and must too adapt and change. 

Over the past twenty years significant investments have 

been made in the research and development of the 

information fusion based technologies that have resulted in 

very robust analysis tools.  These technologies, most of 

which are focused on the analysis of physical sensor data, 

provide unprecedented capabilities to track and identify 

physical objects in an area of interest.  As stated earlier, 

the proliferation of new sensors and data sources along 

with a fundamental change in the nature of military 

operations requires that the information fusion community 

shift its strategic focus and make investments in 

technologies that provide efficient and effective data fusion 

based and other means and methods to support intelligence 

operations.  These altered or new technologies must also 

robustly support the eight basic components that provide 

analytical rigor as identified in this paper. 

From a strategic perspective, the authors recommend that 

the data fusion community, in close cooperation with the 

organizations that buy their services, should actively 

support the following strategic guidelines that are intended 

to support the increase of analytical rigor within the 

intelligence analysis process; 

 Develop or enhance current technologies that reduce 

the analyst workload by providing trusted tools that 

increase information discovery and aid in the 

automated production of intelligence products.  

Currently 80% of an analyst’s time is spent searching 

for data with the remaining 20% spent on analysis and 

production of intelligence products.  Only a small 

fraction of their time is actually spent analyzing data.  

 Develop technologies that capture and re-use analyst 

expert knowledge and best practices to assist less 

experienced analysts effectively perform their duties, 

promote rigor and enhance training opportunities. 

 Develop information systems that maintain data 

pedigree to provide traceability and promote analyst 

trust.  Information Assurance and multi-level security 

policies must be adapted to effectively meet this 

objective. 

 Provide not only forensic or current look at a 

situation, but also provide robust predictive analysis 

capabilities that can drive or assist in COA 

development. 

 Develop technologies that promote data 

interoperability that promote easier sharing of 

information between information systems. 

 Increase the development of semantic web (Web 2.0) 

based capabilities that provide contextual information 

to support reasoning algorithms and methods. 

 Further develop heuristic methods that can be used to 

assist in the analysis and discovery of relationships in 

large information networks (i.e., the “global 

graph”)[9]. 

 Develop both top-down and bottom-up approaches to 

solve Fusion problems. Bottom-up refers to methods 

that begin from analysis of the input or sensor data. 
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Top-down methods refers to the objectives which are 

trying to be accomplished (i.e., sensor agnostic 

approaches).  Each approach has major potential flaws 

and that is the reason we need to research both.  

Bottom-up methods have the problem of potential 

exponential explosion as described in the computation 

complexity section above.  Conversely, top-down 

methods require almost perfect a priori knowledge of 

the desired objective to adequately model a situation.  

Thus, a hybrid approach or at a minimum approaches 

that consider ways to overcome the challenges 

described above are required.  

 Develop decision processes to characterize, a priori, 

which machine analytical methods will work for a 

particular problem based on the needs and 

requirements of decision-makers.  This point is 

probably one of the most important, one that is not 

emphasized enough.  In other words, researchers and 

companies have their own biases on developing and 

promoting certain types of Fusion Methodologies.  

Conversely, the authors firmly believe that in most 

cases the problem type itself should determine which 

procedures or algorithms (i.e., heuristic vs. 

deterministic vs. other) should be used to address a 

specific problem or set of problems to maximize their 

effectiveness.  Being able to determine this early in 

the selection process, can minimize time and money in 

achieving a tool to help the warfighter.   

Each of these strategic focus areas has its own associated 

technology challenges that will require deliberate and 

realistic technology investment and development 

approaches to address them. As information fusion 

technology developers, we must do this in a manner that 

sets expectations appropriately and does not continue a 

history of over-promising and under-delivering in 

addressing these types of critical technology development 

efforts. 
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