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Abstract - This paper presents recommended human-

interaction touch points for a data fusion system 

designed to support intelligence analysis.  Touch points 

were identified to allow analysts to best leverage the 

fusion system by mapping potential system capabilities 

to situations where factors that contribute to analysis 

task complexity are likely to be present.  While further 

effort is required to refine capabilities mappings and to 

define specifics of the touch points, focusing on these 

interactions is expected to facilitate the appropriate 

calibration of analyst perceptions towards the system's 

true capabilities leading to appropriate reliance and in 

turn successful integration into analyst workflows.   

 

Keywords: Intelligence Analysis, Data Fusion, Human-

Computer Interaction, HCI. 

 

1 Introduction 

Intelligence analysis (IA) is a broad domain that in its 

most basic form is reasoning over available information 

with the goal of making a coherent whole of the past, 

present, and/or future states of some real-world 

environment or situation.  Analysts have the complex task 

of filtering, validating, associating and summarizing 

massive amounts of data relevant to a real-world scenario 

that is then passed to an often remote consumer who will 

take action (and potentially face severe consequences) 

considering the intelligence artifact.  The domain is further 

complicated by the fact that the real-world scenario being 

studied must be considered on a dynamic and 

comprehensive scale, “the world is literally its province” 

[21].  As time passes during an analyst’s investigation, 

there is an increased chance that the situation the analyst 

has strived to understand will have changed requiring the 

analyst to anticipate these changes or continually review 

and revise his/her situation assessment.   

Given these complexities, as well as numerous others, it 

is no surprise that the domain has drawn considerable 

attention from researchers looking to identify what makes 

IA challenging. The goal of these efforts has primarily 

been to identify aspects of IA where technology-based 

systems could provide support to analysts.  For example, 

data fusion systems are one more recent class of systems 

being developed to assist analysts.  Data fusion systems 

attempt to combine data from multiple sources to obtain 

meaningful information not available from a single source 

alone [34].  For an analyst this could mean a significantly 

reduced and simplified data set for consideration; 

however, successfully integrating a data fusion system into 

existing analyst workflows, which are often non-linear, 

iterative, and open-ended [27], requires an understanding 

of what system capabilities analysts will most likely 

benefit from and what system information and degree of 

control analysts will need in order to trust and 

appropriately rely on these systems.   

This paper provides a brief overview of the IA process 

and common factors contributing to the overall complexity 

facing analysts based on an integrative review of existing 

cognitive work analyses and operational accounts of IA.  It 

then compares these factors to common capabilities of 

data fusion systems [34].  Finally, by identifying where in 

the IA process these factors are most likely to present 

analysts with motivation to leverage fusion systems, it 

provides recommended human-interaction touch points at 

different stages of fusion processing. These touch points 

serve to transfer knowledge of fusion system capabilities 

to facilitate appropriate calibration of analyst perceptions 

towards the fusion system's true capabilities.  This 

calibration is important in order to prevent system misuse 

(characterized by an overreliance on the system) and/or 

disuse (characterized by underutilization of the automated 

system) so that the system is appropriately relied upon and 

in turn successfully integrated into the analyst’s (or other 

IA consumers') workflow [22]. 

 

2 Background 

2.1 Data Fusion Overview 

Data fusion systems attempt to combine data from 

multiple sources, through various statistical and 

mathematical techniques, to obtain meaningful 

information not available from one source alone [34].  

Fusion systems obtain this novel information by linking 

different pieces of data, often from multiple sources, based 

on the likelihood that they are referring to the same or 

similar events, people, objects, or other entities in order to 
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create a more complete and concise representation of the 

overall data set. As the fusion system continues to process 

new data from multiple sources it will be able to expand 

and update its overall knowledge of what the compiled 

data is representing.   

As this research effort was part of a larger program to 

design a specific class of fusion system (see [17] for more 

details), the knowledge representation format of focus was 

data graphs.  Data graphs are comprised of a series of 

individual nodes, used to represent unique entities and 

their associated attributes discovered within the data set, 

and associated edges or links, used to indicate 

relationships between the different node entities.  

Subsequently, as the fusion system continually processes 

new sets of data it will update and expand this network of 

entities and interrelationships.  This interrelated network 

of information serves as the fusion system’s knowledge 

database and represents the state of the environment being 

characterized by the overall data set.  While this paper was 

focused on a system employing a data graph architecture, 

the methods and findings apply to fusion systems 

employing other architectures for storing and representing 

their entities and associations database. 

2.2 Intelligence Analysis Overview 

Intelligence analysis is a combination of abductive, 

deductive and inductive reasoning with the goal of 

assessing the reliability of data from a wide variety of 

sources and combining seemingly unrelated or disparate 

pieces of data in order to make a coherent whole of the 

past, present, and/or future states of some real world 

scenario [15].  Intelligence analysts do this by looking for 

“certain dominant concepts or leading ideas by which to 

illuminate facts, to trace the connections between those 

ideas themselves, and then to show how the detailed facts 

became intelligible in the light of them by constructing a 

“significant” narrative of the events of the period in 

question” [8, p. 128].  While the specifics of the tasks 

taken to develop this narrative may differ between 

analyses, Hughes and Schum [14] point out that the 

intelligence analysis process involves three parts that are 

always present:  hypotheses generation, evidence 

gathering and evaluation, and generation and evaluation of 

arguments linking evidence and hypotheses.  Despite often 

taking different forms based on the characteristics of a 

specific task, these are the three core components of 

intelligence analysis that persist.  Subsequently, Kent [19] 

presented one of the earliest attempts at defining the 

process of intelligence analysis, which shows a clear 

relation to models and characterizations presented over 40 

years later.  Kent proposed that intelligence analysis was 

comprised of 7 different stages presented as follows: 

Stage 1 – The appearance of the substantive problem:  

Intelligence analysts receive their problem of focus 

most often as a direct instance of a consumer request 

(e.g., Tell me about this); however, problems, or sub-

problems, can also arise as a result of the emergence of 

something unusual (e.g., What is that?) or based on an 

effort to anticipate future problems (e.g., What if this 

were the case?). 

Stage 2 – Analysis of the substantive problem: This 

stage is based on framing and understanding the 

substantive problem to serve as a starting point for 

evidence gathering and evaluation.  

Stage 3 – The collection of data:  Once the analyst has 

a basic understanding of the problem, their next step is 

to begin rounding up all available materials believed to 

be related to the problem environment.   

Stage 4 – The evaluation of data: This stage represents 

the task of reading and understanding the collected 

information to determine how it compares to the 

analyst’s hypotheses and previously considered 

information.  

Stage 5 – The moment of hypothesis:  This is a stage 

or moment where the analyst puts together the pieces to 

form the inklings of an explanation for the evaluated 

data.  Ideally there will be numerous explanations that 

the analyst considers in parallel, but due to the 

limitations of human cognitive capabilities the ideal 

comparison set is rarely considered.   

Stage 6 – Additional data collection & hypotheses 

testing:  This stage is really the iteration of the 

aforementioned stages based on the previously 

generated hypotheses and the marshalling of evidence 

to confirm and/or refute them.   

Stage 7 – Presentation:  The final stage of the analyst’s 

process is to create an artifact to communicate the 

established hypothesis (or ideally competing hypotheses 

[13]) to the IA consumer(s) representing a “new and 

better approximation of the truth” [19] with regards to 

the situation of interest. 

 Since Kent’s 7-stage process of IA was proposed over 

45 years ago, several other expanded, modified, and/or 

collapsed models of the IA process have been developed 

in the research and military communities.  For example, 

one of the most widely referenced descriptions of the 

intelligence analysis process is presented by Heuer [13].  

Heuer’s characterizes the IA process as including the 

following steps: i) defining the problem, ii) generating 

hypotheses, iii) collecting information, iv) evaluating 

hypotheses, v) selecting the most likely hypothesis, and vi) 

ongoing monitoring of new information.  The similarities 

between this and Kent’s process overview are readily 

apparent despite the former being presented based on 

research in the IA domain conducted 35 years later.  

 One limitation of these (and related) models is that they 

take a task-based approach to describing and 

understanding IA.  So while these models are successful in 

identifying and highlighting necessary steps to perform IA, 
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in general they provide less information regarding how the 

requirements of those steps align with human capabilities, 

as well as identifying the cognitive processes analysts 

must carry out to be successful in their analyses.  Thus, 

these models have offered little additional benefit over 

Kent’s original process overview in terms of 

understanding how to alleviate the challenges analysts face 

during the course of an analysis.  More recently however, 

there has been a shift in the research community towards 

understanding factors related to analyst capabilities and 

cognitive processes.  This shift is largely motivated by the 

desire to develop technology to assist analysts by 

extending or augmenting their capabilities where task 

requirements may exceed unaided capabilities.  The results 

of these efforts provided more abstracted and cognitively 

focused models of IA that are better suited to identifying 

and consequently resolving IA structures, constraints, and 

complexities that make performance challenging for 

analysts [12][13][16][25][26][27][29]. 

A review of previously conducted cognitive engineering 

analyses was conducted to investigate the cognitive 

requirements of intelligence analysis. Methods in 

cognitive engineering (called cognitive task or cognitive 

work analysis) identify and analyze the demands, 

constraints, and complexities associated with the work 

environment, and the knowledge and strategies used by 

expert practitioners in order to cope with those demands 

(see [6][10][28][33] and also [4] for a comprehensive 

review). Methods often include the use of observational 

and interview techniques to understand practitioner goals 

and tasks, environmental complexities, system functions 

and resources, information necessary to support situation 

awareness, and components of expertise associated with 

resolving critical incidents. Results of these analyses are 

used to design system aspects such as computer support 

including decision support systems or automated functions 

provided through information fusion. Methods in 

cognitive work analysis [33] are particularly effective for 

design of novel systems requiring adaptability based on 

unanticipated domain conditions.     

A number of researchers have applied cognitive 

engineering methods within the intelligence analysis 

domain in an attempt to identify the cognitive work, 

complexities and constraints facing analysts 

[8][9][15][16][23][24] [26][25]. Across these multiple 

investigations the consensus is that from a cognition 

viewpoint, IA is about performing inferential analysis to 

determine the “best explanation for uncertain, 

contradictory, and incomplete data” [23].  As Elm, Potter 

et al. [9] point out, this analysis is primarily abductive, 

given that the results of IA represent the best, but not the 

certain, explanation for a situation considering that 

available evidence is dynamic and uncertain [24].  Finally, 

given the abductive nature of IA, a successful analysis 

process is one that consists of a robust comparison of 

analyst hypotheses to consider many competing 

explanations for the available data, eventually converging 

on one (or several) best explanations justified by available 

evidence [12].  Given this understanding of the cognitive 

processes that analysts apply to carry out the previously 

defined tasks of IA, the overall goal of intelligence 

analysis is to develop a situational understanding of some 

real-world environment or situation in order to provide 

actionable intelligence regarding the substantive problem 

associated to the situation of interest.  Both the tasks of IA 

and the cognitive processes of analysts support the 

development of this situational understanding, or 

situational awareness.  Subsequently, understanding the 

process of achieving this level of awareness, combined 

with the previous understanding of the stages of 

intelligence analysis helps to reveal the structures, 

constraints, and complexities in intelligence analysis that 

make performance challenging. 

  

3 Intelligence Analysis Complexities 

With consideration of the aforementioned models and 

frameworks of IA and based on a comprehensive literature 

review of previous efforts to characterize the IA domain, 

Table 1 highlights nine factors that have been shown to 

frequently contribute to the complexity analysts must cope 

with during analyses.  This list of factors provides a 

foundation for understanding what and where fusion 

system capabilities would provide the most benefit to 

analysts so appropriate human-interaction touch points can 

subsequently be identified. 

Table 1 Factors commonly contributing to IA complexity 

Common Stages of IA 

Contributing 

Factor 
1 2 3 4 5 6 7 

Evidence 

Ambiguous RFIs 
 

X 
     

[13][18] 

[19][29][31] 

Data 

Characteristics   
X X 

 
X 

 

[8][11][16] 

[19][26]  

Distributed IA 

Structure  
X X 

    
[19][26] 

Lack of Data 
  

X X 
 

X 
 

[5][13] 

[16][26]  

Lack of 

Feedback  
X 

    
X [11][29] 

Multiple 'worlds' 

of consideration  
X X 

  
X X [32]  

Potential for 

Deception    
X 

 
X 

 
[20][26]  

Real-World 

Dynamics    
X 

 
X 

 
[21][24] [26] 

Unbounded 

Problem Space   
X 

  
X 

 
[16][26] 

To better understand the nine factors shown in Table 1 

they are further divided based on the stage of IA where 

they are likely to add complexity.  The first stage where 

the factors come into play is during the analysis of the 

substantive problem – stage 2.  During this stage analysts 
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are focused on framing and understanding the substantive 

problem which typically is presented in a Request for 

Information (RFI).  The goal of stage 2 is to reduce the 

ambiguity of the problem presented in these requests by 

shaping the problem so that the eventual solution provides 

actionable intelligence to the consumer [19][29].  

Subsequently, ambiguous RFIs present a frequent 

challenge to analysts when information needs are poorly 

expressed or communicated, or the operational context 

surrounding the RFI is unclear.  Ambiguity in an 

information request leaves the analyst with the problem of 

defining the problem that he/she is supposed to be solving 

[13][18][19][29][31].  This challenge is worsened in cases 

where analysts have no immediate channels with which to 

seek feedback on the intent of the RFI [11][29].  This lack 

of feedback is a frequent problem, often based on the 

distributed structure of IA [18][19][26]. Analysts are often 

located in an office setting away from the environment or 

situation they are investigating as well as the consumers 

who are requesting the analyst’s assistance.  Subsequently, 

analysts are often unable to directly contact their end-

consumers for feedback or clarification on the RFI’s 

application or surrounding context.  

Once the analyst has a basic understanding of the 

substantive problem(s) they will begin to develop an idea 

of what data will be relevant to the subsequent analysis 

and start on stage 3 of the process – collection of data.  

Similar to stage 2, the distributed structure of IA can again 

pose a challenge to analysts. As Kent [19] points out, 

problems can arise if analysts need to get data from 

another organization, or from another expert, or in a 

domain he/she is not familiar with, or across a language 

barrier, etc.  Gaining access to this physically remote 

information can presents an additional barrier that analysts 

must dedicate time and effort to overcoming [18][19][26].  

Each additional barrier also increases the likelihood of 

miscommunication and staleness of the information that is 

eventually received by the analyst, which can lead to 

complexity in the subsequent evaluation of data (stage 4). 

A general lack of data is another factor that poses a 

challenge to analysts during the collection of data 

[13][16].  In almost all situations analysts will find that all 

of the data needed to fully support their hypotheses is not 

available.  A lack of data can occur for any number of 

reasons (e.g., sensors physically failing, failing to capture 

relevant cues, or being out of range) leading to an 

incomplete picture of the situation of interest in the data 

set.   This gap in the available data can result in analysts 

having to develop additional hypotheses to support their 

substantive hypotheses.  This adds to the complexity of the 

overall analysis by requiring additional data collection and 

evidence marshalling to support the added hypotheses and 

also decreases the reliability of the overall analysis. 

Even in the case of clear RFIs and easily accessible data 

analysts can face difficulties as a result of the problem 

space in which IA takes place. When analysts attempt to 

uncover novel explanations for a set of information (i.e., 

hypothesis generation) they are faced with the challenge of 

considering a theoretically infinite problem space.  Both 

Hutchins et al. and Pfautz et al. [16][26] reached a similar 

conclusion after conducting separate cognitive task 

analyses – the “open world” of possible explanations and 

events creates a wide range of unpredictable hypotheses 

that need to be considered.  This unbounded range of 

possibilities is likely to result in a high degree of mental 

workload for analysts considering an exhaustive list of 

hypotheses.  Further, even in the case when they consider 

a large set of possible hypotheses, Hutchins points out that 

asking oneself “am I missing something?” is a very 

difficult question to answer, especially after an extensive 

attempt to avoid missing any relevant information. 

  The final factor that contributes to the complexity 

facing analysts during the collection of data is the 

characteristics of the data itself.  From a high level, the 

nature of the data being considered can often present a 

challenge to analysts.  For example, analysts often face 

situations where they need to interpret multiple types of 

information including images, written or verbal reports, or 

primarily numerical technical data.  All of these data types 

require different means of interpretation by analysts [32].  

In addition to the nature of the data, the context that the 

analyst applies will affect how it is interpreted [13][29]. 

Characteristics of the raw data received by the analyst 

can also present added challenges to performance.  For 

example, Elm, Cook et al. [8] identified three 

characteristics that result in increasing analysis difficulty if 

present.  The first, which is likely to contribute to task 

complexity during collection of data, is the volume of data 

available to analysts.  Very large volumes of data increase 

the potential for data overload [16][26].  IA has always 

produced the potential for data overload; however 

Patterson, Roth et al. [23] point out that the scale of the 

problem has greatly increased due to the rapid growth of 

accessible digital information combined with widespread 

reductions in staff.  While the volume of accessible 

information continues to increase, basic human 

capabilities such as working memory limitations and 

sensory modalities remain the same [7].  Given that 

analysts can scan upwards of 15,000 messages in a day 

[23], it is impossible for them to read and extract relevant 

information from every source in their allotted time.  Data 

overload is one of the most relevant problems in IA as the 

sheer volume of data continues to increase; however, 

analysts still need to consider all available information to 

generate truly robust analyses.  Failing to consider even 

one piece of information could result in the failure to 

generate a new and best hypothesis [7][32].  

The additional two data characteristics that contribute to 

IA complexity appear during stage 4 of analysis – 

evaluation of data. The focus of this stage is on reading 

and understanding collected data to determine how it 

compares to the analyst’s hypotheses and previously 

considered information.  Subsequently, the second 

characteristic of data found to increase analysis difficulty 
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was data that was highly heterogeneous .  In this case, the 

volume of the data may not be the primary contributor to 

the potential for data overload.  Instead, data that is highly 

inconsistent and heterogeneous may be a greater 

contributor to situations of data overload where analysts 

must expend far more effort at interpreting and integrating 

each piece of data into an acceptable hypothesis to explain 

the substantive problem [11][26].  

Similarly, during the evaluation of data, high data 

complexity is the third data characteristic found to 

increase analysis difficulty [8].  Highly complex data is 

characterized by a high number of relationships within the 

data set.  Given this high degree of dimensionality, 

analysts will have the increased cognitive challenge of 

associating different pieces of data with one another, with 

the challenge increasing exponentially as more pieces are 

integrated. Taylor [32] explained how integrating the 

results of multiple analyses, raw data coming from 

different sources and times, and data that is characterized 

with a high degree of uncertainty can all contribute to a 

high degree of complexity in a data set.  Additionally, a 

CTA conducted by Hutchins, Pirolli et al. [16] also 

identified the class (e.g., HUMINT versus SIGINT) and 

type (e.g.., imagery, interviews, military records) of 

information are likely to contribute to the degree of 

complexity in a data set given that each class and type of 

data can be interrelated by the entities within the data itself 

as well as the pedigree of the each piece of data. 

Another factor contributing to complexity during the 

evaluation of data is a lack of data availability.  Although 

a lack of data will contribute to complexity for the same 

reasons as described for stage 3, a lack of pedigree data 

will also contribute to the complexity facing analysts 

during the evaluation of data.  Kent [19] suggests that 

stage 4 should be referred to as the “criticism of data” 

since really it should consist of the analyst questioning the 

information’s pedigree and relevance in relation to all 

other available data.  Subsequently, missing pedigree data 

can pose a significant challenge to analysts during the 

evaluation of data.  Pedigree information is essential for 

the analysts to determine source credibility and reliability 

so they can appropriately weight the uncertainty of a piece 

of data coming from that source.  If this information is 

missing, analysts become more likely to inappropriately 

weight a given piece of information in their analysis, 

creating the potential for sub-optimal IA artifacts. 

Closely related to the challenges that arise due to 

missing pedigree information are challenges related to 

deception.  The evaluation of data during the IA process is 

often focused on assessing the reliability of data sources, 

typically using data pedigree information.  Subsequently, 

given the characteristics of the counterinsurgency domain, 

analysts must consider the fact that information sources 

could be purposefully deceptive [20]. Even in cases where 

deception is not actually present, the possibility of 

deception adds to the complexity of evaluating different 

data sources and data.  If an increased number of 

potentially deceptive sources exist over the course of an 

analysis, the analyst essentially must consider multiple 

scenarios where the information is either truthful or 

deceitful unless they can find a means to validate it one 

way or another – a task that further adds to IA complexity.  

The final factor contributing to IA complexity during 

the evaluation of data are the dynamics of the real-world 

[21][24].  Analysts have the difficult task of considering 

an unbounded set of possibilities to explain a set of 

information that is dynamic.  For example, many of the 

problems facing analysts are spatiotemporal in nature [26].  

Analysts may need to determine the relationship between 

two or more people or to simply identify the location of an 

important person or object, neither of which can be relied 

upon to stay the same over time.  In the case of locating a 

person of interest, the location of that person is likely to be 

highly dynamic; however, a second level of dynamics in 

the meta-information that accompanies the information 

potentially changes over time as well.  So there is an 

added complexity facing analysts where in addition to the 

dynamics of the information itself, analysts must also 

reason over the meta-information related to the 

information to be successful in their assessment of the 

validity and relevance of the data.  Further, this meta-

information can be related to the information or to the 

source itself.  For example, Roth et al. [29] identifies 

standard meta-information such as the reliability of a 

source of information, the age of the information, 

numerous forms of uncertainty, and the type of source as 

types of meta-information analysts often need to consider 

when weighting and integrating pieces of information into 

their hypotheses.  Subsequently, this compendium of 

factors that need to be considered for each piece of 

incoming information creates potential for error by 

exceeding the limits of the analyst’s mental capabilities.   

Stage six of the IA process, additional data collection 

and hypotheses testing, is also complicated by real-world 

dynamics as well as the unbounded problem space 

previously discussed.  This stage of the process is often 

dependent on the availability of time and the availability 

of new or updated information.  Subsequently, the same 

complexities previously discussed can arise when the 

analyst must consider an unbounded problem space or 

when he/she is dealing with information that is subject 

frequently change given real-world dynamics. 

The final factor that frequently contributes to the 

complexity of IA is found throughout the stages of  

analysis, but is most influential during stage seven – 

presentation.  Analysts face the difficult challenge of 

simultaneously integrating considerations from five 

different ‘worlds’ when performing analyses [32].  As 

Taylor [32] points out, analysts must maintain an 

understanding of the world of his/her consumer(s), the 

world of his/her discipline, the world of his/her subject-

environment, the world of his/her sources of information 

and the world of his/herself if he/she wishes to perform 

successful analyses. To maintain this cross-world 
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understanding analysts must continuously collect new 

information to update their understanding for each of these 

dynamic worlds.  For the analyst to successfully maintain 

these understandings he/she requires different data sources 

and different ways to organize her information, different 

kinds of insights based on the world he/she is operating in, 

and different situational awareness of how each world 

impacts his/her analysis [32].  

 While the multiple-world consideration adds to the 

complexity throughout the IA process, it is most apparent 

when analysts are forced with the challenging task of 

combining their understanding from each of these unique 

worlds to deliver a final artifact that balances the 

requirements of each.  Additionally, similar to the 

beginning of the process, the complexity in final artifact 

generation is often increased when different consumers are 

unavailable to provide feedback to analysts, both in terms 

of optimal format and context of application [11][29].  

This lack of feedback creates one final layer of 

ambiguity/complexity that the analyst must cope with 

during the process of presentation generation. 

 
Table 2 Mapping of fusion system capabilities to factors that 

contribute to IA complexity at different stages of analyses 

ID IA Complexity  Stage Fusion System Capabilities 

A Ambiguous RFIs 2 

Support multiple searches 

(stored or ad-hoc) for 

situations of interest 

B 
Data 

Characteristics 

3 
Support manual or automated 

data association 

4 
Support manual / automated 

situation assessment 

C 
Distributed 

Structure 
3 

Store access credentials to 

multiple data sources 

Automate language translation 

D Lack of Data 

3 
Queue incoming data for 

processing 

3 

Setup custom search alerts to 

notify when data or situation is 

available/appears 

4 

Maintain and fuse pedigree 

data during data association 

processes 

E 
Potential 

Deception 

4, 5 

Support what-if scenarios 

(e.g., what if this piece of data 

were false/true) 

5 

Support automated pattern 

identification to highlight 

potential situations of interest 

F 
Real-World 

Dynamics 
4, 6 

Update knowledge dBase in 

near real-time with most 

recently received data 

Create temporal boundaries on 

situation assessment & data 

association  

Maintain temporal reference 

meta-data 

G 
Unbounded 

Problem Space 
3, 4 

Support custom boundary 

ranges 

4 Fusion System Capabilities Mapping 

Leveraging the previously discussed stages of IA 

processing and situations shown to contribute to analysis 

complexity, fusion system capabilities can be identified 

that will most likely provide benefit to analysts at different 

stages of analysis.  Table 2 provides a summary of such 

fusion system capabilities and highlights the different 

stages of analysis where the analyst will likely leverage 

them.  The capabilities presented are related to the 

standard data association and situation assessment 

capabilities of most fusion systems.  Table 2 also shows 

that the majority of capabilities offered by the fusion 

system are likely to provide benefits to analysts during the 

data collection and evaluation stages of analysis. 

Subsequently, recommended human-interaction touch 

points can be identified by combining the capabilities 

mappings with the knowledge of when analysts will likely 

leverage the capabilities throughout the analysis process.  

 

5 Human-Interaction Touch Points 

Recommended human-interaction touch points 

categorized by the different stages of analysis are provided 

in Table 3 on the following page.  These touch points were 

determined by considering the respective factors that 

contribute to complexity along with the capabilities of the 

fusion system that will likely be leveraged to alleviate that 

complexity.  The touch points are characterized at a high 

level of abstraction as the specific instantiations of the 

interactions that take place at each touch point are 

determined by the specific fusion system capabilities to 

which the touch points would be applied; however, the 

touch points provided in Table 3 are accompanied by 

predicted interactions that the touch points would support 

based on the common complexities and stages of analysis 

previously discussed. 

 

6 Discussion 

This paper presents a foundation for identifying key 

human-interaction touch points for data fusion systems 

within the intelligence analysis domain.  Further effort is 

still required to define the specifics of these interactions 

and to evaluate their benefit to analysts.  The approach 

adopted in this effort was tailored towards the early design 

stages of a fusion system to support IA; however, the 

adopted approach is applicable to other classes of fusion 

systems in domains and situations where various system 

capabilities will be utilized by human users. This study 

was conducted as part of a larger research effort to 

develop a specific fusion system to support intelligence 

analysis.  As such, it was limited to utilizing generic 

system capabilities given that specific capabilities are not 

yet finalized/defined.  Despite this limitation, this early 

effort provides a foundation for moving forward with the 

design of this system with consideration for the role of the 

1021



human in the system’s operation and for the benefits likely 

to be gained by the consumer of the system’s outputs.  To 

support these early efforts, a focused work domain 

analysis (WDA) [33] is underway to better understand the 

intelligence analysis domain and the constraints and 

complexities facing analysts.   

Table 3 Recommended human-interaction touch points by stage 

of processing with references to complexity IDs from Table 2.  

 (DA=Data Association, EAD=Entities & Associations Database) 

Stage Recommended Touch Points IDs 

2 

Touch point prior to data set processing to allow: 

�Custom data sets to be created  

�Multiple data sets to be reviewed and priority 

queued for processing   

A 

D 

3 

Touch point after initial processing & uncertainty 

alignment, prior to DA to allow: 

�Review of data sets for consideration in DA  

�Filtering of data sets to determine custom 

boundaries to utilize for DA 

�Selection of additional data sets (previously 

processed) to be included in DA processing 

�Custom threshold levels to be set to determine 

when manual approval is needed for a system 

proposed data merge 

�Custom uncertainty values to be assigned (e.g., 

what-if scenarios) 

B 

D 

E 

G 

Touch point during DA processing to allow: 

�Review/approval of system proposed data 

merges  

B 

E 

3

&

4 

Touch point after DA, prior to incorporation into 

fusion EAD to allow: 

�Browsing/reviewing of data sets’ EAD 

�Selection of entities within the EAD to 

highlight or annotate prior to fusing with the 

overall fusion EAD 

�Review of executed data merges 

�Search input to search the EAD for situations 

of interest 

�Drill-down to entity or association meta-data, 

source data, and DA log 

C 

D 

E 

Touch point after fusion EAD updates to allow: 

�Browsing/review of fusion EAD 

�Selection of EAD boundaries/filters 

�Review of highlighted/annotated entities 

�Manual editing/addition of entities and/or 

attributes 

�Search input to search the fusion system’s EAD 

�Creation of entity/association placeholders that 

indicate expected hypotheses not yet 

incorporate/observed 

�Drill-down to entity or association meta-data, 

source data, update log, weighting, edit 

precedence and DA log 

C 

D 

E 

G 

6* 

Touch points after fusion EAD updates to allow: 

�Revision to data set boundaries 

�Integration of additional data sets 

�Review of data set and fusion EAD updates 

since previous milestone 

�Review/editing of entity/association meta-data 

B 

C 

D 

E 

F 

G 

*Touch points for stage 6 include those of stages 3 & 4. 

 Additionally, a successful WDA will support refinement 

of the capabilities mapping that is currently based only on 

an extensive literature review as well as help to identify 

how and where the fusion system will likely be employed 

in the analysis process.  Improving the mapping of fusion 

system capabilities to the complexities facing analyst will 

allow for more effective identification of likely human-

interaction touch points.  Future efforts will define the 

respective interaction touch points and evaluate their 

benefits empirically using human-in-the-loop experiments.  

The final goal of these efforts will be the generation of a 

high-level method to improve fusion processes by offering 

techniques to identify ways to better support human 

operators in the loop of fusion systems. 

 

7 Conclusion 

This paper represents a first step in identifying key 

human-interaction touch points for data fusion systems 

designed to support intelligence analysis.  Touch points 

were identified using a three-phased approach.  First, an 

extensive review of literature was used to identify both 

common stages of IA as well as factors that commonly add 

complexity to the task(s) facing analyst.  Second, fusion 

system capabilities were identified that could provide 

support to analysts in situations where the factors that 

commonly contribute to complexity are present.  Finally, 

by overlaying this capabilities mapping to the common 

stages of analysis, recommend touch points were identified 

that would allow analysts to best leverage the fusion 

system capabilities throughout their analysis. While 

further effort is still required to refine the capabilities 

mapping and to define the specifics of each interaction 

touch point, focusing on these critical interactions will 

facilitate the appropriate calibration of analyst perceptions 

towards the fusion system's true capabilities, which will 

lead to appropriate reliance and in turn successful 

integration into analyst workflows. 
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