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Abstract – The paper proposes a conceptual 
framework and a method for assessing impact that 
cyber attacks might have to cyber assets, services, and 
missions. The paper describes the model of a cyber 
attack based on an extended conceptual graph. It 
introduces the notion of a cyber-terrain as a multi-
level information structure containing assets and 
services, and their inter-dependencies. It also describes 
the model of a mission, and impact dependency graph
that in a uniform way presents the dependencies 
between the cyber terrain and missions. The paper 
presents an algorithmic base how to calculate impacts 
that cyber attacks cause to the directly attacked assets, 
how the direct impacts propagate through the inter-
asset, service, and mission dependencies and affect the 
operational capacity of ongoing missions. 

Keywords: cyber attack, cyber situation, mission, cyber 
terrain, impact propagation, impact dependency graph.

1 Introduction

1.1 Problem Statement
Despite the continuous efforts to secure cyber space 

of tactical military missions the command and control 
operations inevitably experience security incidents, 
which result in the loss of the confidentiality, integrity, 
or availability of missions, and ultimately cause the 
degradation of quality of the conducted missions, or even 
bring them to a full abort.

Traditionally, the success of cyber security measures 
are determined by the level of protection of critical 
network infrastructure components (routers, servers, etc.) 
and software assets (operating systems, data resources, 
application programs, etc.) from attackers. At the same 
time, it is known that the ultimate goal of cyber security 
is to protect ongoing and planned missions. 
Consequently, the answer to the question: “How well did
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we succeed in protecting our cyber assets?” really 
depends on how well we succeeded in reaching the 
operational goals set for the missions. As it will be 
shown later in this paper, to large extent the quality of 
mission protection depends on how well we are able to 
model the dependencies between cyber situations 
happening on assets and the situations that are occurring 
on the managed missions. Correct and complete 
understanding of those dependencies and the timely 
ability to modify and reconfigure them allows mitigation 
of the impact of cyber attacks on current and future 
missions.

From a cyber attack perspective, the missions are 
exposed to the attacks through cyber terrain. Cyber 
terrain is a multi-level information structure that 
describes cyber assets and services, and their intra- and 
inter-dependencies. If we look on a goal-directed activity 
of missions, their internal structure and time-dependent 
behavior then we can interpret missions as agents who 
“live” in a cyber terrain. To these mission-agents the 
cyber terrain is a “living” environment, where the 
mission-agents get resources to support their activities. 
At the same time, the cyber terrain could be dangerous to 
the mission-agents, since it could be weakened or even 
destroyed by cyber attacks.

We characterize the impact of cyber attacks on 
network assets, services, and missions as cyber security 
situations that are happening on those elements. In our 
earlier work on situation management [12] situations
were defined as aggregated states of some objects 
considered at certain time moments. These objects are 
engaged in different class, structural, causal, spatial, 
temporal and other relations forming complex multi-
object systems. The situations describe not only the states 
of the objects, but also the states of the inter-objects 
relations. For example, we can talk about cyber situations 
that are happening in a cyber terrain, i.e. situations 
concerning network hardware components, or software 
assets, or the IT services provided over the hardware and
software assets of the cyber terrain.

Cyber attacks are targeting software assets in the cyber 
terrain. Their goal is to compromise and incapacitate 
cyber terrian, and interrupt missions that are running on 
the assets and services of the cyber terrain. In succeeding 
of attacking the assets the attack might cause a 

14th International Conference on Information Fusion
Chicago, Illinois, USA, July 5-8, 2011

978-0-9824438-3-5 ©2011 ISIF 253



permanent damage to directly hit assets. The impact on 
these assets can propagate to dependent assets and 
services in the cyber terrain. As impact of the cyber 
attacks propagates through the cyber terrain, it reaches 
the missions, and might affect the execution of the 
mission steps. In this paper we will show how the 
propagation of the impact of  the cyber attack can be 
calculated and how to determine the level of this impact 
on missions. We need to mention that we are not looking 
on destructive physical attacks against real physical 
objects, infrastructures (roads, power lines, buildings, 
etc.) and human personnel.

The basis of the algorithm of direct attack impact 
detection could be considered as an extension of the idea 
of correlating IDS alerts and asset vulnerabilities [9]. A 
motivation for correlating IDS alerts with asset 
vulnerability data came from the need to reduce the 
number of false positive alarms produced by IDS, mostly 
those ones that are based on attack signature recognition. 
The idea was very pragmatic and simple: to filter out 
alerts, where corresponding attacks are targeting those 
assets that actually do not exist on the network node or 
do not have vulnerabilities, which can be exploited by 
the attack. 

1.2 Related Work
So far very little research has been conducted to 

assess the impact of cyber attacks on missions. An 
attempt of a general problem statement and outline of the 
technical roadmap to cyber attack impact assessment on 
missions was given in a MITRE report [15]. The report 
focuses on cyber mission impact assessment (CMIA) 
framework and tries to link the network and information 
technology capabilities to an organization businesses 
processes (missions). Paper [8] discusses general design 
concepts of a system that provides the decision makers 
with notifications on cyber incidents and their potential 
impacts on missions. Several efforts have been made in 
research of attack graphs and in generation of cyber 
attack scenarios for automatic detection of cyber attacks
[16], [17], [2]. A graphical representation of different 
aspects of a cyber attack, such a multistep attack 
sequence, logical network topology where the attack 
happened, and information graph relating attack steps to 
different software assets was used in the TANDI system
[11].

The notion of a cyber (virtual) terrain was introduced 
in [1], [10], which modeled physical topology of a
network, network element configurations, and 
vulnerabilities of the network objects. The paper 
proposed a method of future impact assessment that uses 
the notion of virtual terrain. An alternative method of 
future impact assessment was considered in [19] that 
proposed a framework for correlating IT service 
incidents with their impacts on missions. Papers [7] and 
[6] use Bayesian reasoning methods to correlate cyber 
security incidents and mission goals.

2 Modeling Framework

2.1 Cyber Terrain 
As was mentioned in Section 2.1 the notion of a 

cyber (virtual) terrain (CT) was introduced in [1], [10] as 
a directed graph that represents host, user and router 
nodes. In [13] the notion of cyber terrain was expanded 
into a multi-level information structure that describes 
cyber assets and services, and their intra- and inter-
dependencies. It contains three sub-terrains: hardware, 
software, and service sub-terrains.

The hardware (HW) sub-terrain is a collection of 
connected network infrastructure components like 
routers, servers, switches, firewalls, communication lines, 
terminal devices, sensors, cameras, printers, etc. All the 
dependencies between the components, like connectivity, 
containment, location, and other relations, represent the 
physical/logical topology of the HW sub-terrain. 

The software (SW) sub-terrain describes different 
software components, such as operating systems,
middleware, applications, etc., and defines its own 
dependencies between the components, e.g. an 
application software might contain several sub-
components, or an operating system supports an 
application. A software component in the SW sub-terrain 
might be characterized by different attributes like 
functional class of the component, vendor specification, 
release number, references to known vulnerabilities, etc. 

The service sub-terrain presents all the services and 
their intra-dependencies. Examples of typical services 
include database, file transfer, e-mail, GIS, universal 
time, and security services. The most common 
dependencies between two services include : enabling of 
one service by other and containment of one service 
within a package of mltiple services. 

As among the components of a sub-terrain the 
dependencies exist between the sub-terrains : a HW sub-
terrain component may “house” zero or more SW sub-
terrain components and a SW sub-terrain component may  
enable some services in the service sub-terrain.The 
provisioning of services follows service level agreements 
that identify what services, under what constraints and 
during what time are providing support to the steps of a 
mission.  CT is a dynamic information structure: its 
components and their inter-dependnecies are a function 
of time. 

While supporting the missions, the CT possesses 
certain “operational capacity”, i.e. the ability to provide 
resources and services to the missions with a certain 
level of quantity, quality, effectiveness, and cost to the 
missions. The overall operational capacity of the CT is 
an aggregate of the operational capacities of each of its 
components. In this work we will introduce the 
oprational capacity (OC) as an universal measure 
characterizing the operational quality of each of the 
component in the CT, being it a cyber asset or serive. 
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We also measure by OC the state of mission steps and 
the whole mission. The operational capacity is measured 
in an interval [0, 1], which indicates to what level the 
asset, service, mission step or mission was compromised 
under a cyber attack. Value 0 means that an component
is totally compromised (not trustworthy, not operational)
and value 1 means that the component is fully 
operational.

In a general attack situation, a software asset can be 
either directly hit by a cyber attack causing permanent 
damage to its operational capacity, or the operational 
capacity of an asset may be indirectly impacted by a 
remote attack via inter-asset dependencies. The 
operational capacity level of the directly hit asset stays 
unchanged as long as corrective actions are made to the 
asset. A sequence of direct attacks might reduce the 
operational capacity of an asset, or totally destroy the 
asset bringing its operational capacity to 0. Contrary to 
the effect of the direct attack, an indirect cyber attack 
does not cause permanent damage to the cyber asset. 
There is nothing inherently wrong with the asset that is 
under an indirect attack.  However, its operational 
capacity might be reduced because of its dependency on 
other assets that either suffer from direct attacks or are 
also indirectly impacted. To measure the impact of a 
permanent damage to the software assets, we will 
introduce the notion of permanent operational capacity 
(POC) that is applicable only to software assets. 

2.2 Impact-Oriented Cyber Attack Model

Attack modeling is a central task in many cyber 
security solutions. Depending on the goals set for these 
solutions, e.g. multi-step attack detection, attack 
prediction, vulnerability analysis, etc. different aspects of 
a cyber attack are captured by those models. In our work 
we model the aspects of a cyber attack that are related to 
attack impact on cyber assets, services, and missions. 
Doing so, we are interested in two types of relations 
concerning the cyber attack : the logical relations that 
allow as to model the processes of detection and 
propagation of an attack impact, and computational 
relations that allow us to calculate the level of those 
impacts. 

Formally, we will represent cyber attacks as
conceptual graphs of Sowa [18] however with two 
important extensions: first, we will parameterize 
concepts, and second, we will use computational 
relations between the parameters of the concepts. An
attack model (Figure 1) contains the following concepts 
(nodes) : Attack, Hardware Platform, Asset, and (Asset) 
Vulnerability, and the corresponding binary relations:

Targets (Attack, Hardware-Platform),
Exploits (Attack, Vulnerability),
Houses (Hardware-Platform, Asset),

Has-Vulnerability (Asset, Vulnerability).

Figure 1. Cyber Attack Model

Figure 1 shows two parameters, impact factor (IF) of 
an attack, and operational capacity (OC) of an asset. The 
impact factor of an attack is a measure defined in an 
interval [0, 1], which indicates to what degree the attack 
is capable to compromise the attacked asset. IF = 0 
means that the attack has no impact on the asset, and IF 
= 1, means that the attack is capable to destroy the asset 
totally by bringing its operational capacity to 0. The 
attack graph also shows a computational relation R
between the impact factor of an attack and the 
operational capacity of an asset that allows calculating a 
new operational capacity of the attacked asset depending 
on the existing operational capacity and the impact factor 
of the attack. 

Assigning values for impact factor of cyber attacks is 
an important knowledge acquisition task, which requires 
analysis of historic attack data as well consultation with 
cyber security experts. In this work, we use the asset 
vulnerability scores from the Common Vulnerability 
Scoring System (CVSS) [3] to calculate the attack 
impact factors. CVSS has a range of asset vulnerability 
scores (VS) from 0 to 10, where VS = 0 means that asset 
is not vulnerable to the cyber attack and VS = 10 means 
that the asset is most vulnerable to the attack.  We use a 
simple formula for calculating attack impact factors : IF 
= VS / 10

If a CVSS value is unavailable, attack impact factor
can be computed from the alert severity (priority) data, 
which is a common data field in all intrusion detection 
systems. We consulted with several IT security experts to
come up with the IF values based on alert severities. 
Still, this is an area which needs more study.

2.3 Time-Dependency in Mission 
Modeling 

We model missions as goal-directed sequential or 
parallel flow of mission steps. Each mission step can be 
either another flow, another mission, or an elementary 
action (task). Mission steps and missions are time-
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dependent entities; they have a start time, duration, and 
an end-time. The start time of a mission is the start time 
of the first step of the mission, and the end time of the 
mission is the end time of the last step of the mission. Fig 
2a depicts a seguential flow of mission steps (a, b, ..., p). 
The mission depends on all these steps that are executed 
in an order that the flow diagram describes. A flow 
diagram might contain parallel branches (Figure 2b) that 
that can be forked either by AND or OR nodes. The 
AND node requires that both branches should be 
executed, while the OR node prescribes that at least one 
branch should be taken.

Figure 2c illustrates a mission management situation, 
where all steps from a “cloud”, a set of tasks should be 
taken but without any particularly defined order. Finally,

Figure 2. Mission Step Flows

Figure 2d showas the use of a sub-mission  that is defined 
by a step in a higher-level mission.

From mission monitoring viewpoint at each particular 
time a mission step could be in one of the three different 
states: (a) it could be already completed, (b) it could be 
in progress, or (c) it could be in a state of a planned 
execution (Figure 3). The overall state of the mission 
depends on the states of the mission tasks : the mission is 
in a planned state when none of its tasks have not yet 
been started, the mission is an execution state if at least 
one of its task is an execution state, and finally, 
completion of all mission tasks brings the whole mission 
into the completed state. In this paper we are not looking 
on more complex mission states and the scenarios of 
transistions between the states, since the procedures of 
mission monitoring in time are out of the scope of this 
paper. 

2.4 Impact Dependency Graph
Impact dependency graph (IDG) is a mathematical 

abstraction of the domain semantics of assets, services, 
mission steps and missions and all of their dependencies

(Figure 4) From the viwpoint of attack impact 
propagation we consider the assets, services, mission

Figure 3. Time-dependent execution of mission step.

steps and missions as nodes of an IDG and their inter-
dependencies as dependencies among the nodes of the 
IDG. In addition to the nodes of assets, services, mission 
steps and missions, IDG has two special nodes: AND-
nodes and OR-nodes that represent logical dependencies 
among nodes in IDG. The AND-node defines that the 
parent node depends on all of its children nodes, while 
the OR dependency defines the required presence of at 
least one child node. The OR dependency is introduced 
to capture system redundancy or for alternative 
functionality, performance, cost, reliability or for some 
other reason.. The AND/OR

Figure 4. Impact Dependency Graph

dependencies may themselves be "time-dependent", i.e. a 
dependency holds during certain time intervals. Such 
time-dependency may be monitored or automatically set 
as a function of mission context. 
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3 Mission Impact Assessment Process

3.1 General Outline

The process of mission impact assessment contains 
the following main steps (Figure 5):

Step 1. Attack Point Detection. The task of the cyber 
attack point detection is to determine the exact target of 
an attack - the specific software asset that could be
compromised. It is important to mention that not any 
software that is under an attack can be compromised: the 
critical factor is that the attacked software has a

Figure 5. Mission Cyber Security Assessment Process

vulnerability that the attack is able to exploit.  The 
detection of those circumstances among the cyber attack, 
host, asset and asset vulnerability is the objective of the 
algorithm of attack point detection. The basis for 
construction of the algorithm of attack point setection 
algorithm is the Attack Model that was discussed in the 
Section 3.2.

Step 2. Direct Cyber Attack Impact Assessment. The 
task of this step is to determine the direct impact that the 
cybr attack is causing to the asset that it was attacking. 
Calculation of this direct impact will be discussed in 
Section 3.3.

Step 3. Impact Propagation through the Cyber 
Terrain. During this task we are calculating the 
operational capacities of all assets and services that are 
on the path of cyber attack impact propagation based on 
the dependencies that exist in the cyber terrain (see 
Section 3.4).

Step 4. Mission Impact Assessment. Knowing the 
current cyber terrain impact, i.e. the operational 
capacities of all the assets and services in the cyber 
terrain we will be able to calculate the impact of the 
mission based on the dependencies between the cyber 
terrain services in one hand and the mission steps and 
missions on the other hand (see Section 3.5).

3.2 Attack Point Detection 

As we already mentioned, not every cyber attack 
causes damage. The attack might succeed if the following 
logical condition holds:

IF (Attack C targets hardware platform H)
AND (Hardware platform H houses software asset A)
AND (Asset A has vulnerability V)
AND (Attack C exploits vulnerability V)

THEN (Attack C succeeds in impacting the asset A)

The above-given logical condition is defined over
binary relations that are established between hosts, 
assets, attacks and vulnerabilities per the cyber attack 
model described in Section 2.2. These relations can be 
formulated as a system of logical constraints in terms of 
logic constraint programming [5]:

C1: Alert_Constraint (SID, IP)
C2: Network_Constraint (IP, Asset_ID)
C3: Asset_Constraint (Asset_ID, Vulnerability_ID)
C4: Vulnerability Constraint (SID, Vulnerability_ID)

The constraint C1 defines an attack with alert identifier 
SID that targets the host with ip-address IP. The data 
needed for C1 is contained in an IDS alert file. The 
constraint C2 declares that host with ip-address IP 
contains an asset with Asset_ID. The data for C2 can be 
found in network configuration files. The constraint C3
identifies that an asset Asset_ID has vulnerability with 
Vulnerability_ID. The constraint C4 declares that attack 
with alert identifier SID can exploit vulnerability with 
identifier Vulnerability_ID. Graphically the set of these 
constraints can be illustrated by a logical constraint graph 
as it is shown in Figure 6.

The resolution of the constraints against the Asset_ID
results in the following : (a) identification of the primary 
target software asset and (b) which vulnerability was 
exploited by the cyber attack.  This assumes that such 
asset exists, i.e. resolution of the system of constraints 
has a solution. There are several known algorithms of 
logical constraint resolution [5]. A specific method based 
on fast database search and match was used in the SAIA 
system (Section  5).

3.3 Direct Attack Impact Calculation
The step of direct cyber attack impact assessment
calculates the operational capacity of an asset,  which is a 
direct target of the cyber  attack. In order to calculate this
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Figure 6. Logical Constraint Graph

impact, we will introduce the notion of a permanent 
operational capacity (POC) of an asset. POC describes a 
permanent damage caused to an asset by the attack. POC
is an internal feature of a software asset only. It stays 
unchanged for an asset until either its value is reduced by 
the next direct cyber attack, or it can be changed by a 
human (usually to reset POC = 1).

The operational capacity of an asset could also be 
affected by some other asset that this asset is depending 
upon. In practical situations two factors, the direct cyber 
attack and the dependency from (one or more) other 
assets determine the combined effect of a cyber attack on 
an asset. Let us suppose that an asset A that depends on 
asset B was a direct target of a cyber attack X, then the 
combined operational capacity of asset A is calculated as 
follows:

OCA (t’) := Min (Max (POCA (t) – IFX (t’), 0), OCB (t’))

where,
POCA (t) is the current permanent operational capacity of 
an asset A at time t
IFX (t’) is the impact factor of an attack X at time t’ > t
OCB (t’) is the operational capacity of the asset B at t’
OCA (t’) is the operational capacity of the asset A at t’.

In case when the asset A is a terminal node in the cyber 
terrain, i.e. it doesn’t depend on any other software 
assets, the above-given experssion can be simplified :

OCA (t’) := Max (POCA (t) – IFX (t’), 0)

We should say that OCA (t’) is actually the new value 
for the permanent operational capacity for the asset A, 
i.e. POCA (t’) = OCA (t’).

Since only software assets can be targets of direct cyber 
attacks they are characterized by POC : no service, 
mission step, or mission has POC. Usually, the initial 
value of POC for all software assets is set to 1, i.e. the 
asset is claimed to be in a full operational order. 

3.4 Impact Propagation
In the context of calculating the cyber attack impact 

propagation through an IDG (see Figure 5), we can 

abstract from the specific semantics of assets, services 
and missions, and consider them as generic nodes in IDG 
along with the two specific types of nodes, the AND and 
OR nodes. During the attack propagation from the 
terminal nodes (the asset nodes) the operational 
capacities of all dependent nodes will be calculated. The 
node that is in the linear path in the IDG gets the 
operational capacity from its child node, while the 
operational capacities of the AND and OR nodes are 
calculated as follows:

OCOR(t) = AVE(OC1(t), OC2(t),  …, OCn (t))

OCAND(t) = MIN(OC1(t), OC2(t),  …, OCn (t)), where

OCOR (t) is the operational capacity for an OR-node
OCAND (t) is the operational capacity for an AND-node
OC1(t), OC2(t),  …, OCn (t) are the operational capacities 
of the child nodes for the OR and AND nodes.

3.5 Mission Impact Assessment
During real-time mission monitoring, the impact of a 

cyber attack on a mission depends on two major factors: 
(1) what impact the attack has on steps of the mission, 
and (2) in what state - planned, ongoing, or completed 
state the mission steps are. For example, if the cyber 
attack can impact assets and services that support steps a, 
…, m, but those steps have been already completed (see 
Figure 3), the impact of the attack should be irrelevant as 
far as these steps are concerned. Contrary, the ongoing 
steps during the cyber attack, like step x will be directly 
affected by the attack. 

The situation with the steps that are planned for 
execution (steps p to s) at the moment when a cyber 
attack happens needs a special analysis. First, since those 
steps have not yet been undertaken, their operational 
capacity will not be accounted in the calculation of the 
operational capacity of the overall mission. However, we 
are able to calculate a potential impact on those steps, 
which could happen. One practical action could be to 
reconfigure the cyber terrain or give a warning to the 
mission management personnel.

Since mission is a process that unfolds step-by-step as 
time progresses, its operational capacity is getting its 
starting value OC=1, and then it is steadily decreasing 
depending on the operational capacities of its executed 
steps. The operational capacity of a mission for all 
examples of the mission step flows discussed in Section 
2.3, except the OR-ed parallel flow is calculated as 
follows:

OCA (t) = OC1(t) x OC2(t) x,  …, x OCn (t),              

where,
t is the time of a cyber attack
OCA (t) is the operational capacity of mission A

258



OC1(t), OC2(t),  …, OCn (t) are the operational capacities 
of all tasks of mission A that where under execution at a 
time t of a cyber attack.

For the OR-ed flow of mission steps the calculation of 
the mission impact depends on what parallel branch  of 
the mission step flow is taken by the mission monitoring 
system. . 

4 SAIA - Situation Awareness and 
Impact Assessment System

The proposed method of real-time mission cyber 
security situation assessment described in this paper has 
been implemented in SAIA (Situation Awareness and 
Impact Assessment) – an experimental prototype system 
developed at Altusys in 2008-2010 under a contraxt with 
AFRL, Rome. In addition to real-time cyber security 
assessment, the SAIA system implements the functions of 
plausible future cyber security situation assessment [13].

The three major SAIA functional components include
the Impact Assessment Engine, the Plausible Situations 
Engine and the Knowledge Management System. The 
Impact Assessment Engine implements the tasks of real-
time cyber attack impact assessment, while the Plausible 
Situations Engine implements the tasks of plausible 
future cyber attack impact assessment. The Knowledge 
Management System is a set of data management tools, 
data repositories and a graphical user interface that 
allows the SAIA Knowledge Manager to create SAIA 
data objects (mission, mission tasks, assets, services 
classes and instances) or import them from external asset 
databases and asset vulnerability databases. To facilitate 
external data access, SAIA contains a Data Import 
Module.

SAIA gets attack alerts from external Intrusion 
Detection Systems (IDS) and mission status event from 
an external Mission Monitoring System. 

For SAIA technology testing and system 
demonstration, the SAIA Test Server was developed. It 
includes IDS Snort Simulator and a Mission Simulator. 
SAIA Client API provides access to SAIA Server data 
for both thin and thick SAIA clients. SAIA system has 
beeen experimented with several test applications.

5 Conclusions and Future Work

We would like to point out that most of the current 
cyber attack analysis methods are following an 
assumption that we will call the Cyber Attack 
Inevitability Assumption, which states: 

“if a cyber attack can exploit a vulnerability of an 
attacked asset, then it will definitely do it”

This assumption is not necessarily true in all cyber 
attack situations. The fact that the asset was actually 
compromised needs to be verified. This is the reason that 

we need an attack verification test. The use of attack 
verification test in the attack specification has been 
earlier introduced in the LAMBDA attack specification 
language by Cuppens and Ortalo [4], while the attack 
reaction field was included in the ADELE language [14]. 

As we mentioned in Section 3.5, further research is 
needed to factor in a potential impact of cyber attacks on 
those mission steps that are waiting their execution. One 
practical action could be to reconfigure the cyber terrain 
or give a warning to the mission management personnel.

The use of time-dependent mission tasks, missions 
and services creates a flexible and dynamic information 
dependency fabric that can be monitored depending on 
high-level mission goals, external (e.g. environmental) 
conditions, system internal resources, faults occurring 
inside the system, and on operator commands or errors. 
Finally, such time-dependent representation of cyber 
terrain opens opportunities for building self-healing and 
self-organizing cyber terrain, which will be capable to 
improve its behavior so that more secure missions are 
achieved.

Deeper analysis of the real-time mission management 
policies and their impact on the overall mission cyber 
security is also a subject for further research.

Finally, it is important to mention that the proposed 
method of assessing an impact that cyber attacks impose
on missons, can be extended for calculating the  mission 
impacts caused by other events such as system internal 
faults, natural disasters and human operator errors. 
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